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EXEMPLES
JOURNAUX

kernel: Killed process 29959, UID 42046, (hadd) total-vm:202363492kB, anon-rss:13069860kB, file-rss:60kB

METRIQUES

ccsvlie4.in2p3.fr cpu/cpu-idle ok 99.53
ccosvms0034.in2p3.fr Interface-ethQ/if _octets/rx ok 172.1
ccwntest14.in2p3.fr df-var/percent_bytes-free critical 0.004

ata2.00: exception Emask 0x0 SAct Oxffff SErr 0x0 action 0x0
puppet -agent[16528]: Finished catalog run in 44.06 seconds
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2. ANALYSE:

SYSLOG-NG

# /etc/syslog-ng/syslog-ng.conf:

destination d_remote_ by host {

file("/var/syslog-ng/remote/$YEAR/$MONTH/$DAY/by-host/${HOST}");
i

GREP

$ grep -rP 'kernel:.* ata' ./2014/09/29/by-host

/2014 /09/29/by-host/ccwsge0622:2014-09-22T14:54: 24+02: 00 ccwsge0622 <kern.err> kernel: atal.00: irq stat 0x40000008

/2014 /09/29/by-host/ccwsge0622:2014-09-22T14:54: 24+02: 00 ccwsge0622 <kern.err> kernel: atal.00: failed command: READ FPDMA QUEUED
/2014 /09/29/by-host /ccwsge0622:2014-09-22T14:54: 24+02: 00 ccwsgel622 <kern.err> kernel: atal.00: cmd 60/08:00:e9: f8:36/00:00:38:00: 00/40
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EXEMPLE

brut normalisé

2014-05-30T14:34:53 node0l ata2.00: exception \

Emask Ox0 SAct Oxffff SErr Ox0 action 0Ox0 "timestamp": "2014-05-30T14:34:53",
"host": "nodel"”,

"'service": "kernel-drivers/ata-2.00",
"state": "warning",

SEEL 300

"kernel": {

"type": "exception",
"EITESk": IIBIB II’
"sact": "Oxftfff",
Ilser..r..ll: Ilﬁxa II’
"action": "Ox0O"

PATTERNDB
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EXEMPLE: DECLENCHEMENT

evenement brut:

pam_afs: AFS Authentication failed for user wernli. ID is locked - see your system admin (KALOCKED)

action patterndb:

action:
condition: "${.classifier.context_len} == 1"
message:
inherit-properties: true
values:
state: "warning"
o] 1536
service: "openafs-kalocked/${usracct.username}"

fonction: declencher une seule alerte peremptible par utilisateur bloque

AFS Authentication failed for user wernli. ID is locked - see your system admin (KALOCKED)



EXEMPLE: TIMEOUT

evénements bruts:

xinetd[9600] : START: plop pid=18581 from=::ffff:1.2.3.4

x1netd[9600]: EXIT: plop status=0 pi1id=18581 duration=0(sec)

lien entre les deux évéenements:

context_scope: "process"
context_id: "xinetd-plop"
context_timeout: 60

action patterndb:

action:
trigger: timeout
condition: "${appacct.rsclass} !'= tftp"
inherit-properties: true
values:
state: "warning"
service: "xinetd/timeout-${appacct.rsclass}"
message: "patterndb: svc=${appacct.rsclass}; pid=${appacct.rsid}; src=%5{flowevt.src_ip}; msg=xinetd service timeout after 60s"

fonction: déclencher une alerte uniquement si une sollicitation x1hetd dépasse 60 secondes

patterndb: svc=plop; pid=18581; src=::ffff:1.2.3.4; msg=xinetd service timeout after 60s
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PROCESSUS DE DELEGATION

analyse
post-incident

déploiement edition
centralisé de regles
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PROCESSUS DE DELEGATION

KiIDana
analyse

post-incident

puppet
déploiement edition
centralise de regles

.\~ patterndb



Flat Message
2014-05-30T14:34:53.087Z dc01.in2p3.fr \

dC . park= A
service=pool-atlas-dg2-1i001a,\
ndc=,message=remove entry for: 0000BD 759...

Matching Rule

pdb::simple::ruleset { 'dCache’:
id == 'dCache’,
patterns => ['dCache-pool'],
rules == [{
id == 'dCache-std-event’,
patterns == ['‘park=@ESTRING:pal
service=@ESTRING:svc:,@
ndc=@ESTRING:ndc:,@
message=@ANYSTRING:message@' |

Structured Message

timestamp => 1401461273,
host ==> 'dc01.in2p3.fr',
program => "dCacl |"

!

service => "pool-atlas-dq2-li001a",
ndc => nil,
message => "remove entry for: 0000BD 759..




patterndb::simple::ruleset { 'myruleset':
. . id => '9586b525-826e-4c2d-b74f-381039cf470c/,
glt/hlera patterns => [ 'sshd' ],
pubdate => '2014-03-24",
rules => [

{
id => 'd69bdled- 17ff-4667-8ea4-087170chceeb’,

patterns => ['Successful login for user @QSTRING:user:"@ using method @QSTRING:method:"@']

\

File[patterndb::file::default)/ensure: created

Exec[patterndb::merge::default]: Triggered 'refresh’

Exec[patterndb::test::default]/returns: Testing message...
puppet-pa tterndb Exec[patterndb::test::default]/returns: Testing message...

Exec[patterndb::deploy::default]: Triggered 'refresh’

* <patterndb version='4"' pub_date='2014-03-24'>
<ruleset name="myruleset' id="9586b525-826e-4c2d-b74f-381039cf470c'>
=description>=generated by puppet</description>
<patterns>
< pattern>sshd</pattern>
</patterns>
<rules>
<rule provider="puppet@ccfawe' id='d69bdled-17ff-4667-8ead4-087170cbceeb’
syslog-ng class='system'>
<patterns>
<pattern>Successful login for user @QSTRING:user:"@ using method @QSTRING:method:"@</pattern=
</patterns>
< frule>
< frules>
< ruleset>
</patterndb>
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