*. Cenire de Physigque des Farficules de Marsaille

e Ressources :

stockage 800 To
CPU 1400 cores
Réseau 10 Gb LHCONE

« Electricité: 800 kW en entrée +
coffret salle, ajout onduleur 60
kvA

« Matériel : achat 2 baies
réfrigérées eau froide

CPU : remplacement des wn par
Dell C6100/C6200

stockage: ajout de baies
MD100O/MD1200 sur serveur
existant, derniers achats DELL
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2 Cream CE SL5 et EMI2 + 1 serveur Torque et
WN in SL640
1 SE DPM SL5 avec acces webdav et xroot (ATLAS fed)
2 WMS 1 SL5 EMI2 multi VO, 1 SL5 EMI3 nagios regional
VOMS server et VO CPPM arrétés
PERFSONAR (2)
ARGUS
SQUID
QUATTOR 13.1.2 svn. Migration 13.9 github to do

1 serveur Nagios
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Monitoring au IN2P3-CPPM

Carlos Carranza
Rencontres France Grilles et LCG France
26-28 novembre 2013



Des sujets a aborder

Supervision du matériel.

« Données de métrologie

« pnp4nagios
Un cas de supervision de A a Z.
Supervision stockage

« Les serveurs de disques.

« Le service DPM et catalogue DPNS
CernVM-FS dans les noeuds de calcul

« Le service
« Gestion du cache



Le Matériel (99% Dell )

Properties

OpenManage Server

Information/Configuration
Status  Mame State Power Status  Tasks Bus Protocol Media Pevision
* @ PwsicalDisko:00  Onine  SpunUp | Available Tasks <] Execute SAS HDD  RSOC
. A u Physical Disk 0:0:1 Online Spun Up ‘ Available Tasks < Execute SAS HDD  RSOC
« Fournit par Dell e
A u Physical Disk 0:0:2 Online Spun Up ‘ Available Tasks < Execute SAS HDD  RSOC
_ @ PrysicalDisk0:03  Online  SpunUp | Available Tasks = Execute sas HDD  RSOC
7/ /7 = —
° D e p | Oyee Ve rs to u t | eS n ( E u d S @  PuysicaiDisko04  Oniine  SpunUp | Available Tasks > Execute sAs HDD  PSoc
* @ PnsicalDiske0s  Onine  SpunUp | Available Tasks ¢| Execute sAs HDD  RSOC
Y @ PhsicalDisk0:06  Faled  SpunUp | Available Tasks % Execute SAS HDG  RSOC
oy . . e —
° Utl | |Sat| oNn Mmu |t| p I e *| @  PhsicalDisk0:07  Online  SpunUp | Available Tasks 3 Execute Sas HDD  RSOC
*| @ PsicaiDiskoos  Onine  SpunUp | Available Tasks S Execuie sas HDD | RSOC
= @ PrysicalDisk0:09  Online  SpunUp | Available Tasks =3 Execute sas HDD  RSOC

, Nagios
* Interface en lighe de commanae Ceneek spenrmansge. check openmanage.H servero2

« Via SNMP ou TCP

* Interface graphique

local SNMP
[ o mode mode
= = 8 wayer 7
Plugin Nagios e
B EXCHANGE
« check open_manage g NRPE daemon

- check_openmanage - * SNMP daemon -
oM E OMSA 3

e Identification des composants matérielles. : —(

e Dernier version 3.7.11

 Personnaliser messages alerte, seuils, etc. server01 server02
 Black listes

(w] & 1/3 OK - System: ‘PowerEdge RT10°, SK: XXX XX' 144 GB ram (18 dimms), 2 lo

_ 33 Memory module 5 [DIMM_AG, 4096 MEB] needs attention: Single-bit error logagi
(o] 4 1/3 Ok - System: ‘PowerEdge 2950°', SMN: "MXXXX XX, 16 GB ram (B dimms), 1 logic
Ok 1/3 OK - System: 'PowerEdge RELO", SM: "XMXXXXXX' 24 GB ram (6 dimms), 2 logit
WARNING 33 Physical Disk 0:0:1 [Dell ST14685255, 146GE] is Replacing [TE8% complete]

Logical Drive ‘fdewfsda' [RAID-1, 136.12 GB] needs attention: Degraded

[a].4 13 QK - System: "PowerEdge MDD, SM; "MMMXXXX' 16 GB ram (8 dimms), 1 logi 6



Métrologie

L I ] t Datmsource: Fan Probes *4"’:*_’ Lo ||| Time mnges
e piugin retourne T —
1000 e e
*Un statut global , oo Y
= :::: Sences
° # (17 Host Perilaty
Un commentaire contextuel ; e ||[$ee,
W PCE Ambrentl REM Last 21 HPH Max 20 HPH Average ® (% Check Dell OM
.D d 7 d ,t I . [ T anﬁﬁ RPN Last 8160 APH Max  TRAT APH Average ""%& .
W FCB FAN2 8088 RPM Last G083 APH Max TE1L RPH Average ? Digk Uzane fik]
eS Onnees e me ro Ogle W FCE rans 4007 ROM Last BO13 APH Max T3 BPH Au:ru:e [ Lond 5 20u cores
W FCR FaN4 H0RG MPM Last BAIT APH Max 7765 APH Average :ﬁm
iy 2y
’ .J’SNE! X cores
Datasource: Te mpe mtures *"""" L A, :;W
~ ~ Dell OpenManage: Chassis Temperatures |
Performance Data: TO_FCE_Ambient 1=20C;[MIA];50 T2 _MLE_TEMP_2=58C;85,87
T3_WLE_TEMP_3=50C;B5;87 T4_Processor_1-45C;81,85 . " i e L
T5_MLE_TEMP_1=57C 85,87 T6_Processor_2=48C ;81,85 E B9 il - L ,Q N R
AO_PS_Current=22A;255;255 A1 PSU_2 FOUT=434:0,0 = A ”\N:f“’ t“ﬁfp”msz' i
A2 _PSU_1 POUT=51A;0,0 VO_PS_12V=11.966V 0,0 i - = Py
W1 _PS_BV=5.018V,0,0 V2_STBY _3.3V=3336V;0,0 18 -
W3_VCORE_1-1.029v,;0,0 V4_WVCORE_2=1085V;0,0 o = _"’ . 9 . 1 ) . u B
FO_FCE_FAN1=8100rpm;25500,25500 F1_FCE_FAN2=8000rpm; =':;:\,L::';r’l :;:; ,: :'::: ;::; ,,rE x: ;::g ,,rE ::::::;:
25600;25500 F2_FCB_FAN3=8000rpm;25500;25500 W LB TFHP 1 S6.8 *C |ast RS °C Max  58.4 °C Rverage

Performance Data

F3_FCE_FAN4=8000rpm;25500;25500 5] Frn:e:WP N P4 N ag iOS ags

Dataso urse: | *"""" *5 hz

Dell OpenManage: Amperage Frobes

PN P4Nagios

Remplit une base de données RRD | s e

B P5 Current 26.0 A last Last 26.9 A last Max 25.1 A last Average
H P50 2 POUT 5B.2 K 1a5T Last 51.4 A 1ast Hax 48.7 A last Average

° Utilise un template php pour W PSU 1 POUT 58,9 A last Last 51.6 A& lasl Max 48.9 A lasl Awerage

rend re : Datasource: Voltage Probes g L

Dell OpenManage: Voltage Probes

Appere

250 ¢
« Des graphes. an| i e —
L e
& S e A g =
h . . 2
 Des historiques
200
Mar Apr Nay Jun Jul Aug
] D pp t M P5 1 Voltage 228,00 V Last 226.00 V Max 227.21 V Average
es ra Or s' " B PS5 2 Voltage 228.00 V Last 228.00 V Max 227.78 V Average
B P5 3 Voltage 234.19 V Last 235.87 V Max 234.64 V Average
W PS5 4 Voltage 235.B3 V Last 237.67 V Max 235.83 V Average

* La disponibilité du service.



Uncasde Aa”Z

Supervision d'une baie réfrigérée Knurr Coollop

« Evacuation des charges thermiques de 10
a 30 kW.

« Le refroidissement par échangeur
thermique air/eau.

« Refroidissement adaptée a la chi

i Seéparation d'air
thermlque' Frlf)id!Chaud
Object | Object | Object
Content 1 2 3
enterprises. knuerr.cooling. coolConkrol
1.3.6.1.41.2769.2.1.
coolEnvironment 1 Analoq inputs
temp1 1 Temperature server retun air CL/ CT

tempIName 1 | Warm air
temp1CalibrationOffset 2 | Offset temperature
temp1Current 3 | Temperature value, return air
temp1SettingLevel 4 | Nomal value
temp1WarningLevel 5 |Upper waming threshold
templAlarmLevel 6 |Upper alarm value

$check _coolloop.pl -H 192.168.1.15 -C abcxyz

check_coolloop.pl OK - FanSpeed<30.0>, OpenValve<59.0>,
TBottomLeft<26.4>, TBottomRight<22.7>, TFront<23.4>,
TRear<32.9>, TTopLeft<25.0>, TTopRight<24.3>, |
FanSpeed=30%;95;98 OpenValve=59%;95;98
TBottomLeft=26.4D;28;35 TBottomRight=22.7D;28;35
TFront=23.4D;25;27 TRear=32.9D;43;45 TlopLeft=25D;28;35
TTopRight=24.3D;28;35

Datasource: FanSpeed

Open Valve and Fan Speed / Knurr_CoolLoop_bay

Entrée d'air

Echangeur
thermique

Separateur de
gouttes

Boitier du ventilateur

Sortie d'air

o o

-
o 100
(=%
@
s 80
“
b 68
5
[ 40
=
=
£ Thi 12:00 Fri 00:00 Fri 12:00
B FanSpeed 30.00 % LAST  BE.50 % MAX  44.74 % AVERAGE
B OpenValve 100,00 % LAST 160,00 % MAX 75.73 % AVERAGE
Datasource: Open\Valve /\/ i g ol e

lemperaTtures ; KAUFT_LOOLLOOp_pay

40

w
=
2 E 1¢]
[
H 20 P ——n—
b
=
ﬁu 12:00 Fri 00:00 Fri 12:00
W TBottomLeft 31.30 D LAST 34.42 D MAX 26.01 D AVERAGE
B TBottomRight 34.80 D LAST 38.39 D MaX 28.56 D AVERAGE
H TFront 32.50 D LAST 36.28 D MAX 26.58 D AVERAGE
B TRear 33.21 D LAST 35.10 D MAX 34.33 D AVERAGE
O TTopLeft 31.31 D LAST 34.32 D MAX 26.49 D AVERAGE 8
O TTopRight 35.31 D LAST 39.39 D MAX 29.45 D AVERAGE




Le stockage

Plus d'une vingtaine des serveurs de disque
derriere un serveur DPM.

900 TB de stockage

Des serveurs Dell PE R510 ( ~ 20 TB)

Des baies attachées Powervault MD1200 (~ 30 TB)
Connectées au réseau x 10 GB
Des paquetages spécifiques ajoutées

« Nagios-plugin-dpm-disk

Service #4#

Stas ¥ ¥

Last Check *#

Duration *#

Atte mpt *3 Status Information

Gridftp read activity for long,
medium and small transfered bytes
o

Datasource: large_read_transfer-count

mardisk21l / gridftp activity

Check Dell
oM
Dprn disks
['datann]

Host Certificat
Load = 16v

cores
Ntp

Procs w 16w

cores

Ssh

Swap
Systern disk

[sida]

Zombie procs
check network
dpm disk activity
dprn-gsiftd
gridftp activity

gridftp transfer
necr-cdispd
rfio activity
rfiod

temperature
wrootd

0K

WARNING
QK

QK

0K

oK
QK

oK

QK

0K

oK
0K

oK

oK

11-13-2013 10:12:18
11-13-2013 10:16:38
11-13-2013 10:11:44
11-13-2013 10:10:18
11-13-2013 10:10:18
11-13-2013 10:11:15

11-13-2013 10:11:55
11-13-2013 10:13:42

11-13-2013 10:10:34

11-13-2013 10:12:48
11-13-2013 10:14:58
11-13-2013 10:14:58
11-13-2013 10:13:58

11-13-2013 10:11:27

11-13-2013 10:10:52
11-13-2013 10:10:34

11-13-2013 10:11:55

11-13-2013 10:13:42
11-13-2013 10:12:08
11-13-2013 10:10:34

17d 14k 32m 425
0d 14h d6m 3ds
43d Oh 57m lds
43d Oh 58 95
43d Oh 56m lds
43d Oh 57m 415

43d 0Oh 58 10s
43d Oh 57m 41s

43d Oh 58m 95

158d 20h 34m 57s
Gd 20h 30m 21s
Gd 20h 30m 21s
43d Oh 58 8s

20d 18h 46m 11s

20d 18h 45m 21s
43d Oh 58m 8s

20d 18h 47m 325

43d Oh 57m 423
43d 0Oh 56m 58s
43d 0Oh 58m 8s

13
33
Lz
13
13
13

13
Lz

13

13
Lz

Lz

Lz
Lz
Lz

0K - Systern: ‘PowerEdge RS10 11, SN: 0000000, 24 GB ram (6 dimms), 2 logical
drives, 14 physical drives

7
6
5.
DISK WARMING - free space: (datall 207085 MB (2% inode=99%): Mdatal2 206722 WB ;'
(2% inode=00%): 2.
check_end_cert.pl OK - 215 days to expiry the certificat é

0K - load average: 0.04, 0.05, 0.01 O large_read_tr... 3.0000 Last 7.0000 Max 3.5682 Average

Default Template
Command check_nrpe_with_args

NTP OK: Offset -0.0002278089523 secs

PROCS OK: 318 processes Datasource: medium_read_transfered-bytes o o L
55H OFK - OpenS5H_4.3 {protocol 2.0)

SWAP OK - 100% free (7820 MB out of 7820 KB)

DISK 0K - free space: | 14562 MB (79% inode=93%): fvar 100622 MB (96%
inode=09%): (boot 216 MB [93% inode=00%: i
FROCS OK: 0 processes with STATE = Z Y h——
DM-NET OK - eth2 (in: 5.00 KBl out: 2.00 KBIs err: 0.00%)  rers o L O
DH-PART OK - sdbl (r: 0 KBi's, w: 0 KBis) sdb2 {r: O KBls, w: 0 KBs)

0K - globus-gridftp-server (pid 5479) is running

DM-GRIDFTP-ACTIVITY QK - 60 read operation (3225735 .898(s for
20075271262 008 ), 97 write operation (11521173 72Bis for 1097616820.008),
DM-GRIDFTP-TRANSFER OF - 0 % of the transfers have failed

OF - nem-cdispd (pid 5270) is running 2oc
DW-RFIO-ACTIVITY OK - B0 read operation (53536056.028/s for 84801112732.008),0 | =
write operation (0.00B/s for 0.00B),

0K - rfiad (pid 5578) is running 0.0
check_temp.pl OK - 24.00 C D small_resd tr..
OF - wrootd (pid 5444 is running

mardisk2l / gridftp activity

Wed 12:00
3.2250 GB Average
Default Template
Command check_nrpe_with_args

O medium_read_t...

Datasource: small_read_transfered-bytes

ol 3 L

mardisk2l / gridftp activity

Wed 00:00
2.2794 GB Last 2.2800 GB Max

Wed 12:00
0.5631 GB Average
Default Template
Command check_nrpe_with_args




DPM / DPNS

- SMART owerall-heakh self-assessment test result:
marsedpm [ ff Check sda | oK 11-18-2013 19:08:05 26d 8h 14m 175 13 PASSED
CRITICAL: (287): 11/18 19:12:28.862 4460,38
DF M log CRITICAL | 11-18-2013 19:12:48 40d 15h 53m 545 171 dpm_srv_proc_get: returns 0, status=DPFM_FAILED [ MNo

such file or directory)
DISK OK - free space: 13311 MEBE (72% inode=93%): fwvar

- - -
N ag 10S~- pl u g ] n-d p m- head gz:el.;lga.ge ok 11-18-2013 19:05:16 26d 8h 52rn 395 1/3 35168 MB (30% inode=09%): (boot 216 MB (93%

inode=09%j:

. check_dpm_lnfosys ::::;k e 11-18-2013 19:13:11 26d 3h 42m 125 L3 DW-POOL OK- All DFM pools are OK

check dpm 3 DM-SPACE-TOKEN CRITICAL - 1
e« check d pm perfs tokens il bl Azl il o) Ef shbo 255 fETE] criticals "ATLASLOCALGROUPDISKand 0 warnings
— — . czrefcsk dpns 11-18-2013 19:13:12 6d Sh 30m 30s A Pfh:-n[i::nsﬁ-;ERF Ok - 2778 functions executed (18 91ms
° CheCk_d pns_perf (create, unlin m oK 11-18-2012 19:09:47 26d Bh 45m 50s  1/3 OK - dpm (pid 4468 is running
k . . . check_dpm-gryconf.pl CRITICAL -
dpm-gryconf CRITICAL |11-12-201F 10:0B:05 26d 2h 15m 55 33 mardisk 12.in2p2 fr:ldatall DISABLED
mkdi r, Opend Ir, rmdi r) mardisk 18.in2p2 . fr:/datal2 DISABLED
dpnsdasmon 11-18-2013 19:08:05 26d 8h 52m 165 1/3 OF - dpnsdaemen (pid 4381} is running
« chec k_d pm_pOOIS iy sgld oK 11-18-2013 19:08:05 26d Bh 53m 27s  1/3 OK - mysgld (pid 3905 is running
rnysqld log 11-18-2013 10:08:06 26d 8h 52m 39s L1 0K - Mo matches found.
e« check d pm_space tokens nem-cdispd 11-18-2013 19:08:05 26d 8h 51 505 1/3 Ok - nem-cdispd (pid 3653) is running
- - - rfiad 11-18-2013 19:08:51 26d 8h 51m 15 1/3 O - rfiod (pid 4431) is running
srmvl 11-18-2013 19:08:51 26d 8h 50m 135 1/3 0K - srmv ] (pid 4533 ) is running
- = IFEETTTTTTTTT aa am mmam a; ;e ;e = e am —_— PEE — B -

Performances du catalogue DPNS - Cas d'effacement de fichiers.

Datasource: unlink_total-time offf; v~ & | |Datsource: unlink_operation-count ol o L
marsedpm / check dpns perfs marsedpm / check dpns perfs
6.0
c.p Bo0
4.8 600
e A8 a0 ||
2.0

1.8 ¥ - i ! ll
0.0 = L 0 e B
Hon 6000 Hen 12:00 Hon 68: 60 Han 12: 08
O unlink_total-... B01.9750 ms Last 5980.0000 ms Max 859.8578 ms Average O unlink_operat... 211.2900 Last B29.7600 Max 175.1450 Average
Default Template Default Template
Command check_dpns_perfs Command check_dpns_perfs

https://svnweb.cern.ch/trac/lcgdm/wiki/Dpm/Admin/Monitoring/Probes

https://twiki.cern.ch/twiki/bin/view/EMI/EMINagios 10


https://svnweb.cern.ch/trac/lcgdm/wiki/Dpm/Admin/Monitoring/Probes

DPNS - mysqgl configuration

Datasoumse: creat_total-ti me *"‘l“" o ety Datasource: mbdir_total-4 me {-"l""’ L ¥y
marsedpm / check dpns perfs marsedpm / check dpns perfs
308
400 200
]
w s
204 100
100
5 HE i Al I-J Lidn ., 8 N [ ..-..-,....I.JJ..LL;.;.I.,...
Wesk 36 Wepk 37 wepa 3 Wepk 38 Week 36 Week 37 wrra 38 Weea 39
O creat_total-time S86. 8357 ms Last 403090.2494 ms Max 33731 2137 ms Average O mkdir_total-time 256.4519 ms Last 219574 2556 ms Max 10740, 79559 mx Average
Default Tesplate fefault Template
Compand check_dpns_per s Compand check_dpns_per s

Create total time ms

Datasounce: readdir_total-time

oL

marsedpm / check dpns perfs

288
1348
L 100
38
] —L [ PR [ T [ [ ER W " 1
Wesk 36 ook 37 Wrra 32 Week 38
O readdir_total... J24T.9103 ms Last 179401 5044 ms Max 10203.1704 mz AQ=ras
e Tault T 1]
Conpand cQeck_dpns_per Ts

| time ms

Datascume: opendir {"‘f“" = L
marsedpm / check dpns perfs
4

i)

] e s . - - - 3

Week 36 Wepx 37 Weea 38 Wepk 39
I:Ivnpznd:l.r_tvutﬂ.... 168, 777F ms Last B7150.524T ms Max F26T.9344 ps Average
Default Tesplate
Compand check_dpns_perfs

Opendir total time ms

Readdir total time ms e
Datasoume: rmdir_total-time h {""""‘ * L Datasource : unlin k_total-time {-’1"" * L4
marsedpm / ghec nnNgerfs marsedpm f check dpns perfs
488
= 388
[ a0 = 200
. | [11]
a3 . E . P e et e — 3 e S A — - S —r
Werk 36 Wers 37 Wepn 33 Weer 39 Werk 16 Wer 37 Wers 38 Wers 39
O rmdar_total-tuee 0.0000 s Last f1.5341 s Max U0.5424 s Average O unlink_total-... 1.0855% s Last J18.7256 35 HMax 16,0323 35 Average
Detault Tesplate Default Tesplate
Command check_dpns_perTs Compand check_dpns_per s

Rmdir total time ms

Unlink total time ms

11



CernVM-FS - check client

check cvmfs_1.7.sh

Carmiyv i

usage :
check _cvmfs <repository> [version]

File system | *

ox : http://cernvm.cern.ch/portal/filesystem/downloads
[root@marwn32 ~]#check cvmfs.sh atlas.cern.ch 2.1.14

check_cwmnfs.pl OK - atlas-condb.cem.ch ;: OK;
repositony revision 863, atlas.cem.ch : OK: repositony

cumis mouns ok e e revision 2536, Ihck.cem.ch : OK: repositony revision
16254
Status plus courants

repository not available CRITICAL

Current Status: {for Od Oh 3m 57s)

Staws Information: check_cvmfs pl CRITICAL - lhch.cern.ch ; failed to access Ihch.cern.ch
file .cvmfsdirtab is not readable CRITICAL
host/proxy is unavailable CRITICAL
I/O errors recorded by cvmfs
open file descriptors is greater than 80% of the max
resident memory is more than 50M

Current Status: {for Ocl Oh 2m 25s)

Staws Information: check_cvmfz pl WARNMNG - atlas .cern.ch : high memory consumption {194m): repository revision 3666
The no. loacea nestea catalogs IS greater tnan /5u
The installed version and the loaded version mismatch
The installed version and the expected version mismatch 12

The cvmfs cache partition is filled more than 95%


http://cernvm.cern.ch/portal/filesystem/downloads

CernVM-FS - Gestion cache

Probleme de no libération de ressources
« Restauration de service manuel répétitive.
 Beaucoup de notifications.

Plusieurs solutions ...

Solution choisi :
» Plugin Nagios => seuils critical, warning.
« Event Handler => libération de ressources.
« Une stratégie pour minimiser les notifications.

OK - Systern: 'CEL100°, SN:
CHXXXXXX, 4B GB ram (6
dimms), not checking
storage

marwn0g D E - Check Dell O 11-10-2013 12:17:50 13d 3h 36m 455 L3

Check NFS
'home /soft
feream_sandbox

check_rmount.pl OK -
11-10-2013 12:20:09 1d 7h 24m 253 1z thome, lsoft,

[rw]

o
w
w
3
L
W
]
o
o
o
=

S St 11102013 12:22:38 1d 9h 42m 325 L3 e L
quota ?2‘2& used by atlas.cern.ch
" SMART averall-health
Checksda 11-10-2013 12:06:30 &d 17h 20m 30s 1z self-assessment test result:
PASSED

Host marwnll Service: Check cwvmfs quota
One Year 10.10.12 14:03 - 25.10.13 14:03
Datasource: PERCENT ol - o e state = critical state = critical

type = soft & = soft
attempt =2 R

marwn@l f Check cwmfs quota

state = critical
type = soft
attempt = 1

i /
[/ I F y U 1 ; ! L/ ¢ I_t 3 ..
ct MNow dun Jul Aug Sep event handler

0
O PERCENT 26.5311 Last B9.e000 Max 59.8950 Average .
oK

O warning 88
B Critical 98
. CRITICAL
I [T I [

Default Template
T T — T
I time [minutes]

Command check_nrpe_with_args

13
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