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Proxy management 

Lyon 18.01.2012 Formation administrateurs DIRAC  3 

}  ProxyManager service is used to store long lived proxies and it used 
to provide a valid user proxy 
}  New user’s proxy on a WN in case the old one is about to expire 

}  User's Jobs 

}  Multiple Agents are running on behalf of a user 
}  Data replication, registration, removal 
}  Failover requests 
}  Pilot submission 

}  ProxyManager can use its own ProxyStore (dedicated DB) or 
MyProxy gLite service 
}  ProxyStore is more flexible then MyProxy service. For example it can 

store proxies with DIRAC extensions 
}  ProxyManager always provides the same interface methods 

independently of a proxy store service used underneath 



Proxy delegation 
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}  Delegation is a method that allow to move credentials over 
public networks without moving private keys 

}  Instead of moving a proxy over a network there is a three step 
schema for proxy creation on remote side 
}  Proxy receiver generates a public key and private key. Certificate 

request is created with newly generated public key and sent to other 
end of connection 

}  Proxy sender uses received certificate request to create new proxy 
chain which will contain the originating proxy chain and a new level. 
New level will be generated with received certificate request and 
signed by proxy from the previous level 

}  New chain is sent to receiver where the private key will be added 



Authorization rules 
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}  Since proxies are used to execute a payload in behalf of a 
user, they are very sensitive data 

}  Two general cases when downloads of a full proxy is 
required 
}  Administrators can download any proxy for debugging a 

problem 
}  Agents that runs on predefined hosts and need a user proxy to 

interact with a resource 
}  Main use case of proxy usage is to execute user's jobs 

}  Job execute is done with user's credentials but by limited 
proxies only. Normal user’s proxy can not execute a job 

}  Limited proxies are not allowed to submit a new job 



Authorization rules 
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}  For generic pilots special privileges are needed 
}  Credentials of a real user 
}  Special group with “LimitedDelegation” and “GenericPilot” properties 

}  Generic pilots are allowed to apply another credentials on a final 
resource for the job execution 
}  Download a limited proxy of any user 

}  To restrict downloading arbitrary number of proxies special token is 
used 
}  Token is randomly generated per each job 
}  Token have an expiration time and limited number of use 
}  Token has to be presented each time upon proxy downloading 

}  Downloading of non-pilot proxy is allowed until proxy or token 
expiration time to limit possible damage in case of generic proxy 
compromise 



Authorization schema 
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Job execution 

WN 
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Proxy extension 
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}  DIRAC can extend a proxy using their own Proxy store and 
using proxy delegation mechanism 
}  If the MyProxy service is used only the short life-time proxy are 

stored at ProxyManager 

}  In case of ProxyStore, the standard proxy life-time equals to 
the life-time of the certificate used for proxy creation 
}  Notification will be sent one month before expiration 

}  DIRAC group is embedded in the proxy and can not be 
changed whatsoever 

}  User have to have a proxy per a group in the proxy store 
otherwise job will fail with “proxy not found” error 



VOMS interaction 
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}  DIRAC proxy is not required any VOMS extensions for 
running the jobs 

}  On the other hand, gLite resources used by DIRAC 
require VOMS extension to be added to a Grid proxy 

}  DIRAC group allowed to consume such resources have 
to have VOMS mapping in order to get valid VOMS proxy 
from the ProxyStore 


