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Site A Site B 
User 

Admin 

Distributed job 

• User of site A: My job has a performance problem! 
I’m sure it’s a network issue! 

• Admin of site A, inquiring for network status A B: 
o I can run tests from the site A point of view 
o But I need to call site B admin for him to run similar 

tests from his point of view 

HINTS? 
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HINTS 
Network troubleshooting for data-grids 

HINTS’ goal is to provide: 
 A central access point 
 To distributed secure probes 
 For quick&easy network analysis. 

Today HINTS is: 
 Inspired by perfSONAR Lite TSS (EGEE era), 
 Continuation of E. Dublé’s work (2010/2011), 
 Today maintained by ~5 people (part-time / CNRS-FR), 
 Under Mario Reale (GARR-IT) management. 
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HINTS stands for “Hints for Instantaneous Network TroubleShooting” 
 
Features : 

o Site A admin can run network tests from Site B side  If trusted by B admin, A 
admin can diagnose A B network from both sides. 

o Primary network analysis tools are provided in a web interface  Diagnostic is 
quick to obtain and just a click away. 

o The same entry point provides access to many sites  You can record as many 
sites as desired, each one having any number of probes. 

o Once logged, one can only perform allowed actions  Security is an important 
aspect in HINTS, before its features. 

o Authorization task is not the admin job  User can delegate his rights to another 
user he trusts 

o Busy administrator?  All network tests can be run by granted users! 

HINTS 
Network troubleshooting for data-grids 
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Behind the scene 
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can … 
 ping 
 traceroute 
 nmap (port scan) 
 dig (DNS resolution) 
 iperf (bandwidth) 

each other. 

are based on 

run on 

are easy to install 

provides a web based interface 

need a valid server certificate 
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In action 
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Hello albert! 

In order to validate your registration to the HINTS system, 

please click on the following link: 

https://<your HINTS URL>/request/confirmation?id=7&hash=xxxx 

Thank you! The HINTS team. 

HINTS 
Network troubleshooting for data-grids 

When a new user has filled a registration request, he gets a confirmation mail: 
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Please grant me access to a site probe(s): 
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Hello Olivier. 

An HINTS user requested something which needs to be confirmed 

by an admin.  

You are an admin and this is why you are receiving this email. 

Please go to https://<your HINTS URL> in order to validate or 

deny this request. (If another admin answers the request sooner 

than you, the screen may be blank finally). 

Thank you! The HINTS system. 

All administrators gets a request mail: 
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HINTS 
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Admin granting screen: 

We are happy to inform you that your request to be able to access site 

'CNRS-DSI-Toulouse' (i.e. be able to troubleshoot by using any of its 

probes) was just validated. 

User confirmation mail: 
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First, let’s chose which test we wan to run: 

And between which set of {country/site/probe}. 

Some tests may accept additional parameters 
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Let’s ping(1) Mario’s probe 
from France… 
Sounds good! (2) 

1 

2 

EGI Tech Conf - Lyon 2011 16 



HINTS 
Network troubleshooting for data-grids 

Let’s try the other way: ping France from Italy 

Hmm, it seems we bumped into an unfriendly firewall… 

HINTS allowed a user located in France to detect a network 
problem which can usually only be seen from outside : ping 

goes outward but is firewalled inward. 
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Status, future 
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 HINTS is a young product, but so far it’s already usable! 
 HINTS is not used yet in real life, but we are looking for volunteers. 

Anyone? Any input could lead to improvements. 
 

HINTS suffers from some already identified limitations. 
We plan to fix them, in the following order: 

1. Both the server and the probe can’t run on a 64bit OS 
2. Both the server and the probe are not IPv6 friendly 
3. Both the server and the probe rpm are non removable 
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Besides, we are already working on two points: 
 
• HINTS’s probe is a modified version of a non up to date perfSonar probe. 

We are building up a group with Domenico (DANTE)  to find out how HINTS could 
use the vanilla probe without losing functionalities and security. 
 

• We are adapting HINTS java server code in order to: 
 Make the code match our coding and architecture rules, 
 Be able to efficiently fix a bug or improve a user function. 
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2011 2012 

• 64bit compliant 
• Uninstallable RPM 

V1.1 

• IPv6 compliant 
• Vanilla perfSonar probe usage 
• UI improvements 

V1.2 

??? V1.3 

Merge HINTS and pS probes workgroup 
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HINTS home: https://aresu.dsi.cnrs.fr/spip.php?article92 

Thanks for your attention. 
Any questions? 


