
Any	
  Data,	
  Any	
  Time,	
  Anywhere	
  

Improving	
  Data	
  Access	
  for	
  the	
  LHC	
  
using	
  Xrootd	
  



Introducing…	
  

•  “Any	
  Data,	
  Any	
  Time,	
  Anywhere”	
  is	
  a	
  NSF-­‐
funded	
  research	
  project	
  on	
  enhancing	
  data	
  
accessibility	
  in	
  HEP.	
  
– Award	
  #s	
  1104549,	
  1104664,	
  1104447;	
  a	
  
collaboraTon	
  between	
  UNL,	
  UCSD,	
  and	
  UW.	
  

– We’d	
  like	
  to	
  thank	
  the	
  NSF	
  for	
  their	
  support	
  of	
  this	
  
project.	
  



Improving	
  Data	
  Accessibility	
  

•  The	
  WLCG	
  has	
  built	
  a	
  marvelous	
  grid	
  in	
  support	
  
of	
  the	
  LHC	
  experiment’s	
  compuTng	
  programs.	
  
–  In	
  2011	
  especially,	
  it	
  has	
  demonstrated	
  the	
  its	
  
worthiness	
  in	
  terms	
  of	
  throughput.	
  

– Unfortunately,	
  latency	
  to	
  physics	
  data	
  is	
  fairly	
  high.	
  
•  I	
  have	
  seen	
  folks	
  submit	
  a	
  grid	
  job	
  in	
  order	
  to	
  read	
  out	
  a	
  
single	
  event.	
  	
  Not	
  pre\y.	
  

•  I	
  have	
  seen	
  students	
  try	
  to	
  figure	
  out	
  how	
  to	
  use	
  SRM	
  
directly.	
  	
  Also	
  not	
  pre\y.	
  



Ways	
  to	
  improve	
  Data	
  Access	
  

•  Over	
  the	
  next	
  three	
  years,	
  AAA	
  is	
  going	
  to	
  focus	
  
on	
  geang	
  data	
  to	
  physicists.	
  	
  We’ll	
  be:	
  
– Making	
  sure	
  the	
  physics	
  applicaTons	
  are	
  amenable	
  to	
  
high-­‐latency	
  operaTon.	
  

–  Building	
  and	
  operaTng	
  reliable	
  data	
  federaTons.	
  
–  EducaTng	
  physicists	
  on	
  using	
  the	
  federaTon.	
  
–  Expand	
  the	
  number	
  of	
  sites	
  that	
  can	
  do	
  work	
  for	
  CMS	
  
by	
  reaching	
  T3	
  and	
  opportunisTc	
  sites.	
  

•  All	
  while	
  trying	
  to	
  keep	
  an	
  eye	
  on	
  the	
  verTcal	
  
stack	
  –	
  from	
  the	
  applicaTon	
  sofware	
  to	
  the	
  
underlying	
  storage.	
  



Long-­‐LasTng	
  ContribuTons	
  

•  The	
  AAA	
  project	
  isn’t	
  about	
  building	
  a	
  new	
  
piece	
  of	
  sofware.	
  
–  Instead,	
  we’ll	
  be	
  synthesizing	
  several	
  exisTng	
  
pieces	
  of	
  sofware,	
  

– WriTng	
  new	
  modules	
  and	
  funcTonality,	
  
– And	
  wriTng	
  small,	
  peripheral	
  pieces	
  of	
  sofware	
  
where	
  we	
  idenTfy	
  holes.	
  
•  But	
  try	
  to	
  find	
  a	
  permanent	
  home	
  for	
  them!	
  

•  Message:	
  To	
  be	
  long-­‐lasTng	
  on	
  a	
  temporary	
  
grant,	
  we	
  must	
  focus	
  on	
  collaboraTon!	
  



Aside:	
  What	
  is	
  a	
  Data	
  FederaTon?	
  

•  One	
  personal	
  “goal”	
  for	
  the	
  workshop	
  is	
  to	
  
figure	
  out	
  the	
  precise	
  definiTon	
  of	
  a	
  data	
  
federaTon.	
  

•  Here’s	
  my	
  working	
  one:	
  
– An	
  infrastructure	
  which	
  provides	
  the	
  user	
  the	
  
ability	
  to	
  access	
  data	
  uniformly	
  across	
  mulTple	
  
resources,	
  without	
  knowledge	
  of	
  data	
  locaTon,	
  
using	
  a	
  global	
  namespace.	
  

– Ofen	
  done	
  by	
  having	
  the	
  user	
  accessing	
  a	
  single,	
  
well-­‐known	
  endpoint.	
  



Data	
  FederaTons	
  

•  We	
  form	
  a	
  data	
  federaTon	
  by:	
  
– Adding	
  an	
  Xrootd	
  interface	
  to	
  each	
  site	
  (using	
  
either	
  naTve	
  implementaTon	
  or	
  modular	
  plugin).	
  	
  
SomeTmes	
  the	
  interface	
  goes	
  directly	
  to	
  data	
  
servers,	
  someTmes	
  it	
  is	
  a	
  proxy.	
  

– Using	
  cmsd,	
  we	
  cluster	
  nearby	
  sites	
  together,	
  so	
  
they	
  are	
  accessible	
  via	
  a	
  regional	
  redirector.	
  

– Using	
  peering,	
  we	
  connect	
  mulTple	
  regions	
  
together	
  (work	
  in	
  progress).	
  	
  



In	
  a	
  crudely	
  drawn	
  picture…	
  

Site A Site B Site C

Regional Xrootd 
Redirector

(xrootd.unl.edu)

Xrootd Xrootd Xrootd

Lustre Storage Hadoop Storage dCache Storage

External 
User

On-Site User

Legend

cmsd connection
xrootd redirect

xrootd data access
The	
  regional	
  redirector	
  holds	
  a	
  cache	
  of	
  known	
  
file	
  locaTons;	
  no	
  tradiTonal	
  “file	
  catalog”	
  in	
  this	
  
setup.	
  



Peering	
  Between	
  Regions	
  

CMS Site US T2 Site

US Regional 
Redirector

European Region
(only queried if no 

US site found)

FNAL User

1.  Open file

4.  Serves data

2.  Queries all sites for 
file (if not in cache)

3.  Redirects user 
to site



CMS-­‐isms	
  

•  Since	
  we’re	
  working	
  within	
  CMS,	
  it’s	
  probably	
  
worth	
  noTng	
  a	
  few	
  items:	
  
– Global	
  namespace:	
  Xrootd	
  exports	
  the	
  CMS	
  global	
  
namespace;	
  the	
  mapping	
  from	
  global-­‐to-­‐local	
  is	
  a	
  
well-­‐defined	
  funcTon	
  at	
  each	
  CMS	
  site.	
  
•  Mapping	
  is	
  defined	
  by	
  a	
  set	
  of	
  rules	
  in	
  an	
  XML	
  file.	
  

– Authoriza8on:	
  AuthorizaTon	
  is	
  based	
  upon	
  the	
  
same	
  GSI/VOMS	
  model	
  as	
  GridFTP	
  or	
  SRM.	
  
•  Maps	
  GSI/VOMS	
  to	
  a	
  Unix	
  user,	
  then	
  use	
  underlying	
  
Xrootd	
  user	
  authorizaTon	
  scheme.	
  



Uses	
  of	
  Data	
  FederaTons	
  

•  Fallback:	
  If	
  a	
  file	
  is	
  inaccessible	
  or	
  truncated	
  
locally,	
  the	
  user	
  applicaTon	
  can	
  transparently	
  
fallback	
  to	
  the	
  regional	
  redirector.	
  

•  Interac8ve	
  Access:	
  End-­‐user	
  can	
  access	
  files	
  
directly	
  for	
  the	
  event	
  viewer	
  or	
  interacTve	
  
session,	
  regardless	
  of	
  where	
  they	
  are.	
  

•  “Diskless”	
  sites:	
  A	
  small	
  site	
  could	
  operate	
  
using	
  the	
  data	
  federaTon	
  as	
  their	
  exclusive	
  
source	
  for	
  experiment	
  data.	
  



Uses	
  of	
  Data	
  FederaTons	
  

•  Overflow:	
  If	
  a	
  job	
  has	
  been	
  in	
  the	
  queue	
  for	
  
over	
  a	
  threshold,	
  allow	
  it	
  to	
  go	
  to	
  a	
  site	
  which	
  
does	
  not	
  have	
  the	
  required	
  input	
  data.	
  
– Can	
  be	
  done	
  for	
  jobs	
  in	
  a	
  global	
  queue.	
  
– Or	
  jobs	
  in	
  the	
  local	
  batch	
  system.	
  

•  We	
  have	
  recently	
  enabled	
  the	
  use	
  of	
  overflow	
  
for	
  CMS	
  jobs,	
  and	
  have	
  gained	
  lots	
  of	
  
operaTonal	
  experience	
  (both	
  posiTve	
  and	
  
negaTve)	
  in	
  dealing	
  with	
  the	
  federaTon.	
  



Uses	
  of	
  Data	
  FederaTons	
  

•  We	
  spend	
  a	
  lot	
  of	
  money	
  on	
  reliability:	
  
– High	
  manual	
  cost	
  to	
  recover	
  data	
  or	
  lost	
  Tme	
  if	
  
user	
  hits	
  a	
  problem	
  file,	
  so	
  we	
  have	
  2	
  copies	
  of	
  
everything.	
  

–  If	
  there	
  is	
  reliable	
  WAN	
  fallback,	
  local	
  reliability	
  is	
  
less	
  important.	
  

– Hence,	
  we	
  could	
  replicate	
  a	
  subset	
  of	
  our	
  data	
  
only	
  once,	
  save	
  money	
  on	
  disk,	
  and	
  deploy	
  more	
  
CPUs.	
  



ApplicaTon	
  Support	
  

•  Without	
  proper	
  applicaTon	
  support,	
  the	
  
whole	
  exercise	
  is	
  fairly	
  useless.	
  

•  It	
  is	
  a	
  long,	
  hard	
  year’s	
  worth	
  of	
  work	
  to	
  
decrease	
  your	
  applicaTon’s	
  sensiTvity	
  to	
  
latency.	
  	
  Prerequisite	
  to	
  remote	
  I/O.	
  

•  We	
  are	
  working	
  on	
  building	
  a	
  standard	
  candle	
  
to	
  detect	
  regressions	
  in	
  CMSSW	
  I/O.	
  

•  Also	
  working	
  to	
  improve	
  exit	
  codes	
  and	
  error	
  
messages	
  for	
  the	
  Xrootd	
  fallback	
  case.	
  



Monitoring	
  

•  There	
  will	
  be	
  a	
  dedicated	
  presentaTon	
  on	
  Tuesday.	
  
•  Highlights:	
  
– We	
  can	
  monitor	
  applicaTon	
  CPU	
  efficiency.	
  
– We	
  can	
  correlate	
  a	
  user’s	
  acTvity	
  across	
  sites.	
  
– We	
  have	
  basic	
  site	
  usage	
  staTsTcs.	
  

•  As	
  we	
  progress,	
  we	
  sTll	
  find	
  “holes”	
  in	
  what	
  we	
  watch	
  
and	
  what	
  Xrootd	
  provides.	
  	
  This	
  system	
  will	
  be	
  growing	
  
for	
  awhile.	
  
–  ParTcularly,	
  I’m	
  interested	
  in	
  the	
  “end-­‐to-­‐end”:	
  correlate	
  
applicaTon	
  monitoring	
  with	
  Xrootd	
  monitoring.	
  

–  Also,	
  in	
  idenTfying	
  problemaTc	
  servers/sites	
  ASAP.	
  



Example	
  daily	
  usage	
  graph	
  



Example	
  daily	
  usage	
  email	
  



Status	
  

•  Two	
  regions,	
  EU	
  and	
  US.	
  
•  EU	
  region	
  has	
  1	
  T1	
  and	
  4	
  T2s	
  parTcipaTng	
  (small	
  
percentage	
  of	
  possible	
  sites).	
  

•  US	
  region	
  has	
  T1	
  and	
  8	
  T2s	
  parTcipaTng	
  (all	
  
sites).	
  
–  Sees	
  1-­‐5TB,	
  10-­‐20	
  users	
  /	
  day.	
  
– Overflow	
  in	
  place	
  for	
  all	
  users,	
  typically	
  up	
  to	
  10%	
  of	
  
total	
  glidein	
  usage.	
  	
  Drop	
  in	
  CPU	
  efficiency	
  varies,	
  but	
  
average	
  is	
  between	
  5	
  and	
  10%.	
  

•  Ready	
  and	
  willing	
  to	
  include	
  more	
  sites	
  and	
  more	
  
users.	
  

h\ps://twiki.cern.ch/twiki/bin/view/Main/CmsXrootdArchitecture	
  



Things	
  Cooking	
  

•  The	
  next	
  few	
  slides	
  are	
  direcTons	
  we	
  plan	
  on	
  
invesTgaTng	
  in	
  the	
  next	
  year.	
  
– By	
  staying	
  awake	
  for	
  the	
  next	
  five	
  minutes,	
  you	
  are	
  
making	
  an	
  irrevocable	
  agreement	
  to	
  not	
  hold	
  us	
  to	
  
any	
  forward-­‐looking	
  statements!	
  



Data	
  Caching	
  

•  Data	
  caching	
  is	
  a	
  tricky	
  topic.	
  
– Advantages	
  of	
  caching	
  are	
  well	
  known.	
  
–  But	
  don’t	
  forget	
  the	
  disadvantages	
  of	
  caching	
  (cache	
  
poisoning,	
  thrashing)	
  are	
  also	
  well	
  known.	
  

•  Probable	
  strategy:	
  
– Develop	
  capabiliTes	
  for	
  a	
  known,	
  controlled	
  use	
  case	
  
(i.e.,	
  restoring	
  lost	
  data	
  at	
  a	
  T2).	
  	
  Develop	
  
corresponding	
  monitoring.	
  

–  Extend	
  caching	
  to	
  under-­‐served	
  use	
  cases	
  (T3s).	
  
–  Evaluate	
  performance,	
  and	
  decide	
  whether	
  to	
  extend.	
  



Data	
  Caching	
  

•  I	
  feel	
  we	
  haven’t	
  really	
  scratched	
  the	
  surface	
  unTl	
  
we	
  get	
  a	
  thorough	
  cache	
  thrashing.	
  
–  Similar	
  to	
  how	
  the	
  first	
  “real	
  experience”	
  for	
  cross-­‐site	
  
access	
  is	
  when	
  you	
  have	
  to	
  debug	
  it!	
  

–  Recall	
  the	
  cache	
  is	
  really	
  defined	
  by	
  the	
  evicTon	
  
policy!	
  

•  A	
  likely	
  approach	
  will	
  be	
  to:	
  
–  Implement	
  a	
  “caching	
  proxy”	
  that	
  plugs	
  into	
  the	
  OSS.	
  
–  Implement	
  a	
  modular	
  evicTon	
  policy	
  (and	
  policy	
  for	
  
adding	
  files	
  to	
  the	
  cache)	
  so	
  we	
  can	
  do	
  experiments.	
  



Smarter	
  RedirecTon	
  

•  A	
  primary	
  driver	
  for	
  region-­‐based	
  federaTons	
  is	
  the	
  
cost	
  of	
  mis-­‐redirecTon.	
  
–  A	
  US	
  client	
  really	
  doesn’t	
  want	
  to	
  go	
  to	
  the	
  EU	
  unless	
  it	
  is	
  
necessary.	
  

–  Regions	
  bound	
  the	
  network	
  distance	
  between	
  sites;	
  too-­‐
high	
  latency	
  can	
  harm	
  CPU	
  efficiency.	
  

–  But	
  even	
  within	
  regions,	
  not	
  all	
  redirecTons	
  have	
  the	
  same	
  
cost	
  (consider	
  a	
  client	
  on	
  Caltech	
  campus;	
  they	
  would	
  
prefer	
  to	
  go	
  to	
  the	
  on-­‐campus	
  cluster	
  than	
  Wisconsin).	
  

•  We	
  hope	
  to	
  study	
  this	
  over	
  the	
  next	
  year	
  to	
  come	
  up	
  
with	
  some	
  smarter	
  approaches;	
  metrics	
  is	
  “can’t	
  be	
  
worse	
  than	
  current	
  round-­‐robin”.	
  



Data-­‐Aware	
  Scheduling	
  

•  Our	
  current	
  systems	
  (Condor-­‐based)	
  use	
  crude	
  
data	
  scheduling:	
  prior	
  to	
  submit,	
  the	
  client	
  
looks	
  up	
  the	
  sites	
  with	
  the	
  necessary	
  data,	
  and	
  
hardcodes	
  this	
  as	
  the	
  list	
  of	
  possible	
  sites.	
  
– No	
  regard	
  to	
  changing	
  condiTons	
  afer	
  submit	
  
(new	
  copies,	
  deleted	
  copies).	
  

– No	
  regard	
  to	
  site	
  storage	
  health.	
  
•  This	
  is	
  another	
  topic	
  for	
  research	
  –	
  feeding	
  
dynamic	
  locaTon	
  and	
  site	
  data	
  into	
  Condor.	
  



OpportunisTc	
  and	
  Marginal	
  Resources	
  

•  Here,	
  “marginal”	
  refers	
  to	
  the	
  amount	
  of	
  Tme	
  the	
  
resource	
  is	
  willing	
  to	
  deal	
  with	
  HEP,	
  not	
  the	
  size!	
  

•  Goal	
  is	
  to	
  “fly-­‐in”	
  a	
  complete	
  CMS	
  environment:	
  
– Use	
  Xrootd	
  to	
  provide	
  data.	
  
– HTTP	
  caching	
  for	
  condiTons.	
  
–  CVMFS	
  for	
  sofware.	
  
–  Ideally,	
  only	
  pre-­‐requisite	
  is	
  the	
  ability	
  to	
  launch	
  a	
  user	
  
process.	
  

•  As	
  CVMFS	
  requires	
  site	
  support,	
  we	
  are	
  looking	
  
into	
  making	
  it	
  userland-­‐only	
  using	
  Parrot.	
  
–  h\p://nd.edu/~ccl/sofware/parrot/	
  



Concerns	
  

•  FederaTons	
  make	
  problems	
  harder	
  to	
  debug!	
  
– Now,	
  all	
  sites	
  are	
  coupled	
  together.	
  
– Must	
  make	
  sure	
  the	
  system	
  reliability	
  isn’t	
  the	
  
minimum	
  of	
  all	
  involved	
  sites!	
  

•  Must	
  sTll	
  learn	
  to	
  quanTfy	
  the	
  system	
  in	
  terms	
  
of	
  capacity	
  and	
  limits.	
  

•  Must	
  make	
  sure	
  the	
  system	
  is	
  future-­‐proof,	
  
and	
  not	
  a	
  funcTon	
  of	
  quirks	
  in	
  today’s	
  data	
  
analysis	
  styles.	
  



Take-­‐Home	
  Message	
  

•  The	
  AAA	
  project	
  is	
  about	
  data	
  access.	
  	
  We’re:	
  
– Using	
  Xrootd	
  to	
  build	
  a	
  data	
  federaTon	
  for	
  low-­‐
latency	
  access.	
  

– Combining	
  with	
  Condor	
  to	
  open	
  up	
  access	
  to	
  
more	
  CPUs.	
  

– Working	
  to	
  make	
  everything	
  “producTon	
  quality”.	
  

– And	
  have	
  3	
  years	
  to	
  do	
  it!	
  


