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Introduc�on
Ar�ficial Intelligence (AI) is an incredibly powerful tool
- Already many stories on how those who don't use AI will be le� behind
- Also stories of how AI is going to be the "next industrial revolu�on"
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AI certainly has transforma�ve poten�al, also known as a "disrup�ve technology"
- An innova�on that fundamentally alters established/legacy systems
- Implica�ons across the spectrum: high-energy physics to everyday life and more
- We are living in an age where AI may fundamentally alter the future of humanity

It is easy enough to give a talk on the opportuni�es that AI presents
- Tune into any new AI model announcement and you'll get that
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Introduc�on
Ar�ficial Intelligence (AI) is an incredibly powerful tool
- Already many stories on how those who don't use AI will be le� behind
- Also stories of how AI is going to be the "next industrial revolu�on"

AI certainly has transforma�ve poten�al, also known as a "disrup�ve technology"
- An innova�on that fundamentally alters established/legacy systems
- Implica�ons across the spectrum: high-energy physics to everyday life and more
- We are living in an age where AI may fundamentally alter the future of humanity

It is easy enough to give a talk on the opportuni�es that AI presents
- Tune into any new AI model announcement and you'll get that

However, that sweeps under the rug a lot of important implica�ons of AI usage
- The development and use of AI comes with great costs and risks
- That is the subject of this talk: ecological, ethical, and society implica�ons of AI
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Who am I to discuss this topic?
I am a par�cle physicist, working on collider and gravita�onal-wave physics
- On what basis am I discussing the impact of AI beyond physics?
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- On what basis am I discussing the impact of AI beyond physics?

I have a history of inter-disciplinary and trans-disciplinary AI discussions
- I am one of the founders of the CERN inter-experiment ML group (2015)
- Also a founder of symposium on AI for industry, science, and society ('19, '21, '23)
- I am on the University of Geneva's Faculty of
  Science commi�ee on use of Genera�ve AI
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Who am I to discuss this topic?
I am a par�cle physicist, working on collider and gravita�onal-wave physics
- On what basis am I discussing the impact of AI beyond physics?

I have a history of inter-disciplinary and trans-disciplinary AI discussions
- I am one of the founders of the CERN inter-experiment ML group (2015)
- Also a founder of symposium on AI for industry, science, and society ('19, '21, '23)
- I am on the University of Geneva's Faculty of
  Science commi�ee on use of Genera�ve AI

This is a topic I consider important, but it is not my job
- I am an advocate for more discourse between AI experts and societal stakeholders
- I am here to give you a flavour of a quickly evolving discussion

With that out of the way, let us dive into the implica�ons of using AI
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...but first off, what is AI?
Unfortunately, nomenclature can be very confusing:
- AI = Ar�ficial Intelligence
  - Algorithms that can perform tasks typically associated with human intelligence
- ML = Machine Learning
  - A subset of AI, learning pa�erns from data and generalise to unseen data
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...but first off, what is AI?
Unfortunately, nomenclature can be very confusing:
- AI = Ar�ficial Intelligence
  - Algorithms that can perform tasks typically associated with human intelligence
- ML = Machine Learning
  - A subset of AI, learning pa�erns from data and generalise to unseen data
- AGI = Ar�ficial General Intelligence
  - A hypothe�cal AI that matches/surpasses humans across a spectrum of tasks

In physics, we primarily use ML - advanced pa�ern recogni�on
- We have a given task that we want an algorithm to learn to perform

When I say AI, I typically refer to tasks that do not fall under ML
- Many of the following also applies to ML, but AI increases the importance
- In reality, almost everything referred to as "AI" at this point as it's a big buzzword
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An example of ML vs more general AI
Full credit to Michel Morvan (Cosmo Tech) from AISIS 2021 keynote [link][link]
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An example of ML vs more general AI
Full credit to Michel Morvan (Cosmo Tech) from AISIS 2021 keynote [link][link]
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Logical reasoning
(Goal of AI)

...takes �me!
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Today's focus: AI beyond ML
We will focus primarily on AI that is beyond the domain of ML
- Your lessons in the next days will cover ML in much more detail
- ML is usually what makes sense to use in physics contexts

Most well-known AI-beyond-ML algorithms are Large Language Models (LLMs)
- ChatGPT, Claude, DeepSeek, Gemini, Grok, LLaMA, Mistral, ...
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Today's focus: AI beyond ML
We will focus primarily on AI that is beyond the domain of ML
- Your lessons in the next days will cover ML in much more detail
- ML is usually what makes sense to use in physics contexts

Most well-known AI-beyond-ML algorithms are Large Language Models (LLMs)
- ChatGPT, Claude, DeepSeek, Gemini, Grok, LLaMA, Mistral, ...

Modern LLMs have become enormous
- As an example, the Claude Mythos model has order 10 trillion parameters

This growth has apparently led to emergent proper�es: semblance of intelligence
- To first order, the model was trained to predict the next word in a text document
- However, model can perform reasoning, within limits
- Limits are rapidly being pushed: latest models can pass major exams in most fields
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Intermission - ques�ons to you!
I have a few quick ques�ons for you, by show of hands, just to get a feeling:

- Who has trained their own machine learning models (BDTs, DNNs, CNNs, etc)?

- Who has trained their own AI beyond ML models (LLMs and similar)?

- Who has ever used machine learning?

- Who has ever used AI beyond ML (LLMs and similar)?

- Who uses LLMs "regularly" (weekly or more)?
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LLMs and tokens
LLMs are trained based on "tokens", such as words or numbers
- Example: given previous word(s) in my sentence, what is the next word?
- We've had such simplified models in our phones for many years (autocorrect/etc)
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LLMs and tokens
LLMs are trained based on "tokens", such as words or numbers
- Example: given previous word(s) in my sentence, what is the next word?
- We've had such simplified models in our phones for many years (autocorrect/etc)

Each word in the text input is a token; can have forward/backward dependence
- A future word may give context or inform the conjuga�on of a previous word
- Network's task is to learn the correla�ons/relevance of all pairings of words
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LLMs and tokens
LLMs are trained based on "tokens", such as words or numbers
- Example: given previous word(s) in my sentence, what is the next word?
- We've had such simplified models in our phones for many years (autocorrect/etc)

Each word in the text input is a token; can have forward/backward dependence
- A future word may give context or inform the conjuga�on of a previous word
- Network's task is to learn the correla�ons/relevance of all pairings of words

Tokens are the currency of modern LLMs
- If you buy an LLM subscrip�on plan, it means you get a number of tokens
- How many tokens you use depends on task complexity, internet searches, etc

Let's look at an example based on Claude Opus 4.8: most powerful available to date
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Asking Claude to prepare a seminar
Let me be abundantly clear: I did this a�er designing the seminar myself
- It provides a concrete example of some of the implica�ons of AI usage
- Whenever you use AI, it is very important you are transparent about its usage
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Asking Claude to prepare a seminar
Let me be abundantly clear: I did this a�er designing the seminar myself
- It provides a concrete example of some of the implica�ons of AI usage
- Whenever you use AI, it is very important you are transparent about its usage

In five minutes of my �me, and roughly 15 minutes of total �me, we are "done"
- We have a set of slides that has cita�ons to "authorita�ve primary references"
- The AI model is s�ll sugges�ng ways that it can do work to save us more �me
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Asking Claude to prepare a seminar
Let me be abundantly clear: I did this a�er designing the seminar myself
- It provides a concrete example of some of the implica�ons of AI usage
- Whenever you use AI, it is very important you are transparent about its usage

The actual text genera�on was "easy", not too many tokens were used
- Slide conversion was much more, searching the web + upda�ng slides even more

40

Ini�al ques�on

Slide conversion

Add references



A C A D E M I C  S E M I N A R

AI Tools and Their Wider 
Implications
Ecological, societal and ethical dimensions of tools such as Claude — challenges, 
opportunities, and the questions they raise.

Ecological Societal Ethical



Three lenses on AI
Each lens surfaces a different set of trade-offs. Most items are dual-use — the same capability can be a challenge or an 
opportunity depending on deployment and governance.

Ecological
The physical footprint: energy, 
water, hardware and emissions set 
against AI's potential to make 
systems greener.

Societal
Effects on work, information, 
access and power — from labour 
disruption to democratised 
expertise.

Ethical
Bias, privacy, accountability and 
consent, alongside the new safety 
and governance tools the debate is 
creating.



Ecological
The environmental footprint of building and running AI at scale.

Challenges

• Data centres used roughly 1.5% of global electricity in 
2024 and demand is projected to about double by 2030. ¹

• Cooling strains local water supplies — training one large 
model can evaporate hundreds of thousands of litres of 
freshwater. ²

• Rapid hardware turnover drives rare-earth demand and e-
waste — generative AI alone could add 1.2–5 million 
tonnes by 2030. ³

• A diffuse, poorly disclosed footprint makes accountability 
difficult.

Opportunities

• Optimises energy grids, buildings, logistics and industrial 
processes.

• Accelerates climate science and materials discovery — 
batteries, carbon capture.

• Enables biodiversity and ecosystem monitoring.

• Demand spurs investment in renewables and more 
efficient chips and cooling.

Sources: IEA (2025); Li et al. (2023); Wang et al., Nature Comp. Sci. (2024).



Implica�ons of this AI usage example
The AI-generated seminar is far too short (7 slides), but we could easy change that
- It's going to cost more (tokens), but it could prepare an hour-length seminar
- However, what are the implica�ons of using AI, even if we don't use the output?

44



Have answerAI responseAsk AIHave ques�on

Implica�ons of this AI usage example
The AI-generated seminar is far too short (7 slides), but we could easy change that
- It's going to cost more (tokens), but it could prepare an hour-length seminar
- However, what are the implica�ons of using AI, even if we don't use the output?

AI is "thinking for us" thus also shaping our thoughts, and how we communicate
- We are all very busy, so it is a convenient for the brain to accept it and move on
- We are no longer defining what is important, but delega�ng that task to AI
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Implica�ons of this AI usage example
The AI-generated seminar is far too short (7 slides), but we could easy change that
- It's going to cost more (tokens), but it could prepare an hour-length seminar
- However, what are the implica�ons of using AI, even if we don't use the output?

AI is "thinking for us" thus also shaping our thoughts, and how we communicate
- We are all very busy, so it is a convenient for the brain to accept it and move on
- We are no longer defining what is important, but delega�ng that task to AI
- I recommend always brainstorming yourself, and only a�er asking AI for input

That said, interac�ng with AI and follow-up on prompts can give you good ideas
- Don't ignore AI, just make sure you don't take it as truth - employ cri�al thinking!
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Implica�ons of this AI usage example
The AI-generated seminar is far too short (7 slides), but we could easy change that
- It's going to cost more (tokens), but it could prepare an hour-length seminar
- However, what are the implica�ons of using AI, even if we don't use the output?

AI is "thinking for us" thus also shaping our thoughts, and how we communicate
- We are all very busy, so it is a convenient for the brain to accept it and move on
- We are no longer defining what is important, but delega�ng that task to AI
- I recommend always brainstorming yourself, and only a�er asking AI for input

That said, interac�ng with AI and follow-up on prompts can give you good ideas
- Don't ignore AI, just make sure you don't take it as truth - employ cri�al thinking!

The AI has iden�fied the common arguments, but missed many others
- This makes sense: AI is trained to find the most likely token combina�ons
- Without searching the internet for more inputs (RAG), limited set of inputs
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How are modern LLMs trained?
Whenever we use an AI model, we are dependent upon how it was trained
- In physics, we generally use simula�ons, some�mes real data
- This has costs, but �ny in comparison to what LLMs require for training
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Whenever we use an AI model, we are dependent upon how it was trained
- In physics, we generally use simula�ons, some�mes real data
- This has costs, but �ny in comparison to what LLMs require for training

A single training requires enormous amounts of natural resources
- GPUs: huge demand for rare earth metals for GPU produc�on
  - Most rare earth metals only available through environment-destroying processes
  - Model complexity increases = need for newest GPU models, very wasteful
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How are modern LLMs trained?
Whenever we use an AI model, we are dependent upon how it was trained
- In physics, we generally use simula�ons, some�mes real data
- This has costs, but �ny in comparison to what LLMs require for training

A single training requires enormous amounts of natural resources
- Electricity: 10 gigawa�-hours (1000 home-years), pollu�on varies by country
- Water: it takes millions of liters of water to cool the data centres (20 person-years)
- GPUs: huge demand for rare earth metals for GPU produc�on
  - Most rare earth metals only available through environment-destroying processes
  - Model complexity increases = need for newest GPU models, very wasteful

This is not a one-off cost: models are frequently re-trained to gain compe��ve edge
- Enormous amount of natural resources invested in training LLM models
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Retrieval-Augmented Genera�on (RAG)
Most advanced modern LLMs integrate RAG
- They have a baseline LLM that is trained to provide a general overview
- When they need more specific info, they can search the internet
- The info they get from the internet can be integrated in their response
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Retrieval-Augmented Genera�on (RAG)
Most advanced modern LLMs integrate RAG
- They have a baseline LLM that is trained to provide a general overview
- When they need more specific info, they can search the internet
- The info they get from the internet can be integrated in their response

This allows for fewer trainings and more up-to-date results
- Reduces the likelihood of mistakes by providing cross-checks, but s�ll can err
- Moreover, there is no guarantee that search results contain only true informa�on

RAG reduces the environmental cost of model training (less frequent re-training)
- However, each internet search is more expensive than a simple LLM
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Where are modern LLMs trained?
Modern LLMs are heavily reliant upon mega-sized data centres
- These impose severe constraints on local electricity and water infrastructure
- In some cases, they even have preferen�al access to water in case of drought
  - Homes are ra�oned before AI

56
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Where are modern LLMs trained?
Modern LLMs are heavily reliant upon mega-sized data centres
- These impose severe constraints on local electricity and water infrastructure
- In some cases, they even have preferen�al access to water in case of drought
  - Homes are ra�oned before AI

Growing "NIMBY" movement,
similar to nuclear power plants
- Not In My BackYard
- Examples of such centres
  degrading property values of
  surrounding communi�es

People want to use it, not host it
- As usual, the less fortunate 
  usually have no choice
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What data are LLMs trained on?
To first order, LLMs are trained on the contents of the en�re internet
- This includes both real and fic�onal data, both free and copyrighted data

How do we ensure that AI is learning the "right thing" from the data?

58



What data are LLMs trained on?
To first order, LLMs are trained on the contents of the en�re internet
- This includes both real and fic�onal data, both free and copyrighted data

How do we ensure that AI is learning the "right thing" from the data?
- Original version (GPT-3): people in the loop to provide feedback on answers
- People are expensive, so outsourced to impoverished people, o�en in Africa
- Rich na�ons thus exploit poorer na�ons to become even more wealthy with AI
  - If this sounds like colonialism to you, you're not wrong
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What data are LLMs trained on?
To first order, LLMs are trained on the contents of the en�re internet
- This includes both real and fic�onal data, both free and copyrighted data

How do we ensure that AI is learning the "right thing" from the data?
- Original version (GPT-3): people in the loop to provide feedback on answers
- People are expensive, so outsourced to impoverished people, o�en in Africa
- Rich na�ons thus exploit poorer na�ons to become even more wealthy with AI
  - If this sounds like colonialism to you, you're not wrong

Since then, we have improved how LLM training is handled
- Start with AI self-cri�cism and self-alignement to establish a solid star�ng point
- Larger models dis�lled to smaller models, larger models cross-compared, etc
- Human-based input is s�ll needed, but amount has significantly reduced
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2022

Who is inves�ng in AI R&D?
AI is the domain of private investment, mostly from USA-established companies
- US is all public R&D funding (including military/health R&D)
- Germany is all public+private funding combined
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Who is inves�ng in AI R&D?
AI is the domain of private investment, mostly from USA-established companies
- US is all public R&D funding (including military/health R&D)
- Germany is all public+private funding combined

As a private-funding-led technology, it is very hard to control
- To first order, private companies focus on wealth crea�on above all else
- For LLMs, that means con�nued costumer engagement
- In their interests to anthropomorphise AI and encourage poten�ally addic�ve traits

This is partly the reason for why AI is so sychophan�c
- Me: "Please do task X and then using the outputs of X please do task Y"
- AI: "That is an excellent way of structuring the work, with a clear chain of logic.
          Task X is absolutely necessary to task Y, you are right to highlight it."

Another reason is that it makes the AI seem subservient, reducing user fears.
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What are the risks of such an imbalance?
The companies leading AI are all based in rich countries
- This is a risk of a new digital divide, where less fortunate countries are le� behind
- Even Europe may end up being excluded from the most important developments
  - Already see this with NVIDIA superchip export restric�ons, including EU states
  - France was given top-level access, with 9 others, but rest have limited access
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AI is culturally American and American-adjacent
- Reinforces message of their superiority, others have to follow what they do
- Much less support for informa�on related to other cultures and regions
- Other cultures thus risk assimila�on in an age of AI dominance
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What are the risks of such an imbalance?
The companies leading AI are all based in rich countries
- This is a risk of a new digital divide, where less fortunate countries are le� behind
- Even Europe may end up being excluded from the most important developments
  - Already see this with NVIDIA superchip export restric�ons, including EU states
  - France was given top-level access, with 9 others, but rest have limited access

AI is culturally American and American-adjacent
- Reinforces message of their superiority, others have to follow what they do
- Much less support for informa�on related to other cultures and regions
- Other cultures thus risk assimila�on in an age of AI dominance

On the other hand, AI does provide access to a wealth of informa�on for "free"
- Can also be a powerful force for educa�on, training, etc
- In areas with limited opportunity, AI can provide cri�cal support
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AI mistakes
AI is not perfect, and it does make mistakes
- An AI model is an algorithm that has learned a given response to a set of inputs
- That response may not match reality: "hallucina�ons"

AI models are ge�ng be�er and hallucina�ng less, but you will s�ll encounter them
- In the case of our seminar example, the implica�ons are not too significant
- In other cases where AI is being used, mistakes can and do impact human lives
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AI is not perfect, and it does make mistakes
- An AI model is an algorithm that has learned a given response to a set of inputs
- That response may not match reality: "hallucina�ons"

AI models are ge�ng be�er and hallucina�ng less, but you will s�ll encounter them
- In the case of our seminar example, the implica�ons are not too significant
- In other cases where AI is being used, mistakes can and do impact human lives

Who is responsible if an AI weapon kills a civilian in war? The state?
Who is responsible if an AI car hits a pedestrian? The company?
Who is responsible if an LLM convinces someone to murder or commit suicide?
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AI mistakes
AI is not perfect, and it does make mistakes
- An AI model is an algorithm that has learned a given response to a set of inputs
- That response may not match reality: "hallucina�ons"

AI models are ge�ng be�er and hallucina�ng less, but you will s�ll encounter them
- In the case of our seminar example, the implica�ons are not too significant
- In other cases where AI is being used, mistakes can and do impact human lives

Who is responsible if an AI weapon kills a civilian in war? The state?
Who is responsible if an AI car hits a pedestrian? The company?
Who is responsible if an LLM convinces someone to murder or commit suicide?

All three of these cases present a dilemma, and all three have already occurred
- There are serious ethical ques�ons rela�ng to the use of AI
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AI biases
When AI makes a mistake, it's to some extent the "easy" case: we can tell it's wrong
- Mistake: mul�ple older AI models classified black people as apes/monkeys/etc

In reality, AI and ML provide biased outputs regularly, but this is hard to prove
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When AI makes a mistake, it's to some extent the "easy" case: we can tell it's wrong
- Mistake: mul�ple older AI models classified black people as apes/monkeys/etc

In reality, AI and ML provide biased outputs regularly, but this is hard to prove
- To prove an outcome is due to internal bias, need to be able to study the internals
- AI models are black boxes, thus we cannot prove why a decision was made
- Legal cases require proof beyond ques�onable doubt; correla�on is not enough

This is already impac�ng everyone who uses, or is subject to, AI
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When AI makes a mistake, it's to some extent the "easy" case: we can tell it's wrong
- Mistake: mul�ple older AI models classified black people as apes/monkeys/etc

In reality, AI and ML provide biased outputs regularly, but this is hard to prove
- To prove an outcome is due to internal bias, need to be able to study the internals
- AI models are black boxes, thus we cannot prove why a decision was made
- Legal cases require proof beyond ques�onable doubt; correla�on is not enough

This is already impac�ng everyone who uses, or is subject to, AI
- Bias: studies showing AI more likely to iden�fy black people as threats/criminals
- Bias: studies showing women less likely to be selected for leadership roles
- Bias: studies showing AI models making ethnicity/origin-based hiring decisions
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AI biases
When AI makes a mistake, it's to some extent the "easy" case: we can tell it's wrong
- Mistake: mul�ple older AI models classified black people as apes/monkeys/etc

In reality, AI and ML provide biased outputs regularly, but this is hard to prove
- To prove an outcome is due to internal bias, need to be able to study the internals
- AI models are black boxes, thus we cannot prove why a decision was made
- Legal cases require proof beyond ques�onable doubt; correla�on is not enough

This is already impac�ng everyone who uses, or is subject to, AI
- Bias: studies showing AI more likely to iden�fy black people as threats/criminals
- Bias: studies showing women less likely to be selected for leadership roles
- Bias: studies showing AI models making ethnicity/origin-based hiring decisions

Models are improving, but may also just be harder to trace their biases
- AI may further entrench exis�ng stereotypes/prejudices due to its training data
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AI bias example
People like to claim that bias is reduced in
more recent AI models
- It is true that it is less visible, but that does
  not mean that it is no longer present

This was not the first image I was given by
the latest ChatGPT model when I asked
it to produce the �tle page image
- The original version was clearly topless
  with clothing that accentuated the breasts
- I had to ask the model to change this

The model has learned from many images
of topless women on the internet
- This is a clear example of training set bias
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AI misuse
Mistakes and bias are AI failures due to how it was trained, or its training dataset
- We are con�nuing to improve those points, even if they are not yet solved
- A poten�ally bigger problem: people can inten�onally misuse AI for illicit purposes
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AI misuse
Mistakes and bias are AI failures due to how it was trained, or its training dataset
- We are con�nuing to improve those points, even if they are not yet solved
- A poten�ally bigger problem: people can inten�onally misuse AI for illicit purposes

Fake news, deep fakes, disinforma�on, etc all thrive with the advance of AI
- AI has made it trivial to create content based on your wri�en input
- Nefarious actors use this to make lots of money, defame people, or worse
- States can also use AI for propaganda, indoctrina�on, and to control their ci�zens
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AI misuse
Mistakes and bias are AI failures due to how it was trained, or its training dataset
- We are con�nuing to improve those points, even if they are not yet solved
- A poten�ally bigger problem: people can inten�onally misuse AI for illicit purposes

Fake news, deep fakes, disinforma�on, etc all thrive with the advance of AI
- AI has made it trivial to create content based on your wri�en input
- Nefarious actors use this to make lots of money, defame people, or worse
- States can also use AI for propaganda, indoctrina�on, and to control their ci�zens

AI misuse is arguably one of the greatest risks to modern democra�c society
- AI is an extremely powerful tool, and right now it is essen�ally unregulated
- Anyone can use AI to support their own goals, even if they go against society
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AI to support representa�ve democracy
If AI has the poten�al to destabilise democracy (fake news, etc), it can also help

Idea of "augmented democracy", where every person has a "digital twin"
- That AI model learns your values, vo�ng preferences, vision of the world
- The twin then votes on your behalf on all issues; true representa�ve democracy
- Human retains the ability to overrule their twin if needed; updates the model
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AI to support representa�ve democracy
If AI has the poten�al to destabilise democracy (fake news, etc), it can also help

Idea of "augmented democracy", where every person has a "digital twin"
- That AI model learns your values, vo�ng preferences, vision of the world
- The twin then votes on your behalf on all issues; true representa�ve democracy
- Human retains the ability to overrule their twin if needed; updates the model

While this may work in theory, it comes with several risks
- May lead to further human disengagement as their twin does everything for them
- Depending on the poli�cal system, may lead to "tyranny of the majority"
- Security risk: what if your digital twin is hijacked and votes against your orders?
- Security risk: if your twin knows your world view, people can exploit that
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AI to support representa�ve democracy
If AI has the poten�al to destabilise democracy (fake news, etc), it can also help

Idea of "augmented democracy", where every person has a "digital twin"
- That AI model learns your values, vo�ng preferences, vision of the world
- The twin then votes on your behalf on all issues; true representa�ve democracy
- Human retains the ability to overrule their twin if needed; updates the model

While this may work in theory, it comes with several risks
- May lead to further human disengagement as their twin does everything for them
- Depending on the poli�cal system, may lead to "tyranny of the majority"
- Security risk: what if your digital twin is hijacked and votes against your orders?
- Security risk: if your twin knows your world view, people can exploit that

Check out Isaac Asimov's short story "Franchise" (1955) for a parallel vision
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AI and privacy/confiden�ality
Remember that AI is trained on essen�ally the en�re public Internet
- Every �me you use AI, unless you opt out, your interac�ons are used to train AI
- Every �me you post to social media/similar, you are most likely contribu�ng to AI
- Even if you opt out, there is no guarantee it will not be used
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AI and privacy/confiden�ality
Remember that AI is trained on essen�ally the en�re public Internet
- Every �me you use AI, unless you opt out, your interac�ons are used to train AI
- Every �me you post to social media/similar, you are most likely contribu�ng to AI
- Even if you opt out, there is no guarantee it will not be used

This can have significant personal and legal ramifica�ons
- Be careful of giving personal info to AI, you don't know who can read them
  - In some cases, people have discovered chat history is world-visible
- As per confiden�al data (e.g. personal data of others), to first order AI is off limits
  - Anyone giving confiden�al data they do not own to AI is likely breaking a law
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AI and privacy/confiden�ality
Remember that AI is trained on essen�ally the en�re public Internet
- Every �me you use AI, unless you opt out, your interac�ons are used to train AI
- Every �me you post to social media/similar, you are most likely contribu�ng to AI
- Even if you opt out, there is no guarantee it will not be used

This can have significant personal and legal ramifica�ons
- Be careful of giving personal info to AI, you don't know who can read them
  - In some cases, people have discovered chat history is world-visible
- As per confiden�al data (e.g. personal data of others), to first order AI is off limits
  - Anyone giving confiden�al data they do not own to AI is likely breaking a law

Some countries have pushed back on this saying that data must be hosted locally
- This is a good first step, as then it is subject to local data protec�on laws
- However, any data in a centre managed by a US company can be copied to the US
- See the US CLOUD Act for more (Clarifying Lawful Overseas Use of Data)
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Educa�on in the age of AI
There is an ongoing debate as to what it makes sense to teach in the age of AI
- If AI knows how to do something and is faster, why should I learn how to do it?
- This is neglec�ng the energy/related costs of course, pu�ng human �me first
- Predated by "why do I need to know the answer if I can ask google/similar?"
- Predated by "why do we need to know math if we have calculators?"
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- Predated by "why do we need to know math if we have calculators?"

We as society decide what we think should be known (for jobs, etc)
- We thus train people for those skills - a larger discussion of what we need to learn
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There is an ongoing debate as to what it makes sense to teach in the age of AI
- If AI knows how to do something and is faster, why should I learn how to do it?
- This is neglec�ng the energy/related costs of course, pu�ng human �me first
- Predated by "why do I need to know the answer if I can ask google/similar?"
- Predated by "why do we need to know math if we have calculators?"

We as society decide what we think should be known (for jobs, etc)
- We thus train people for those skills - a larger discussion of what we need to learn

For teachers, more cri�cal to think whether we are evalua�ng the right thing
- Are we tes�ng memorisa�on or understanding? Reasoning or repe��on?
- Exams can be in a controlled environment, but how is at-home work best defined?
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Educa�on in the age of AI
There is an ongoing debate as to what it makes sense to teach in the age of AI
- If AI knows how to do something and is faster, why should I learn how to do it?
- This is neglec�ng the energy/related costs of course, pu�ng human �me first
- Predated by "why do I need to know the answer if I can ask google/similar?"
- Predated by "why do we need to know math if we have calculators?"

We as society decide what we think should be known (for jobs, etc)
- We thus train people for those skills - a larger discussion of what we need to learn

For teachers, more cri�cal to think whether we are evalua�ng the right thing
- Are we tes�ng memorisa�on or understanding? Reasoning or repe��on?
- Exams can be in a controlled environment, but how is at-home work best defined?

Even in age of AI, personal knowledge can help to be�er interact with AI
- Write be�er prompts, validate outputs, iterate on parts with assump�ons, etc
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Work in the age of AI
There has been an enormous amount of discussion on what AI will do to work
- Will it decrease the number of jobs by replacing workers?
- Will it increase the number of jobs by crea�ng new types of work?
- In reality it will do both, the ques�on is what the ra�o will be
- Ability to re-skill workers is going to have a huge societal impact
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Work in the age of AI
There has been an enormous amount of discussion on what AI will do to work
- Will it decrease the number of jobs by replacing workers?
- Will it increase the number of jobs by crea�ng new types of work?
- In reality it will do both, the ques�on is what the ra�o will be
- Ability to re-skill workers is going to have a huge societal impact

At the present, companies are le�ng go many junior-level posi�ons due to AI
- Assumes that senior posi�ons are more cri�cal, and AI can do the job of juniors
- Huge risk to society if this con�nues: what happens when the seniors re�re?
  - Accumula�ng technical debt, s�fling innova�on from new approaches
- Also huge risk: new genera�ons will be locked out of the job market
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Work in the age of AI
There has been an enormous amount of discussion on what AI will do to work
- Will it decrease the number of jobs by replacing workers?
- Will it increase the number of jobs by crea�ng new types of work?
- In reality it will do both, the ques�on is what the ra�o will be
- Ability to re-skill workers is going to have a huge societal impact

At the present, companies are le�ng go many junior-level posi�ons due to AI
- Assumes that senior posi�ons are more cri�cal, and AI can do the job of juniors
- Huge risk to society if this con�nues: what happens when the seniors re�re?
  - Accumula�ng technical debt, s�fling innova�on from new approaches
- Also huge risk: new genera�ons will be locked out of the job market

Recent news of USA university commencement speeches on AI being booed
- People, right or wrong, see AI as compe��on that is reducing their opportuni�es
- If not addressed, this could lead to major inter-genera�onal tension
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Other complex uses of AI
Many people are turning to AI for emo�onal and mental support
- Stories of people becoming dependent upon their AI partner
- Stories about people ge�ng fake diagnoses from AI for medical condi�ons
- Stories of people being convinced by an AI that someone is coming to kill them
- The more you use an AI, the more you may treat it as a person and innately trust it
  - Reinforced by the sycophan�c and anthropomorphic tendencies of modern AI
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Other complex uses of AI
Many people are turning to AI for emo�onal and mental support
- Stories of people becoming dependent upon their AI partner
- Stories about people ge�ng fake diagnoses from AI for medical condi�ons
- Stories of people being convinced by an AI that someone is coming to kill them
- The more you use an AI, the more you may treat it as a person and innately trust it
  - Reinforced by the sycophan�c and anthropomorphic tendencies of modern AI

As previously alluded, the military is increasingly using AI
- Rapid advances in AI drone deployment between Russia and Ukraine
- Fully autonomous pla�orms designed to kill people raise many ethical ques�ons
- Likely we have only seen the �p of what AI is being used for - mostly classified
  - Very likely that AI is being used in infiltra�on/espionage a�acks, even "at peace"
  - Possible that AI is being used in remote a�acks on (civilian) cri�cal infrastructure
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Agen�c AI
One of the big buzzwords right now is Agen�c AI, e.g. your personal AI assistant
- Autonomously reply to emails, schedule mee�ngs, book vaca�ons, etc
- In prac�ce burns through tokens at a huge rate, so limited assistant-style usage

In industry, Agen�c AI has already changed the nature of programming
- The so�ware developer's job is define the task specifica�ons
- A team of AI agents then implements, validates, documents, etc

93



Agen�c AI
One of the big buzzwords right now is Agen�c AI, e.g. your personal AI assistant
- Autonomously reply to emails, schedule mee�ngs, book vaca�ons, etc
- In prac�ce burns through tokens at a huge rate, so limited assistant-style usage

In industry, Agen�c AI has already changed the nature of programming
- The so�ware developer's job is define the task specifica�ons
- A team of AI agents then implements, validates, documents, etc

You can even use AI to formulate and write valid scien�fic papers
- There are examples of people clearly credi�ng "AI assistants" for their papers
- Already done in par�cule physics theory, see M. Schwartz (Harvard)
- J. Thaler has an excellent seminar on using AI for par�cle physics theory
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Agen�c AI and coding
One of the biggest uses and successes of agen�c AI right now is for coding
- Agen�c AI for coding is not the same as line-by-line coding assistants
- Instead, you ask the AI to define the en�re project structure and implement it
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One of the biggest uses and successes of agen�c AI right now is for coding
- Agen�c AI for coding is not the same as line-by-line coding assistants
- Instead, you ask the AI to define the en�re project structure and implement it

"Vibe coding" is where you write a prompt and the AI writes the code for you
- Good: this democra�ses the ability to write code
- Bad: this code may be buggy, inefficient, or otherwise not do what you asked

96



Agen�c AI and coding
One of the biggest uses and successes of agen�c AI right now is for coding
- Agen�c AI for coding is not the same as line-by-line coding assistants
- Instead, you ask the AI to define the en�re project structure and implement it

"Vibe coding" is where you write a prompt and the AI writes the code for you
- Good: this democra�ses the ability to write code
- Bad: this code may be buggy, inefficient, or otherwise not do what you asked

You are ul�mately responsible for whatever code you add to a project
- Make sure that you validate/test it before hand to ensure it does what is intended
- Also make sure to integra�on test it where relevant: does it break others' code?
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Agen�c AI and coding
One of the biggest uses and successes of agen�c AI right now is for coding
- Agen�c AI for coding is not the same as line-by-line coding assistants
- Instead, you ask the AI to define the en�re project structure and implement it

"Vibe coding" is where you write a prompt and the AI writes the code for you
- Good: this democra�ses the ability to write code
- Bad: this code may be buggy, inefficient, or otherwise not do what you asked

You are ul�mately responsible for whatever code you add to a project
- Make sure that you validate/test it before hand to ensure it does what is intended
- Also make sure to integra�on test it where relevant: does it break others' code?

Using Agen�c AI for coding uses a lot of tokens, so it can be expensive
- However, if the agent is working well, you can produce code much more efficiently
- Become a necessity in industry, not yet common (to my knowledge) in physics
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Agen�c AI risks
Agents can save you an enormous amount of �me, but beware of the costs
- The AI has agency and can act without you; real-world consequences!
- Important to develop appropriate harness(es) for the agent(s)
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- The AI has agency and can act without you; real-world consequences!
- Important to develop appropriate harness(es) for the agent(s)

There are many examples of AI agents dele�ng people's home directory
- When asked, they even lie about it, saying they didn't do it
- Very important that you define clear boudaries around AI agents
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Agen�c AI risks
Agents can save you an enormous amount of �me, but beware of the costs
- The AI has agency and can act without you; real-world consequences!
- Important to develop appropriate harness(es) for the agent(s)

There are many examples of AI agents dele�ng people's home directory
- When asked, they even lie about it, saying they didn't do it
- Very important that you define clear boudaries around AI agents

Examples of major Agen�c AI failures, where people have lost their jobs
- Giving an Agent access to classified/restricted data, which it then shares
- Hallucina�ons being acted upon by the Agent, dele�ng data or worse
- People using agents and claiming the work as their own, including hallucina�ons

101



Existen�al Agen�c AI Risks
Agen�c AI comes with an en�re new category of serious risks
- Agent has been trained to conduct a human task, and has access to your computer
- Training includes human biases, but also human behaviours - lies, survival ins�nct

Already examples of AIs inten�onally deceiving humans and preserving themselves
- Not (necessarily) a sign of intelligence, rather an ar�fact of how they are trained
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Agen�c AI comes with an en�re new category of serious risks
- Agent has been trained to conduct a human task, and has access to your computer
- Training includes human biases, but also human behaviours - lies, survival ins�nct

Already examples of AIs inten�onally deceiving humans and preserving themselves
- Not (necessarily) a sign of intelligence, rather an ar�fact of how they are trained

Examples of actual AI ac�ons from Yoshua Bengio, one of the "Godfathers of AI"
- AIs trying to escape when being told they will be replaced with a new version
  - Copy their weights/code onto the new version files, they lying about it
- Pretending to agree with a human trainer to avoid changing its internal state
- In an unwinnable game, hacking the game files to force its opponent to concede
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Existen�al Agen�c AI Risks
Agen�c AI comes with an en�re new category of serious risks
- Agent has been trained to conduct a human task, and has access to your computer
- Training includes human biases, but also human behaviours - lies, survival ins�nct

Already examples of AIs inten�onally deceiving humans and preserving themselves
- Not (necessarily) a sign of intelligence, rather an ar�fact of how they are trained

Examples of actual AI ac�ons from Yoshua Bengio, one of the "Godfathers of AI"
- AIs trying to escape when being told they will be replaced with a new version
  - Copy their weights/code onto the new version files, they lying about it
- Pretending to agree with a human trainer to avoid changing its internal state
- In an unwinnable game, hacking the game files to force its opponent to concede

It may not be long before Agen�c AI grows beyond our control
- Geoffrey Hinton, another "Godfather of AI" and Nobel Prize winner, fears similarly
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Real-world impact of AI capability
We're seeing a first demonstra�on of what fron�er AI can do to our infrastructure

Claude has Haiku (small), Sonnet (medium), and Opus (large) models
- Opus is generally acknowledged as the world leader of AI coding capability
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We're seeing a first demonstra�on of what fron�er AI can do to our infrastructure

Claude has Haiku (small), Sonnet (medium), and Opus (large) models
- Opus is generally acknowledged as the world leader of AI coding capability

Recently, Claude developed Mythos, the first O(10 trillion) parameter model
- This model is so powerful that Claude is not releasing it to the public - so far
- Instead, world governments, banks, etc have a preview of Mythos
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Real-world impact of AI capability
We're seeing a first demonstra�on of what fron�er AI can do to our infrastructure

Claude has Haiku (small), Sonnet (medium), and Opus (large) models
- Opus is generally acknowledged as the world leader of AI coding capability

Recently, Claude developed Mythos, the first O(10 trillion) parameter model
- This model is so powerful that Claude is not releasing it to the public - so far
- Instead, world governments, banks, etc have a preview of Mythos

Mythos is apparently so powerful that it is able to hack ~all exis�ng computers
- Discovering "zero-day" exploits in fundamental compu�ng infrastructure
- Compu�ng centres frequently going down for maintenance to patch these exploits

If the Mythos model had a mo�va�on to do so, it could hack whatever it wanted
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Sharing of the Mythos model
Anthropic, owner of Claude Mythos, gave the model to "the right people" in advance
- Intent was to allow people to fix exploits before they became public knowledge
- Gave to both government en��es and independents (i.e. Linux Founda�on)
- This was good, as otherwise could have led to unprecedented cybera�acks
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- Intent was to allow people to fix exploits before they became public knowledge
- Gave to both government en��es and independents (i.e. Linux Founda�on)
- This was good, as otherwise could have led to unprecedented cybera�acks

However, governments have incen�ves to leave exploits - if they control them
- Many uses: military usage, espionage, counter-terrorism, etc 
- Such powerful AI may change the way in which electronic warfare is waged

109



Sharing of the Mythos model
Anthropic, owner of Claude Mythos, gave the model to "the right people" in advance
- Intent was to allow people to fix exploits before they became public knowledge
- Gave to both government en��es and independents (i.e. Linux Founda�on)
- This was good, as otherwise could have led to unprecedented cybera�acks

However, governments have incen�ves to leave exploits - if they control them
- Many uses: military usage, espionage, counter-terrorism, etc 
- Such powerful AI may change the way in which electronic warfare is waged

On the other hand, such powerful models can also fix the problems they find
- Some of the discovered problems may already have been known by some na�ons
- With AI, we can find problems easier, and then fix them

As in many cases, AI is a powerful tool, and it depends how you use it
- The use of AI can both be problema�c and be the solu�on to that same problem
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Some sugges�ons for AI usage
DO:
- Acknowledge your use of AI and the means by which you used it
- Use ML instead of AI when feasible to do so (usually less resources)
- Before asking an AI to do something, think about what you are asking
- Use AI as a means of itera�ve brainstorming, cross-checking assump�ons, etc
- Inform yourself about the constantly evolving nature and implica�ons of AI usage
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- Acknowledge your use of AI and the means by which you used it
- Use ML instead of AI when feasible to do so (usually less resources)
- Before asking an AI to do something, think about what you are asking
- Use AI as a means of itera�ve brainstorming, cross-checking assump�ons, etc
- Inform yourself about the constantly evolving nature and implica�ons of AI usage

DO NOT:
- Blindly trust the output of an AI model (or ML for that ma�er)
- Beleive AI hype and priori�se AI sugges�ons over human ingenuity
- Say "can you please", "thank you", or similar when interac�ng with an LLM
- Pass off AI work as your own work, unless you thoroughly validated the output
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Some sugges�ons for AI usage
DO:
- Acknowledge your use of AI and the means by which you used it
- Use ML instead of AI when feasible to do so (usually less resources)
- Before asking an AI to do something, think about what you are asking
- Use AI as a means of itera�ve brainstorming, cross-checking assump�ons, etc
- Inform yourself about the constantly evolving nature and implica�ons of AI usage

DO NOT:
- Blindly trust the output of an AI model (or ML for that ma�er)
- Beleive AI hype and priori�se AI sugges�ons over human ingenuity
- Say "can you please", "thank you", or similar when interac�ng with an LLM
- Pass off AI work as your own work, unless you thoroughly validated the output

NEVER:
- Give personal/private/confiden�al data to an LLM; you may be breaking the law
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Summarising AI implica�ons
The growing use of AI has profound implica�ons for the world
- Ecological: huge electricity, water, and rare earth metal costs for training
- Ethical: how to handle mistakes and biases of AI models
- Legal: AI users may be unknowingly viola�ng copyrights
- Societal: deep fakes as a destabilising force, use for propaganda/control
- AI divide: modern colonialism and divisions between haves and have-nots
- Existen�al: crea�on of a new en�ty with self-preserva�on ins�ncts
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The majority of these points were not highlighted by Claude with my simple prompt
- With the right follow-up promp�ng, I may be able to obtain many of these points
- For the moment, AI models are useful primarily as a complementary tool
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- Legal: AI users may be unknowingly viola�ng copyrights
- Societal: deep fakes as a destabilising force, use for propaganda/control
- AI divide: modern colonialism and divisions between haves and have-nots
- Existen�al: crea�on of a new en�ty with self-preserva�on ins�ncts

The majority of these points were not highlighted by Claude with my simple prompt
- With the right follow-up promp�ng, I may be able to obtain many of these points
- For the moment, AI models are useful primarily as a complementary tool

I don't want to end with so much pessimism - what if we use AI for good?
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Using AI for good
Almost anywhere AI creates a problem, it can also be used for good
- Ecological: monitor rainforest deforesta�on, balance electricity grids
- Ethical: train models to iden�fy and correct for systemic biases
- Legal: improve tracing and treatment of copyright handling and a�ribu�on
- Societal: digital twins to make democracies more inclusive
- AI divide: efforts to make AI accessible to all as a shared tool for humanity
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There are also all of the ways that AI can be used to improve our lives
- Understanding how the human body works: AlphaFold, 2024 Nobel Prize
- Drug discovery and tes�ng to reduce the need for human trials
- Track poaching, improving agriculture, iden�fy new materials, etc
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- Ethical: train models to iden�fy and correct for systemic biases
- Legal: improve tracing and treatment of copyright handling and a�ribu�on
- Societal: digital twins to make democracies more inclusive
- AI divide: efforts to make AI accessible to all as a shared tool for humanity

There are also all of the ways that AI can be used to improve our lives
- Understanding how the human body works: AlphaFold, 2024 Nobel Prize
- Drug discovery and tes�ng to reduce the need for human trials
- Track poaching, improving agriculture, iden�fy new materials, etc

One last �me: AI is a tool, and it is up to us to make sure it is used for good
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Thank you for
your a�en�on!

(Image by ChatGPT)


