OPC UA Security

DEMO / HANDS-ON INSTRUCTIONS
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Start the Demo Server 3

| epics-dev@rocky:~/server_demo — ./server_cpp_demo -c config/ServerConfig.xml

[epics-dev@rocky ~]$ tar -xzf /Jopt/opcua/server_demo.tar.gz

> Open a new [epics-dev@rocky ~]$ cd server_demo

TfarrrﬂrWC]l [epics-dev@rocky server_demo]$ ./server_cpp_demo -c config/ServerConfig.
e e ok e ok ok kK Kk ok ok ok o ok o ok kK K ok ok ko ok ok ok ok kK ok ok ok ok ok ok ok ok kK Kk
S Server opened endpoints for following URLs:
AUTomOTion demo kkkkhkhkhkhkhkhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkkk*
e e ok e ok ok kK Kk ok ok ok o ok o ok kK K ok ok ko ok ok ok ok kK ok ok ok ok ok ok ok ok kK Kk
server Press CTRL-C to shutdown server

KR K A R R A R A R A R A R A R N R R A R A A AR A AR AR AR AR AR AR R AR AR AR AR Rk

» Run it

KR K A R R A R A R A R A R A R N R R A R A A AR A AR AR AR AR AR AR R AR AR AR AR Rk

> Use CTRL_C _Cmd The OPC UA server SDK 1is running in demo mode.
restart it to simulate Communication will be stopped in 60 minutes.
an Order|y server % K K kK K K K Kk Kk Kk K ok Kk Kk Kk ok ok Kk ko ok Kk ok ok ok Kk ok ok ok ok Kk ok ok ok ok Kk ok ok ok ok kK
disconnect and |

reconnect

» Use CTRL-Z and "“fg”
to simulate network
hang-up




Start the UaExpert Browser 4

» The first start
reqU|reS you _I_O Egg}'l;:—?;iev@rocky ~1% /opt/opcua/uaexpert.AppImage &

Cred-l-e q Self_ [epics—-dev@rocky ~]$ try to load own certificate "/home/epics-dev/.config/un
] e ifiedautomation/uaexpert/PKI/own/certs/uaexpert.der"
signed certificate.

Welcome to the UaExpert Initial Application Setup

When starting UaExpert for the first time, you have to create an
J U S'I' e n 'I'er O ny application instance certificate to identify your installation.
(il | This is needed to use OPC Unified Architecture security. UA security
allows you to authenticate your application as well as to use
d O TO . encryption and digital signatures to protect your communication.

Press OK to generate your personal X.509 application instance
certificate and the corresponding RSA keys.

[ Pox |



UaExpert: Add the Demo Server 5

Eile View Server Document Settings Help Add Server

g D 74 |E |E‘1 @ P = "| Configuration Name |@

Project 5] Default
~ [ Project

» Select Server, 5 severs

~ [ Documents

{1 Data Access View Server Information
then Add...

Endpoint Url |ope.tc

Reverse Connect

> U S e -I- h e Security Settings
Advanced tab

Address Space

O n d e n Te r Th e E Authentication Settings
e n d p Oi nT U R I_ @ Anonymaous

opc.tcp:/llocalhost:48010

Certificate

Private
Session Settings
Session Name
Message
t... UaExpert Loaded Serve
. UaExpert Loaded Data
. UaExpert Loaded GDS
. UaExpert Loaded File
. UakExpert Loaded XML
. UaExpert
. UaExpert Connect Automatically
t... CertificateMa... i

. UaExpert
. UaExpert
. .




akxpert: Connect 6

Validating the certificate of server 'UaServerCpp@rocky’ returned an error:
BadCertificateUntrusted

Certificate Chain
nt Settings Help

# =0

Name Trust Status
% UaServerCpp@rocky Untrusted

O Connect Server

# Server Node Id

Certificate Details

» Connect by
clicking on the
Connect Server
icon

Error

Common Name
Organization
CrganizationUnit
Locality

State

Country
DomainComponent

Common Name
Organization
OrganizationUnit
Locality

State

Country
DomainComponent

Valid From
Valid To

Serial Mumber
Signature Algerithm
Cipher Strength
Thumbprint (SHA1)

ok [BadCertificateUntrust

UaServerCpp@rocky
Organization

Unit

LocationName

DE
rock

UaServerCpp@rocky
Organization

Unit

LocationMame

DE
rock

Tue Apr 21 14:00:57 2026
Sun Apr 20 14:00:57 2031

69E78319

RSA-SHAZ256

RSA (2048 bit)
JCFD273A21F63111E1D92DBC4B13CD76A9B4C57B

Trust Server Certificate

Accept the server certificate temporarily for this session

» Trust the
unknown self-
signed server
certificate

» and Confinue



UaExpert: Familiarize Yourselt

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*
Eile View Server Document Settings Help

De DB =0 X8 B EO
Project E®  pata Access View [x) Attributes

- j o[
o Erol:ct # Server Node Id Display Name Value Datatype  ource Timestam erver Timestam  Statuscode 2|v]|% ®
v ervers . 0
1 @ NS3|String|...  Boolean false Boolean 3:24:39.308 ... 3:24:39.308 ... Good Attribute Value

2 @  NS3|String|.. Byte 80 Byte 3:24:39.639 ... 3:24:39.639 ... Good ~ Nodeld ns=3;s=Demo.Dynamic.Scalar.Byte

~ [1 Documents Namespacelndex 5]

{7 Data Access View IdentifierType string
Identifier Demo.Dynamic.Scalar.Byte
NodeClass Variable
BrowseName 3, "Byte"
DisplayName

" "Byten
Description ittributeldinvalid |
= Value
SourceTimestamp 4/21/26 3:12:48.936 PM
SourcePicoseconds 0

°
Mo n Iior ServerTimestamp 4/21/26 3:12:48.957 PM
ServerPicoseconds 0

—— StatusCode Good (0x00000000)
“2 | No Highlight Value 22

~ [ Scalar ~ DataType gyte

MNamespacelndex
@ Boolean o eopacen!

1

Address Space

ByteString References

DateTime 3o | B 4 Forward v
Double
ExpandedNodeld
Float

Guid

ImageGIF

Reference Target DisplayName
HasTypeDefi... BaseDataVariableType

1

Log
®# P

Timestamp Source

R L

... DA Plugin
. DA Plugin
... DA Plugin
4/21/26 3:12:... Attribute Plugin
4/21/26 3:12:... Reference Pl...
4/21/26 3:12:... AddressSpac...
4/21/26 3:12:... DA Plugin
4/21/26 3:12:... DA Plugin
4/21/26 3:12:... DA Plugin
4/21/26 3:12:... DA Plugin
4/21/26 3:12:... DA Plugin

w

Message

T S ST TS S T
Item [NS3|String|Demo.Dynamic.Scalar.Boolean]: Samplinginterval=250, QueueSize=1, DiscardOldest=1, ClientHandle=1

CreateMonitoreditems succeeded [ret = Good]

Item [NS3|String|Demo.Dynamic.Scalar.Boolean] succeeded : RevisedSamplinginterval=250, RevisedQueueSize=1, Monitoreditemld=1 [ret = Good]
Read attributes of node 'NS3|String|Demo.Dynamic.Scalar.Byte' succeeded [ret = Good].

Browse succeeded.

QascAddressSpaceModel::mimeData

QascDaModel::dropMimeData

Found existing subscription for Serverld 0

Item [NS3|String|Deme.Dynamic.Scalar.Byte]: Samplinglnterval=250, QueueSize=1, DiscardOldest=1, ClientHandle=3

CreateMonitoreditems succeeded [ret = Good]

Item [NS3|5tring|Demo.Dynamic.Scalar.Byte] succeeded : RevisedSamplinginterval=250, RevisedQueueSize=1, Monitoreditemld=2 [ret = Good]

(

REEE EEEEE®




Builld tThe |OC

Two Steps

1. Change directory into the application
cd training/opcua-support

2. Build the example IOC

make

[epics—-dev@rocky ~]% cd training/opcua-support

[epics—-dev@rocky opcua-support]$ make

make -C ./configure 1dinstall

make[1l]: Entering directory '/home/epics-dev/training/opcua-support/configure’
perl -CSD /opt/epics/base-7.0.10/bin/linux-x86_64/makeMakefile.pl 0. linux-x86_64 .

mkdir -p O.Common

make -C 0.linux-x86_64 -f ../Makefile TOP=../.. \
T A=Tinux-x86_64 install
make[2]: Entering directory '/home/epics-dev/training/opcua-support/configure/0.linux-x86_64"
perl -CSD /opt/epics/base-7.0.10/bin/linux-x86_64/convertRelease.pl checkRelease
EPICS/Release.pm: Undefined variable $(SUPPORT) used while checking module
STREAM = /opt/epics/stream-2.8.26




Run the IOC

» Change into the IOC's startup directory

» Run the IOC binary, giving the name of the startup file as argument

» Using a subshell avoids having to change directory all the time

( c¢d iocBoot/iocUaDemoServer/; ../../bin/linux-x86_64/opcualoc st.cmd )

» Always do a clean exit of the IOC, using CTRL-D or the exit command

OPC UA servers don't free their session resources when a connection
breaks — if the same session is reconnected, it just continues



Run the IOC

[epics—-dev@rocky opcua-support]$ ( cd iocBoot/iocUaDemoServer/; ../../bin/linux-x86_64/opcualoc st.cmd )
f#!ee/so/bin/linux-x86_64/opcualoc

#i# You may have to change opcualoc to something else

ii# everywhere it appears in this file

< envPaths

epicsEnvSet ("IOC","iocUaDemoServer")

epicsEnvSet ("TOP"," /home/epics-dev/training/opcua-support")
epicsEnvSet ("OPCUA"," /opt/epics/opcua-0.11.2")

epicsEnvSet ("ASYN" ," fopt/epics/asyn-4.44.2")

epicsEnvSet ("CALC"," fopt/epics/calc-3.7.5")
epicsEnvSet ("P4P"," /opt/epics/p4p-4.2.0")

epicsEnvSet ("PVXS","fopt/epics/pvxs-1.5.1")

epicsEnvSet ("SSCAN","/opt/epics/sscan-2.11.6")

epicsEnvSet ("STREAM"," /opt/epics/stream-2.8.26")
epicsEnvSet ("EPICS_BASE","/opt/epics/base-7.0.10")

d "/home/epics-dev/training/opcua-support"

#t# Register all support components

dbLoadDatabase "dbd/opcualoc.dbd"
opcualoc_registerRecordDeviceDriver pdbbase

# Pretty minimal setup: one session with a 200ms subscription on top
opcuaSession OPC1l opc.tcp://localhost:48010
opcuaSubscription SUB1 OPC1l 200

# Switch off security

opcualOptions OPCl sec-mode=None




Find out the IOC’s URI

iocInit
Starting jocInit
B S S S S S S S S S S S S S S S S S S
## EPICS R7.0.10
## Rewv. 2026-04-13T11:16+0000
## Rev. Date build date/time:
B S S S R g
Client Device Support ©.11.2 (-); using Open62541 Client API v1.3.15
ALl dinitialization complete
Autoconnecting sessions
session OPCl: connected as 'Anonymous' with security level @ (mode=None; policy=None)
session OPCl: WARNING - this session uses *#*%* NO SECURITY ##=
epics> opcuaShowSecurity
Certificate store:
Server trusted certificates dir:
Server revocation list dir:
Issuer trusted certificates dir:
Issuer revocation list dir:
Rejected certificates are not saved.
ApplicationURI: urn:iocUaDemoServer@rocky:EPICS:I0C
No client certificate loaded.
Supported security policies: Aesl28_Sha256_RsaOaep Aes256_Sha256_RsaPss Basicl28Rsal5 Basic256 Basic256Sha
256 None




Prepare the xca Cert Manager

vV v v Vv

Powerful free Certificate and Key Management tool
Available on Linux, Windows, MacOS
Supports many key and certificate formats (including ssh)

Supports CA-based workflows (including sub-CA hierarchies)
Nice visualization of CA signature chains

Allows to save and load templates
Great help in creating correct certificates efficiently

Keeps keys, certs and templates in a database

12



Create the xca

» Start

» Then
File -> New DataBase

» Give it a name

» You can leave it
without a password

Database 13

File Import oke Extra

New DataBase

Open DataBase

Open Remote DataBase
Recent DataBases ...
Set as default DataBase
Close DataBase
Options

Language

Exit

X Certificate and Key management

Help

Export



import the IOC Cerf Template 14

X Certificate and Key management

File Import oke xtra Help

Templates

» Tab Templates

New Template

> BUTTOﬂ Import Change Template

» Select the template Delete
OPCUA_Client_IOC import

This loads the template e Import XCA Templates =
fI’Om The f||e IHTO The XCda © Recent Name Location Size Type : e

W OPCUA _Client_IOCxca training/opcua-support 208 bytes unknown 07:17

database @ Home
[0 Documents
- Downloads
dd Music
[ Pictures

Datal] "M Videos

Openfiles read-only XCAtemplates «




Prepare the Secure Connection

Set up the Client Certificate
» Create the Key Pair and self-signed Client Certificate for the |IOC
» st.cmd: switch the IOC to use security

» st.cmd: load the self-signed Client Certfificate and its private key

Establish frust

» Copy the Client Certificate into the server’s trusted/certs list

» Copy the Server Certificate into the |OC's trusted/certs list

Connectl

15



Create a Key Pair for the [OC 16

X Certificate and Key management
| File Import Token Extra Help

Q Private Keys Certificate signing requests Certificates Templates Revocation L4\ k
» Tab Private Keys Y gning req :

e & 1 ype AL Usg Fas>WwWoOor U .
= b Bl
y Key

> BUTTOﬂ New Key X Certificate and Key management
» Callit IOC key New Key

Please give a name to the new key and select the desired keysize

Key properties
Name 10C key|
Keytype | RSA
Keysize = 2048 bit
Remember as default

Cancel Create

| Database: /home/epics-dev/Documentsftraining.xdb Search




Export the |[OC Private Key 17

X Certificate and Key management
File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation L4 P

Tab Private Keys

Internal namea Type Size Use Passwor

New Key
@=s T0C key RSA 2048 bit 1 Common

Select the key

Export

BUTTOH EXpOI'i' Import

Import PEX (PKCS#12)

Se | eC.I. P EM form O.I. X Certificate and Key management

Key export

Show Details

vV v v v Vv

CliCk OK | Delete

Mame 10C key

Filename = /home/epics-dev/training/opcua-support/IOC_key.pem
Export Format

Export comment into PEM file

Unencrypted private key in text format

PEM private (*.pem)

Cancel




Create the |OC's Chen’r Cer’nﬂcc’re

vV v v v Vv

Tab Certificates
Button New Certificate
Sub-Tab Source

Make it self-sighed

Select and fully apply
the template
OPCUA_Client_IOC

X Certificate and Key management

Certificates

X Certificate and Key management

Create x509 Certificate
Source Subject Extensions Key usage Metscape  Advanced Comment
Signing request

Sign this Certificate signing reques

Cop sions from the request

Signing
O Create a self signed certificate

Use this Certificate for signing

Signature algorithm SHAZ56

Template for the new certificate
OPCUA_Client_|lOC

Apply extensions Apply subject

18

Apply all




Creatfe the IOC's Client Certificate 19

X Certificate and Key management

Create x509 Certificate

Source Subject Extensions Key usage Metscape  Advanced Comment

» Sub-Tab Subject
Internal Name
Minimdl SeTUp: Distinguished name

> Se-l- -I-h e COU n.l.ryN q me countryName XX organizationalUnitName
-I-O q ny -I-WO |e-|--|-ers stateOrProvinceName commonMName iocUaDemoServer@rocky]|

localityName emailAddress

» Give it anice
commonName

organizationName <organization>

Type Content Add

Delete

Private key

10C key (RSA:2048 bit) Used keys too | Generate a new key

Cancel OK



Create the IOC’s Client Cerfificate 20

X Certificate and Key management

Create x509 Certificate

Source Subject Extensions Key usage Metscape  Advanced Comment

» Sub-Tab Extensions

X509v3 Basic Constraints Key identifier
Im pOI’TCI Nt Setfu OX Type End Entity X509v3 Subject Key Identifier
> | 'I'h 'I' . Path length Critical X509v3 Authority Key ldentifier
N The exrensions
! Validit Time range

replace the ' i

p | O C e h O | d ers Mot before | 2026-04-22 09:21 GMT Months Apply

< | OC> an d < H O ST> Notafter = 2027-04-22 09:21 GMT Midnight Local time No well-defined expiration

X509v3 Name Constraints Edit

» The URI must match

WhO.I. .I.he |OC USGS X509v3 Subject Alternative Name ' | URlurn:iocUaDemoServer@rocky:EPICS:10C, Dl'al":'.‘:rt:-ck\,{ Edit

X509v3 [ssuer Alternative Name Edit

» You can use IP: instead
of DNS:

X509v3 CRL Distribution Points Edit

Authority Information Access Edit

» Click OK OCSP Must Staple

Cancel



Export the Certificate 21

X Certificate and Key management

File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation L4 P

Tab Certificates

Internal name A commonNani o
. ' New Certificate
3= iocUaDemoServer@rocky iocUaDemoServe

Select the certificate

Export

Button Export Import
7 Show Details
Selec.l. DER formO.I. X Certificate and Key management

Certificate export
Click OK

Delete

vV v v v Vv

Mame iocUaDemoServer@rocky

. . . ) Import PKCS#7
Filename [home/epics-dev/training/opcua-supportfiocUaDemoServer@rocky.cer

Export Format Plain View

Export comment into PEM file 6-\
Frrwinet \
Binary DER encoded certificate W i )

» Exit xca

DER (*.cer)

Cancel



Set Up the IOC’s PKI File Store

Create the minimal necessary directories for the |OC PKI file store

Move the created self-signed Client Certificate and its private key
into it

mkdir -p 1ocBoot/iocUaDemoServer/pki/own
mkdir -p 1ocBoot/iocUaDemoServer/pki/trusted/certs

mv I0C_key.pem iocUaDemoServer@rocky.cer iocBoot/iocUaDemoServer/pki/own/

22



Configure the IOC to use Security 23

b e o R Tl b o e T T PP RS 7 o RS PR DR b

o) st.cmd

~(training/opcua-support/iocBootfiocUaDemoServer

Open ¥

Edit st.cmd .,
(gedit is available)

## Register all support components
dblLoadDatabase "dbd/opcualoc. dbd"

> Remove -I-he Se-l--l-ing ; op::uaIc:::_reg‘isterRe::c:rdDE'u"i::e[-h-"-i'-.-'er pdbbase
-I-hC”- SWi-I-CheS Off 4 # Pretty minimal setup: one session with a 200ms subscription on top

5 opcuaSession OPCl opc.tcp://localhost:48010
Securi-l-y opcuaSubscription SUB1 OPC1 280

o # Configure security
epicsEnvSet PKI fhome/epics-dev/training/opcua-support/iocBoot/iocUaDemoServer /pki
opcuaSetupPKI S{PKI}
~ opcuaClientCertificate ${PKI}/own/iocUaDemoServeri@drocky.cer ${PKI}/own/IOC_key.pem

17
1
13

Instead:

8

» Set the location of the
PKI file store

98]

# Set up a namespace mapping
# (the databases use ns=2, but the demo server >=v1.8

[sa S, R =N

opcuaMapMamespace OPCl 2 "http:/ fwww.unifieds

=]

» Load the client
certificate

5]

# Load the databases for the UaServerCpp demo server
# (you can set DEBUG=<n>) to set default wvalues in all TPRO fields)

o

dbLoadRecords "db/Uabe
2 dblLoadRecords '«
3 dbloadRecords "db/Demno. Dvnal

L T I T T o T I O S O

| R

LAt
(E5]



Establish Trust 24

Remember that frust needs to be established both ways:

» Make the IOC trust the Demo Server’s certificate
copy the server certificate in the IOC’s trusted/certs store

$ cp ~/server_demo/config/pkiserver/own/certs/uaservercpp.der jocBoot/iocUaDemoServer/pki/trusted/certs/

» Make the Demo Server trust the IOC's certificate
copy the IOC certificate in the server’s trusted/certs store

$ cp iocBoot/iocUaDemoServer/pki/own/iocUaDemoServer@rocky.cer ~/server_demo/config/pkiserver/trusted/certs/

» Start the IOC ... and ...

$ ( cd 1ocBoot/iocUaDemoServer/; ../../bin/linux-x86_64/opcualoc st.cmd )



Connect securely

» ...and ... yay!

iocInit

Starting docInit

S S S R S S S
## EPICS R7.0.10

## Rev. 2026-04-13T11:16+0000

## Rev. Date build date/time:

HHH R S S S

OPC UA Client Device Support 0.11.2 (-); using Open62541 Client API v1.3.15
iocRun: AlL dinitialization complete

OPC UA: Autoconnecting sessions

[2026-04-22 11:48:32.733 (UTC+0000)] info/server Reloading the trust-list
[2026-04-22 11:48:32.736 (UTC+0000)] 1inf I Reloading the dissuer-list
[2026-04-22 11:48:32.736 (UTC+0000)] info, rVer Reloading the revocation-list

OPC UA session OPCl: connected as 'Anonymous' with security level 120 (mode=SignAndEncrypt; policy=Aesl128_Sha256_Rsalaep)

25




Using CA-Based Certificates 26

Very similar, but different:

>
>

vV v Vv Vv

Create your CA: a new key and a self-signed CA certificate
Export the CA Certificate

Create a new |IOC Client Certificate, containing the IOC key,
but sign it with the CA key (instead of self-signing)

Export the IOC Client Certificate and copy it to the IOC’s own folder
Change the st.cmd file to load the new Client Certificate
Create a new empty CRL, signed with the CA key

Copy into the server PKI:
the CA certificate (into trusted/certs) and the CRL (into trusted/crl)



Using CA-Based Certificates 27

Remember that | said “bbe prepared for a lot of frustration” ¢2

» | verified this workflow in trustworthy documentation places
(and using Al, obviously)

» | spent afew hours yesterday creating and exporting certs and
CRLs, experimenting with formats, file suffixes and locations

» | could not get the f*@&#AS*&AS@!! thing fo connect:
“BadSecurityCheckFailed”

» | am sorry.
| will eventually get it to work and send you the updated slides.



Thanks for Your Attention!

?

Any questions left OPC UA room on
unanswerede EPICS Chat
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