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Some target device
to monitor

Alarm server
(in order to get notifications
on event, by email or sms)

Archiving server
(in order to trace events)

General operation

Monitoring logic defined in
configuration files:
- .cmd file
- .substitutions file

IOC internal routines
executing the monitoring
logic

C code running remote
commands through SSH

Channel Access (CA) server
&
PV Access (PVA) server

SSH
Monitor

IOC

CA/PVA

SSH

HMI system
(in order to visualize
 the monitoring process)



Some PC (e.g. operator client)

Important server (e.g. hosting
experimental data)

Critical acquisition
hardware (e.g. MTCA cards)

Archiving server
(in order to trace events)

General operation

1st

IOC
program

CA/PVA

SSH

SSH

SSH

2nd

IOC
program

3rd

IOC 
program

SSH Monitor IOC 

HMI system
(in order to visualize
 the monitoring process)

Alarm server
(in order to get notifications
on event, by mail or text)



What SSH commands?

SSH
Monitor

IOC

SSH

Note : an SSH command is just a regular shell command, 
executed through SSH

Monitoring logic defined in
configuration files:
- .cmd file
- .substitutions file

IOC internal routines
executing the monitoring
logic

C code running remote
commands through SSH

Channel Access (CA) server
&
PV Access (PVA) server

Any command you can come up with!



Security implications

Some PC (e.g. operator client)

Important server (e.g. hosting
experimental data)

Critical acquisition
hardware (e.g. MTCA cards)

1st

IOC
program

SSH

SSH

SSH

2nd

IOC
program

3rd

IOC 
program

SSH Monitor IOC

SSH communication is 
encrypted.

OK.

But this is not enough.

See the security guide in the 
SSH Monitor documentation

https://sshmonitor-26ef1e.gitlab.io/how-to-guides/basics/security_how_to.html#how-to-improve-the-security-around-ssh-monitor
https://sshmonitor-26ef1e.gitlab.io/how-to-guides/basics/security_how_to.html#how-to-improve-the-security-around-ssh-monitor


Nice features

● SSH `-J` jump option

● SSH mutualized connexions

● SSH configuration like described by `man ssh`

● Send any command you want, as long as it can run on the target

● A lot of common commands are already included as examples

● SSH Monitor includes a very complete CI that run a lot of tests (including security checks!)



Carefully crafted documentation
(with Diátaxis)

See here: https://sshmonitor-26ef1e.gitlab.io

https://diataxis.fr/
https://sshmonitor-26ef1e.gitlab.io/


Get the most of it with
HMI, archiving, and alarms



Some real-world use case example

Alarm threshold

Available memory (RAM) 



Limitations



Why not Grafana + Prometheus?

Why and why not SSH Monitor



Roadmap



 Roadmap



 How to get started?

● If you are looking for some step-by-step guidance: check the tutorials 

● If you want to dive right into it: check the how-to guides

● If you ever run into a issue: check the troubleshooting guide

● If you feel like helping: check the contribution guide

https://sshmonitor-26ef1e.gitlab.io/tutorials/step_by_step_tutorial_on_a_rocky_linux_vm.html
https://sshmonitor-26ef1e.gitlab.io/how-to-guides/basics/index.html
https://sshmonitor-26ef1e.gitlab.io/troubleshooting_guide.html
https://sshmonitor-26ef1e.gitlab.io/contribution_guide.html#


 Alternatives

I only found 3 published EPICS alternatives (but this might have changed since last time I looked):

● PCMON :
● “A PC monitoring application that runs as an IOC program (EPICS + Linux) and monitors the available resources.”
● http://epics.web.psi.ch/software/pcmon/
● PCMON hasn't been used in this project, because you have to install it on the computer you want to monitor (no remote 

monitoring) and it is not as customizable as SSH Monitor.

● devIocStats
● “Provides support for records that show the health and status of an IOC.”
● https://www.slac.stanford.edu/grp/ssrl/spear/epics/site/devIocStats/
● DevIocStats is similar to PCMON by its design: you have to install it on the target computer (no remote monitoring) and 

is not as customizable as SSH Monitor.

● AsynSSH
● “A standard Asyn driver interface for message based communications using the SSH protocol.”
● https://observatorysciences.co.uk/assets/uploads/downloads/asynSSH_EPICS_Developers_Manual_V1-0.pdf
● AsynSSH hasn't been used either in this project, because it seems unmaintained since 31/05/2013, and because the 

associated documentation present it as a "draft".

http://epics.web.psi.ch/software/pcmon/
https://www.slac.stanford.edu/grp/ssrl/spear/epics/site/devIocStats/
https://observatorysciences.co.uk/assets/uploads/downloads/asynSSH_EPICS_Developers_Manual_V1-0.pdf


 Questions?
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