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What SSH commands”?

Channel Access (CA) server
&
PV Access (PVA) server

Monitoring Ioglglc defined In
configuration files:

- .cmd file

- .substitutions file

IOC internal routines
executing the monitoring
logic

C code running remote
commands through SSH

SSH

ssh -x -1 $HOME/.ssh/ssh_monitor_rsa_key monitor-us
"df -h / | awk ‘{print \$5}' | tail -1 | tr -d

sh -x -1 SHOME/ /ssh_monitor_r
"df -1/ | awk '{print \$5}'

ssh -x -1 $HOME/.ssh/ss
"free -tm | grep

sh -x -1 $HOME/.ssh h_monitor_rsa_key monitor-user@l92.168.1.2 °
"uptime | rev | awk '{print \$:

Note : an SSH command is just a reqular shell commana,
executed through SSH



Security implications
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https://sshmonitor-26ef1e.gitlab.io/how-to-guides/basics/security_how_to.html#how-to-improve-the-security-around-ssh-monitor
https://sshmonitor-26ef1e.gitlab.io/how-to-guides/basics/security_how_to.html#how-to-improve-the-security-around-ssh-monitor

Nice features

 SSH -J jump option

« SSH mutualized connexions

» SSH configuration like described by ‘man ssh’

« Send any command you want, as long as it can run on the target

« A lot of common commands are already included as examples

« SSH Monitor includes a very complete Cl that run a lot of tests (including security checks!)
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Get the most of it with

HMI, archiving, and alarms
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.ssh/ssh_moni

"{print

\ &

_montite
"{print

Limitations

# scalar instruction 1:

- e il

# the result of this instruction will be stored in

# the record called "${PREFIX}${CATEGORY}${PV_NAME_SCALAR_1}"
#

PV_NAME_SCALAR_1 = "scalari"

SCALAR_1_INSTRUCTION = "echo 1 #LOCAL" #_J Note that "#LOCAL specifies that the instruction
# run on the host rather than the target

LOAD_SCALAR_1 = ""
SCALAR_1_INSTRUCTION_LENGTH = "16"

this is optional if length is
# scalar instruction 2:

# the result of this instruction will be stored in

# the record called '${PREFIX}${CATEGORY}${PV_NAME_SCALAR_2}'
#

PV_NAME_SCALAR_2 = "ping_test"

SCALAR_2_INSTRUCTION = "ping -c 3 192.168.1.2 | grep -q '3 packets
PREC_SCALAR_2 = "@"

LOAD_SCALAR_2 = ""

# if ${SCALAR_2_INSTRUCTION} > @ then MAJOR alarm:
HIHI_SCALAR_2 = "1"

LOAD_HIHI_SCALAR_2 = ""

HHSV_SCALAR_2 = "MAJOR"

LOAD_HHSV_SCALAR_2 = ""

# if ${SCALAR_2_INSTRUCTION} < © then MAJOR alarm:
LOLO_SCALAR_2 = "-1"

LOAD_LOLO_SCALAR_2 = ""

LLSV_SCALAR_2 = "MAJOR"

LOAD_LLSV_SCALAR_2 = ""

# (if ${SCALAR_2_INSTRUCTION} == @ then no alarm)

# specify the number of characters used
# in ${SCALAR_1_INSTRUCTION} (default is 1024)

less than 1024

transmitted, 3 received,

t



Why and why not SSH Monitor

Why not Grafana + Prometheus?

9\




Roadmap

[ Add support for IOC Shell log monitoring =1 () Add elasticsearch support (3]
sshmonitor/sshmonitor#39 - created Jul 8, 2021, 2:57 PM by Stéphane Tzvetkov ~ updated Apr 18, 2024, 2:33 sshmonitor/sshmonitor#71 - created Jul 4, 2023, 3:18 PM by Stéphane Tzvetkoy ~ UPdated Oct 15, 2024, 3:00
< v23.0 (Sihancement PM < vzso (Eihancement) P
[ Add support for Windows targets =31 [ Add channelfinder monitoring support @ o
sshmonitor/sshmonitor#38 - updated Apr 18, 2024, 2:34 sshmonitor/sshmonitor#70 - created Jul 4, 2023, 2:48 PM by Stéphane Tzvetkov ~ updated Oct 15, 2024, 3:00
created Mar 18, 2021, 11:31 AM by Stéphane Tzvetkov < v2.3.0 (EEHCEMEND M o230 (Eiancement PM
[ Add support for disk /O monitoring updated Apr 18, 2024, 2:35 £ Add SNMP support
sshmonitor/sshmonitor#31 - created Mar 5, 2021, 11:47 AM by Stéphane Tzvetkov PM sshmonitor/sshmonitor#58 - created Oct 25, 2022, 4:24 PM by Stéphane Tzvetkov -
o v23.0 (Gihdncement
() Add iLO support
[ Add support for network monitoring updated Apr 18, 2024, 2:36 sshmonitor/sshmonitor#57 - created Oct 25, 2022, 4:23 PM by Stéphane Tzvetkov -
sshmonitor/sshmonitor#30 - created Mar 5, 2021, 11:41 AM by Stéphane Tzvetkov PM
o v23.0 (Siancement) ) Add iDRAC support updated Oct 25, 2022, 4:23
sshmonitor/sshmonitor#56 - PM
0 Add syncthing monitoring (5 =P created Oct 25, 2022, 4:22 PM by Stéphane Tzvetkov (ERSNCEMEND
sshmonitor/sshmonitor#26 - created Feb 17, 2021, 9:33 AM by Stéphane Tzvetkov updated May 17, 2021, 9:43
- AM [ Add support for Grafana (via Prometheus?) O a4
sshmonitor/sshmonitor#52 - updated Aug 3, 2022, 10:14
[) Add disks health supervision support with SMART &4 created Feb 18, 2022, 11:24 AM by Stéphane Tzvetkov AM

sshmonitor/sshmonitor#7 - created Dec 2, 2020, 9:17 AM by Stéphane Tzvetkov updated Jun 13, 2024, 5:17

©v2.3.0 (Ehancement) PM [) Add support for IPMI suppervision O

sshmonitor/sshmonitor#50 - created Nov 26, 2021, 11:41 AM by Stéphane Tzvetkov _

[ Add logs supervision support ()
sshmonitor/sshmonitor#6 - created Dec 2, 2020, 9:17 AM by Stéphane Tzvetkoy ~ UPdated Oct 15, 2024, 3:02

[ Add temperature supervision support 0 o
sshmonitor/sshmonitor#5 - created Dec 2, 2020, 9:16 AM by Stéphane Tzvetkov updated Apr 6, 2021, 4:14

“enhancement. o

[ Add RAID supervision support O Q2
sshmonitor/sshmonitor#2 - created Dec 2, 2020, 9:15 AM by Stéphane Tzvetkov updated Apr 6, 2021, 4:14

enmncement o



=v2.21 5
5613fec8 - Merge branch 'v2.2.1" into ‘master’ - Apr 13, 2026, 4:01 PM
% Release: v2.21

=v2.2.0 g
&1cce37s - feat: improve tutorials - Oct 24, 2024, 1:25 PM
< Release: v2.2.0

Sv2l2 @
dsf7f096 - Merge branch 'milestones_v21.2" into ‘master’ - Feb 21, 2024, 3:29 PM
& Release: v2.1.2

=v211 ©
Bad4bels - feat: update CHANGELOG.md and project_layout.md for w2.1.1 - Jan 25, 2024, 4:11 PM
¥ Release: v2.1.1

=v21.0 I
bdSesdss - Merge branch 'milestones_w2.1.0" into 'master’ - Dec 14, 2023, 10:35 AM
¥ Release: v2.1.0

= v2.0.0
074153be - feat: finale CHANGELOG and README update before v2 - Jun 14, 2023, 11:38 AM
¥ Release: v2.0.0

= v10.0 @
5921523 - update CHANGELOG for next tag/release v1.0.0 - Mar 15, 2021, 12:04 PM

=v0.9

040824838 - fix #29, now each IOC has its own set of caches - Mar 5, 2021, 8:24 AM

=v0.8 [

3cfFF850 - fix bad loop over string array - Jan 26, 2021, 9:59 AM

=v0.7 Iy
036eas8s - update CHANGELOG for next tag/release v0.7 - Jan 21, 2021, 8:56 AM

=v0.6 &

5157685h - update CHANGELOG for next tag/release v0.6 - Jan 15, 2021, 5:03 PM

=v0.5 @
£63857ac - update CHANGELOG for next tag/release vO.5 - Jan 14, 2021, 3:24 PM

=v0.4 Iy
088c85a5 - update CHANGELOG for next tag/release - Jan 14, 2021, 2:37 PM

=v0.3 @

165e1£34 - update CHANGELOG for next tag/release - Jan 13, 2021, 3:25 PM

=v0.2 [

defcéc2? - update CHANGELOG for next tag/release - Jan 13, 2021, 9:17 AM

= voil @
&9c241de - fix next tag name in CHANGELOG - Jan 11, 2021, 9:54 AM

= beta @

21456154 - replace sub records by asub records - Dec 18, 2020, 10:14 PM

= alpha ©
97dbB8F8 - remove bad spaces in README - Dec 17, 2020, 2:32 PM

Roadmap

v2.3.0 [J) sshmonitor / sshmonitor
v2.21 (J) sshmonitor / sshmonitor
v2.2.0 (]} sshmonitor / sshmonitor
v2.1.2 (J) sshmonitor / sshmonitor
v2.1.1 () sshmonitor / sshmonitor

v2.1.0 () sshmonitor / sshmonitor

v2.0.0 [J) sshmonitor / sshmonitor

& v2.21
4 v2.2.0
& v21.2
& v211
24 v21.0

S v2.0.0

Open

Closed

Closed

Closed

Closed

Closed

Closed

40%

100%

100%

100%

100%

100%

100%



How to get started?

If you are looking for some step-by-step guidance: check the tutorials

If you want to dive right into it: check the how-to guides

If you ever run into a issue: check the troubleshooting guide

If you feel like helping: check the contribution guide


https://sshmonitor-26ef1e.gitlab.io/tutorials/step_by_step_tutorial_on_a_rocky_linux_vm.html
https://sshmonitor-26ef1e.gitlab.io/how-to-guides/basics/index.html
https://sshmonitor-26ef1e.gitlab.io/troubleshooting_guide.html
https://sshmonitor-26ef1e.gitlab.io/contribution_guide.html#

Alternatives

| only found 3 published EPICS alternatives (but this might have changed since last time | looked):

« PCMON :
“A PC monitoring application that runs as an IOC program (EPICS + Linux) and monitors the available resources.”
 http://epics.web.psi.ch/software/pcmon/
« PCMON hasn't been used in this project, because you have to install it on the computer you want to monitor (no remote
monitoring) and it is not as customizable as SSH Monitor.

« devlocStats
“Provides support for records that show the health and status of an 10C.”
« https://www.slac.stanford.edu/grp/ssrl/spear/epics/site/deviocStats/
« DevlocStats is similar to PCMON by its design: you have to install it on the target computer (no remote monitoring) and
is not as customizable as SSH Monitor.

o AsynSSH
« “A standard Asyn driver interface for message based communications using the SSH protocol.”
« https://observatorysciences.co.uk/assets/uploads/downloads/asynSSH_EPICS Developers Manual_V1-0.pdf
« AsynSSH hasn't been used either in this project, because it seems unmaintained since 31/05/2013, and because the
associated documentation present it as a "draft".


http://epics.web.psi.ch/software/pcmon/
https://www.slac.stanford.edu/grp/ssrl/spear/epics/site/devIocStats/
https://observatorysciences.co.uk/assets/uploads/downloads/asynSSH_EPICS_Developers_Manual_V1-0.pdf

Questions?
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