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Help-me Gemini

Basics



Who am I ?

DevOps @ CCIN2P3

Pentester

COO @ DSecBypass but mostly Pentester / Dev

2015

2019

2022

Skipping before ...

Now !



What do I do ?
Offensive penetration tests on various perimeters

Web

Applications

Networks

Infrastructure

Developping Exaface, an EASM solution

Talks and training about security



Let’s start with the basics
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Who thinks they manage their passwords well?

Who uses a password manager? (e.g KeePass, BitWarden, ...)

Few reminders

At a minimum, comply with the ANSSI recommendations (12 chars, 1 upper, 1 digit, 1 special)

Generate your passwords 

1 website / 1 application = 1 password 

Use a password manager

Enable the MFA everywhere (or try password-less solutions like PassKey)

A very long password is better than a short and complex one (sometimes size
matters more than you think)

(not with your brain)
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Most
important
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Basics: Phishing
Works as always: based on trust and emergency

Update on new techniques !

More real than ever since it’s AI powered
Remember getting a call starting with keyboard sounds and
going “Hello ... hello ? I’m XXX from the energy department”

Essentially base on typo-squatting and confusion

Waiting for a package to be delivered ? “Are you at home ?”



Basics: Phishing
Update on new techniques !

Source: Norton
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Basics: Travelling
What places/locations do you consider to be risky?

Train / Bus / Plane

Hotel room

Conference room / convention

Restaurant / Cafe

Friend’s place

Don't be paranoid but be careful

Well ... All of them are, but not one the same level and not for the same reasons
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Did you get Internet access through Wi-Fi while coming to the S3 School ? 

Basics: Travelling

Do you trust the provider ?
e.g: Train station, restaurant, ...

Open / Free Wi-Fi is the exact
opposite of secure



Some good habits to adopt
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Lock your session

Privacy filter
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Computer encryption

Think !



Some good habits to adopt

Basics: Travelling

Lock your session

Privacy filter

VPN

Computer encryption

Think !

Don't show what you don't want people to see!
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Photos (Social medias or shares)

Videos

Publications (scientific or personnal)

Histories: browsing, chatbot ...

https://medium.com/@SelimEmreToy/finding-hidden-api-keys-passwords-with-just-one-google-search-01a185e05b27
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Basics: Cyber Hygiene

What is the purpose of public data about you? (for security)

What kind of data are we talking about ?

Photos (Social medias or shares)

Videos

Publications (scientific or personnal)

Histories: browsing, chatbot ...

Psychological analysis

Phishing and other variations

Impersonation

https://medium.com/@SelimEmreToy/finding-hidden-api-keys-passwords-with-just-one-google-search-01a185e05b27


Development



Making Developing a sandwich
What users see

The website
The application window
The terminal
...

The User Interface (UI) to summarize



What you (really) master

Source code
Features
Errors
What users see !

Making Developing a sandwich
What users see



What you (really) master

What you use and depend on

Frameworks
Libraries
Packages

Making Developing a sandwich
What users see



What supports your application
Operating system
The environment
The hardware

Making Developing a sandwich

What you (really) master

What you use and depend on

What users see



Assume that you will not be able to control everything

Good practices

Technologies are evolving very quickly

Software have short life-cycles (3m, 6m, ...)      impossible for you to follow

Quite hard to be an expert at everything (ui, code, infra, security, ...)



Good practices
Track the products/technologies you use

Look for deprecations and incompatilibilities

Keep an eye on security releases and their content !

Packages repositories can be more dangerous than insecure code
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What about the impact ? 
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Supply chain attack

What are the goals of the attackers ? Data theft, persistence, lateral
movement to compromise other systems

How does it start ? External libraries compromising, credential theft,
vulnerabilities, coding errors, social engineering

What about the impact ? Depends on the discovery time and the actions
taken. Sometimes irreversible ...

Did I miss the Why question ? 



Supply chain attack

https://about.gitlab.com/blog/gitlab-discovers-widespread-npm-supply-chain-attack/



News

https://socradar.io/blog/top-10-supply-chain-attacks-2025/

Supply chain attacks are the most used and most destructive attacks on
large-scale businesses as of now

Want more ?

Most of the time, combined with exploitation of vulnerabilities targeting
internet-facing assets



Extra: dependency confusion
Context: Summer 2020, Justin Gardner shares a Node.js code snippet found
on GitHub and belonging to Paypal

Want more ?

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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Extra: dependency confusion
Do you see the problem ? Alex Birsan does !

Want more ?

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610


Extra: dependency confusion

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610

Steps of the compromise: 

1 - Creation of a malicious package
2 - Execution of code on each installation via a "preinstall" script
3 - Exfiltrate data over DNS
4 - Repeat !!!
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Extra: dependency confusion

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610

Steps of the compromise: 

1 - Creation of a malicious package
2 - Execution of code on each installation via a "preinstall" script
3 - Exfiltrate data over DNS
4 - Repeat !!!

Happens all the time ! https://medium.com/@bakkar0x/how-i-discovered-a-
dependency-confusion-vulnerability-in-a-ruby-application-leading-to-
rce-9dd4c6b28127

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
https://medium.com/@bakkar0x/how-i-discovered-a-dependency-confusion-vulnerability-in-a-ruby-application-leading-to-rce-9dd4c6b28127
https://medium.com/@bakkar0x/how-i-discovered-a-dependency-confusion-vulnerability-in-a-ruby-application-leading-to-rce-9dd4c6b28127
https://medium.com/@bakkar0x/how-i-discovered-a-dependency-confusion-vulnerability-in-a-ruby-application-leading-to-rce-9dd4c6b28127


Good practices
Implement the security guidelines (if they exist...)

Provides a good start base when thinking about security

Help you pay attention to critical and weak points

If they does not exist for your programming language, seek for OWASP
guidelines

Can be generic or language / technology specific (both should be used)



Good practices
Never trust the users

The less possibilities you give to someone, the less vulnerabilities or
entry points you create

Users will always find a way to do something you don’t want



Test and audit your code

Good practices

The more you test and the more other people test your code or your
workflow, the less errors there will be

Auditing your code should not be an option or something you’ll do
only “if you have time”

Tools exists to do at least the minimum ! 

And many more https://owasp.org/www-community/Source_Code_Analysis_Tools

https://owasp.org/www-community/Source_Code_Analysis_Tools


Good practices
Doubt yourself (a little).

Is this dependency really necessary ? It is actively maintained ?

Should I re-code this ?

Did I think of most of the possibilities ?

I should probably ask someone else for some help (Human or AI ?)

One source might not be enough to go full blind



Good practices
Assume that you will not be able to control everything

Never trust the users

Track the products/technologies you use

Test and audit your code

Doubt yourself (a little).

Implement the security guidelines (if they exist...)
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Extra: Containers (docker)
Quick security tips and tricks

Docker can run in rootless mode

Be careful of mount bind

Enforce control of service exposure

Do not use priviledge mode and avoir playing with capabilities

Docker network can be complex but by default, all containers run use the same subnet

Do not use privileged mode and avoir playing with capabilities

Use light and hardened images

Update your images / applications

Pay extra attention on what you put in the definition file



AI Time !
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Poll

Have you ever used AI (LLM, Gen AI, ML) ?

How often do you use AI ?

What is AI for you ?

Does your use of AI is personal, professional or both ?
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Coding with AI

Coding assistant are now available almost everywhere
... at a cost

Really powerful when used correctly !



Coding with AI

https://gist.github.com/hopeseekr/f522e380e35745bd5bdc3269a9f0b132



Coding with AI
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COVID



Coding with AI

https://gist.github.com/hopeseekr/f522e380e35745bd5bdc3269a9f0b132

COVID

ChatGPT
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Coding with AI (LLM)

Sounds decent right ? Let’s have a look at the code



Coding with AI (LLM)



Coding with AI (LLM)

Input length and type constraints
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Coding with AI (LLM)

Input length and type constraints

Server-side validation

Hum, does not sounds as good as we thought right ?



Coding with AI (LLM)



Coding with AI (LLM)



Coding with AI (LLM)
What you asked is not what you get !



Coding with AI (LLM)
What you asked is not what you get !

Building a strong prompt is essential 
Doubting the result is primordial !



Coding with AI (LLM)

ChatBot even criticize his own work and
make you think you did this 

Fun fact



Coding with AI (LLM)
Does OWASP means anything to you ?



Coding with AI (LLM)
Does OWASP means anything to you ?

Open Worldwide Application Security Project



Coding with AI (LLM)

https://genai.owasp.org/llm-top-10/



How to securely / properly use it ?

Be careful of what you ask
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How to securely / properly use it ?

Be careful of what you ask

Coding with AI (LLM)

Be careful of what you share

Apply all security consideration as you would have done when taking a piece of code
/ information coming from an unknown source

Free or Paid plans are almost the same when talking about privacy

Don’t let it do all the work

think of it as a real assistant and not a slave





Thanks for your attention

jbu@dsecbypass.com


