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dCache - Inter-disciplinary storage system

Webinaire RI3 - Adrien Georget




dCache history | -. %CDNEPB

ﬂ opensource

Born in September 2000 at DESY, designed at first for HEP community
Open source project developed in Java

* DESY
* Leo Eckert

* Paul Millar*

* Svenja Meyer ﬁ

* Tigran Mkrtchyan |\§%=| 7 y ' i
* Lea Morschel i it - - I
* Marina Sahakyan —.-f-mﬁ“—.—.
R
* FermiLab b UL —— |
* Dmitry Litvintsev LSDMA:: | T | l_
+ Albert Rossi - @m .,
2
« NelC __Jeold
* Krishnaveni Chitrapu Cescame
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dCache deployments around the worid Ml | : COINEPS
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dCache goals

* Multiple parallel streams.
* High data rate.
* Large number of files.
* Analysis
 High CPU efficiency.
* Chaotic user access.
* Standard access protocols.

Sharing&Exchange
* Effective WAN access.

* Ingest .} O

 In-flight data protection. o B
* Federated Identity handling. w )
* Long-Term Archival QQ
*  High reliability. Interactive Analysis  Archive Import & Export

* Automatic technology migration.

dCache 4
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Key features W E= %CEINEPB

- Capable of managing petabytes of data

* Fault tolerance against server failures (HA)

* Support for commodity servers

* Easy scalability by adding new pool nodes

* Transparent data distribution and replication across multiple nodes

* Fine-grained authorization with POSIX file permissions and NFS-style ACLs
* Quality of Service (QoS) management

* HSM integration

* dualstack IPv4/v6

dCache




Core components

Doors

User Protocol-specific entry point
Pools

Handles data storage
PoolManager

Manages and configures pools,
handling data flow and pool selection

PnfsManager

Interface to the namespace
Admindoor

Administration interface

Databases
metadatas

space manhagement, quotas, pins,
billing, bulk

<&
%CEINEPB

NFS/pNFS  httpWebDAV  gridFTP

* 4+ 4+ %

Protocol and Authentication Engines

Virtual File-system Layer

B

Media Transfer Engine

and Pool ~
Management dCache
SSDs W W W W

Spinning Disks

Tape, Blue Ray ...

dCache
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and
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From tiny to huge

=

g {j ni of Oslo
I 7l

o
er Center

>
= i) Nordu Net

700 MHz ARM
512 MB Memory

/ 2 *lISB 2
— _ 100 MB Ethernet
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Requirements W ) == %CEINEF’B

Minimum System Requirements
For headnodes y q PostgreSQI_
PostgreSQL (metadatas, spacemanager DBs) « Hardware:
Apache Zookeeper Contemporary CPU

At least 1 GiB of RAM
At least 500 MIB free disk space

9 APACHE

& ZooKeeper’

For poolnodes

mounted FS (xfs, ...) " Software: % )
OpenJDK 11 Ea F ka

Postgres SQL Server 13.0 or later

ZooKeeper version 3.5 (embedded)

€

)

* Minimal dCache installation guide : —
https://github.com/dCache/dcache/blob/master/docs/TheBook/src/main/markdown/dcache-minimal-installation.md Java

dCache 4



https://github.com/dCache/dcache/blob/master/docs/TheBook/src/main/markdown/dcache-minimal-installation.md

dCache @CC-IN2P3 e Yy = “Nconera

In production since 2005 @CC-IN2P3 5
from 35TB to 65 PB

% » IN2P3 experience N2 P 3
T pE Puvsiove pes Particuies

IN2P3dCachesetup I Conclusions

for the Tier Il dCache workshop, June 2006
by Lionel Schwarz, IN2P3 * We are confident in using dCache in production but

aware of the amount of work in order to reach a
good level of administration

We feel that we would benefit from having the
sources...

We are ready to participate to any effort

1. Head node setup

Right now all head node services are located on a single machine which 1s a (V20Z bi-opteron 2GHz, 2GB RAM). There are plans
to separate the pnfs server and its DB to another host, same hardware. The backup is done once a day with pg_dump and saved to

our TSM backup system.

2. Pool Nodes °

We have 13 disk servers in dCache serving about 35TB. We use various disk configuration (direct attached disk/disk array) on (deve Iopm ent, tOOIS, docu mentatlo n.. .)

various hardware (Transtec bi-Xeon 4GB RAM/V40Z quad-pro 8GB RAM...). All nodes are installed under SL3. We plan to -

install nodes under SL4 and Solaris10 in the future. All nodes have 2 1Gb interface, 1 on the outside and | on the inside (workers b Sug geStlonS

and HPSS connection), so that GridFTP tratfic does not mix with migration/stage. _ Have a dCaChe admins malllng I|St

- Have a regular (once a year?) meeting with dCache
3. Installation :
developers and admins (and users?)
All installations/upgrades are done manually. We plan to use some automatic tools like yaim in the future. dCach ksh 30 A LS 2005
ache workshop — ug — 1 Sept 11

dCache




dCache @CC-IN2P3

3 instances
* LCG (Atlas / CMS / LCHDb)

- 43PB / 123M files

- 165 servers (Dell R740XD2, HPE Apollo 4200)
- weakly : 3PB imported, 5PB exported, 4PB read analysis *
- up to 300TB staged from tapes per day

* Rubin Observatory (LSST)

- 18PB / 258M files
- 65 servers
- 2500 images per night (20TB), +5PB per year

* EGEE (Dune, Belle2, Juno, Xenon, ...)

- 2.5PB / 36M files
- 13 servers

dCache



Authentication %CEINEPB

* dCache auth plugins : 4 n
- X509 (door | [ gPlazma

- voms
- kpwd

- htpasswd

~ Jaas (Authn | Map Account|Session
- oidc

\ 4

optional x509
optional voms
optional oidc
optional vorolemap

sufficient multimap gplazma.multimap.file=/etc/dcache/multi-mapfile.wlcg jwt
optional authzdb
session requisite authzdb

dCache
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Authentication i E= %CEINEPB

* VOMS -> OIDC

apeuTas edu

% User's Authorization in EDG 2.x
Brokered authN I

—_— h-gh frequency
low freguency host cert
\ (long "fg]
/ - Certificate

AuthN & Consent generation
. Online
e P

Y

OBIGTF ~ O

1
e —cr| update

life
(2 evaon—s (EBVORD)

registration

urf
“:1:';—;# w ife) |
th
ﬂéﬁﬂ (ahort ite) o B
authentication & authorization info : -J"fi 1"\
Overview of the Mew Security Model - n® 4 GAUth-"rDI DC XEDQNDMS

aware service aware service

dCache
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Multi protocols VW A== %CEINEPB

dCache access protocols
- GsiFFP

- HTTP/WebDAV

- XRootD

- NFSv4.1

dCache




Tape interface

Native to dCache
- dCache = disk cache on front of tape

- The essential part of the dCache design

- Transparent for the users

- Stage Protection

- Supports multiple HSM on a single instance
- Tape REST API

tape Support for the TAPE API (bulk) -
POST Jtape/archiveinfo Return the file locality information for a list of file paths. a
POST /tape/release/{id} RELEASE files associated with a STAGE request. ™
POST /tape/stage SubmitaSTAGE request. B
POST /tape/stage/{id}/cancel CancelaSTAGE request. o
/tape/stage/{id} Getthe statusinformation for an individual stage request ﬂ

‘ m /tape/stage/{id} Clearall resources pertaining to the given stage request id. a .

dCache




HEP : Single copy (tape or disk)
Cloud : 2 disk copy + 1 tape

"name ": "my - policy ",

]

states ": |

{

" duration ": " P10D ",
"'media ": 2x DISK

b

{
" duration ": " P1M ",

"media"; 1x DISK , 1x HSM
}
{

"media": 2x HSM

}

Double copy : 2 tapes on different media types

dCache




* Extended attributes for files/directories

Exposed via NFS, WebDAV, REST
Labels can be attached to a file
Query files by label using the REST API

extract
metadata

dCache




Monitoring

* dCache Web interface 66 o o
frontend o A

Tape 10/12/2019 5 06:01:37 unavailable -
a I a I m S e . public-file 10/12/2019 a 06:12:21 unavailable 173 Bytes
@ view
private-file 10/12/2019 8 06:12:21 unavailable 150 Bytes
R E S I I u I A P I DATA g Cethns backen: i 10/12/2019 & 06:14:21 unavailable -
B vown
SCRATCH 10/12/2019 & 06:14:21 unavailable i
o Share
Z#  Rename
@ Downoad

GO GetWebDAViink

* Billing log files o
* Billing database
* Kafka events

dCache




Monitoring . NE= R\ (EE\=E

namespace Files, directories and similar objects v

/namespace/{path} Find metadata and optionally directory contents.

/namespace/{path} Modify afile or directory.

‘m /namespace/{path} delete afile or directory o

/id/{pnfsid} Discover information about a file from the PNFS-ID.

/qos—-policy/stats Retrieve the current count of files in the namespace by policy and state.
/qos-policy/id/{id} Retrieve the QoSPolicy name and status for this file pnfsid.
/qos—-policy/path/{path} Retrieve the QoSPolicy name and status for this file path.
poolmanager Data placement and selection decisions v
/poolgroups/{group} Getinformation abouta poolgroup.
/poolgroups Get a list of poolgroups. Results sorted lexicographically by group name.
/poolgroups/{group}/pools Geta list of pools that are a member of a poolgroup. If no poolgroup is specified then all pools are listed. Results sorted lexicographically by pool name.
/poolgroups/{group}/usage Getusage metadata about a specific poolgroup.
/poolgroups/{group}/queues Getpool activity information about pools of a specific poolgroup.

/poolgroups/{group}/space Getspace information about pools of a specific poolgroup.
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* A message broker system allowing services to send and receive messages

load balancing and resilience

* Widely used in the IT industry and scales very well

pool_down

a]arms ° » Producer il

mngype trcmsfer

‘cellType": "poal’,
mec:nerteBundWldth : 9.751456E8 ,
'isP2p"; false ,

'isWrite": "write",

'protocolinfo”: {
‘protocol”; "NFS4",
‘port": 746,

"host": "192.168.163.49",
"versionMajor": 4,
‘versionMinorv: 1,

created send I
» Producer .

send;

topic : billing

Broker 2

‘ topic : billing i

B kafka.

Broker 1 | '4—.

AP#CHE&

-~ Spark

A
O ¢

=)

logstash




Transfers monitoring Kafka+Opensearch i B\ YREIN==E

LCG write LEGread LCG XRootD analysis LCG Pool2Pool
268,111 293.16TB  3.45GB 128,732 498.47TB 5.87GB 974,367 386.4TB 4,5GB 220,033 512.72TB
Events Write rate /s Events Read rate /s Events XRootD read size rate /s Events P2P volume
LCG write volume | VO LEG read volume [ VO LCG XRootD analysis LCG deletion
@ atas @ cms @ lheh @atlas @ cms @ lheh @ atlas @ cms @ lheb

330,086 318.7TB

Events Deletion Size
LCG hsm migration details

4

storagelnfo: Desc... ~ Count ~  migrationvolume ~
mctapeatlas@osm 23,759 18.9TB
Incb:lhcb@osm 2,244 56TB
datataperatias@osm 29 31.5GB
leg write size [ VO Icg read size | VO lcg xrd size [ VO 26,032 24.6TB
2728TB
For 22748 141978
<1
181918
] & 64T
.E, 9.0978 N g - y LBes
$ e 4 LCG hsm staging details
4 I 2 I
© ¥ agos § o 4
45518
I II I Il I II I 45578 IIII I I I IIII I I storagelnfo: Desc... ~ Count ~  staging volume v
45578
I I ' I I I | | I ® I I II I mctape:atlias@osm 12,905 93.4
21:00 00:00 06:00 08:00 00 15:00 2100 £0:00 06:00 00:00 12:00 500 - II
= B = B i = i Ihch:lhcb@asm 10,225 46.5T8
@ disk-dq @ Ihal ® me @ disk:cms@osm @ hpssdata:cms@osm @ disk-dq2:atlas@osm @ mctape:atias@osm @ disk:ems@osm ®
datatapezatias@osm 677 3778
® disk- disk-sc4:cms@osm @ tha @ disk- ® nhpssdata:cms@osm @ diskcdq:atias@osm @ Ihcbihcb@osm @ diskicms@osm
errorcode error table Top 10 DN 23,848 143.8TB
1400 4 " <1y
L200 error code ~ errormsg ~ L Count “ DN ~ Count &5
LCG hsm errors count
10,006 o connection from client after 30051 6,476 atlagrid 235,086
800 o
£ 10,027 rejected PUT: 507 UNKNOWN_RESPO 3,345 /DC=ch{DC=cern/OU=0rganic Units/OU=Users/CN=atlpilo2/CN=663 182,536
S e ) 1,775 1
10,006 Mo connection from client after 5sece 2,012 /DC=ch/DC=cern/QU=0rganic Units/OU=Users/CN=atlpilol/CN=614 175,402
o store - errors restore - errors
h 10,027 rejected PUT: 501 NOT_IMPLEMENTE 1,715 cmsgrid 173,970
200
’ l || l I ‘ | I I Il | \ 10,018 File not online. Staging not allowed. 696 /DC=ch/DC=cern/OU=0rganic Units/OU=Users/CN=chiw/CN=87859 124,940
..\.\L Modb oo Lo e bl ||l|ul||| ol bk Top 10 doors -
00:00 L2:00 1500 10,006 Request to [>PoolManager@dCachel 411 /DC=ch/DC=cern/OU=0rganic Units/OU=Users/CN=atulupov/CN=84 119,162
date per30 minutes &
10,027 rejected GET: 500 Server Error 333 /DC=ch/DC=cern/OU=Organic Units/OU=Users/CN=amaltaro/CN=71 106,699
® 10006 @1 666 @ 10,027 @ 10,018 10,004 @ 10022 Door ~ Count v
td-ccdeacli432Domail 252,206
Icg event by protocal LCGevent/ VO LCG Top 10 clients Aroctdrcedeacif=sbemain
o xrootd-cedeacli433Domain 220,865
50,000 b
xrootd-ccdeacli423Domain 219,495
I Host ~ Count v
) bdav-ccdeatli367D 206,349
= 2620:62:0:8420:0:0:0:132 11,193 webdav-cedeatlishbomain :
PR s
g 30000 I 3 J xrootd-cedeaclis2 1Domain 118,937
8 l I 2001:1458:d00:24:0:0:100:1b 11,031
0 4 0
: I bdav-ccdeatli406D 114,136
I - 2001:638:508:125: 1:Tcd:0:1 10222 webdavcedeatliapbbomain :
. webdav-cedeaclis37Domain 113,447
a 2001:660:5009:9:193:48:9%:6 10,175
N 21:00 0000 03:00 D600 04-00 1200 15:00




Monitoring Kafka+Opensearch multi sites

CCINZ2P3

Event per Instance (site) (0

g
=
=
H
LCG write
96,531 129.58TB
Events Write
LCG write volume [ VO
® atlas @ cms @ lheb
T0.6368

L5KB

LCG write size - stacked VO ()

72878

transfersize

]

.
) 18 00

@ ALICE @ ATLAS @ CMS @ LHCh

a0:00

1.53GB

rate [s

03:00

200,550

06:00

00:00

:uun( f
LCG read
72,509 131.85TB 1.55GB
Events Read rate /s
LCG read volume [VO
@ atlas @ cms @ lheh

LCG read size - stacked VIO ()

| |II| II
2 100

transfersize

1]

@ ALCE @ ATLAS @ CMS @ LHCh

acvdacne

00:00 0300 06:00 a9:00

0

890,05,
Tag,

LCG XRootD analysis

125.2TB

XRootD read size

337,558

Events
LCG XRootD analysis
® atlas

® s @ lheb

§74.19GB

LCG xrd size - stacked VO (1)

364TE

transfersize
b
5

18:00 21:00 00:00

@ ALICE @ ATLAS @ CMS @ LHCb

B
n “ll I ‘||I|I I| I || | |I‘
. | I
15:00

03

1.5GB

rate [s

06:00

LCG deletion
@ IN2P3-LAPP
® IPHC 230,827 48.8TB
@ IN2P3-CPPM Events Deletion Size
@ IN2P3-LPC Top 10 doors
"
Door ~ Count
doorsDomain 400,049
lapp-dccentraldl_doorsDo 196,089
lapp-dp3s03_doorsDomait 7
lapp-dpl0_doorsDomain &
lann-Anlf Amarefamain &
LCG Top 10 pools
+
Pool ~ Count
DP_06-ATLAS-1 305,908
DP_0DG-ATLAS-2 64,837
DP_37-ATLAS-2 6,530
Sbgpooll_201 6,509
DP_302-0THER-2 5,083
DP_09-ATLAS-1 6,048
DP_36-ATLAS-2 6,020
DP_37-ATLAS-1 5,879
DP_12-ATLAS-2 5,835
DP_12-ATLAS-1 5,759
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Global monitoring E %CEINEPB

Il
po o
o
a
%]
*
B

2
]
>

dCache servers #Disks Total space /data (Total) dCache space

4896 64.3r8

TVers Jsed space
1 54 5 5 48 6 PiB 500 18:00 20:00 2200 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 78.2%
* used == reserve free

dCache Throughput transfer dCache Throughput disk

6 GBls i

.JI

'I “L ’UW 1-rh WYL T ‘I MMHH L RIS RT = .10GB/ j ) WM _ PR LI (R AL
) d Wl | n |

-12GBls
16:00 1700 1800 19:00 20:00 2100 22:00 2300 00:00 0100 02:00 03:00 0400 0500 O06:00 0700 O08:00 0200 1000 7100 1200 1300 14:00 1500 16:00 17:00 18:00 1900 20:00 21:00 2200 2300 0000 O1OO 02:00 03:00 04:00 05:00 06:00 0700 08:00 08:00 10:00 71:00 1200 1300 14:00 15:00
lame s Max lame a5t M

I
\- W

iy w"*“ﬁﬁ‘m»kﬂf hwhﬂ*\h“*ﬂw " “‘.1’5 | WF '”"w““’\“”*‘* g

- axp 281GB/s 6.70GBfs -y 176 GB/s 68.3GBfs
= int 5.21GB/s 9.70GBfs -rx 15.0 GB/s
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Load monitoring it A

Load

cedeaclisa2in2pa.fr
cedeacliS33.in2pa.fr
cedeaclisa4.in2p3.fr

deacli5a7in2pa.fr
ccdeacli5a8.in2p3.fr
codeacli53g.in2p3.fr

cedeacliS40n2p3.fr
cedeaclis4l.in
cedeacli542.in
cedeaclisd.in
codeadliS5in
codeaclisaB.in2p3.fr
acli567in2p3.fr
cedeaclisaB.in2p3.fr
codeacli560.in2p3.fr
cedeachis?0.n2pa.fr

cede in2p3.fr
codeacki572in2p3.fr
codeatiia4l.in2pa.fr
cedeatli342in2p3.fr
cedeati343in2p3.fr
cedeatli344,in2p3.fr
cedeatliad5in2pa.fr
codeatli3dB.in2p3.fr
cedeatli367in2p3.fr
cedeatli408.in2p3.fr
cedeatlid07in2p3.fr
deatlid08.in2pa.fr
atlid09.in2p3.fr

cdcatid.in2p3.fr
cdcatid2in2p3dr
cedeatlia13.in2p3.fr

cedcatlia

cli533.in2p3.fr
cacli534.in2p3.fr
scdecacli535.in2p3.fr
scdcaclis36.inZp3.fr
ccdeacliS37.in2p3.fr
:cdcaclis38.in2p3.fr
cdcacli538.in2p3.fr [ |
cacii520.in2p3.fr [
acli541.in2p3.fr
cdeacli542inzpdfr JIE
cdcacli564.in2p3.fr
:cdcaclis6s.inzpdfr [
scdcacli566.in2p3.fr
cedeacliséZin2p3.fr |l
scdeacli568.in2p3.5r |l

cecdeatid4lin2pa.fr
cedcatii3az.in2pdsr ||l
ccdcatli343.in2p3.fr
cedeatli344.in2p3 fr
ccdcatli345.inZp3.fr
cedeatli346.in2p3.fr
ccdeatlid67in2pa.fr
codcatli406.in2p3.fr
cedeatli407in2p3.fr ]
cedcatli40g.in2p3.fr Il
ccdcatli409.in2p3.fr
cedcatlidi0inZpafr |
ccdcatli41.in2p3.fr
cedeatlian2.inzpafr [l
cedeatli413.inZ2p3.fr
cedeatlid14.in2p3.fr
cedeatli415.in2p3.fr
cedeatlid16.in2p3.fr
cedcatli417.in2p3.fr
ccdcatli418.in2p3.fr
cedcatli419.in2p3.fr
codcatia20.in2p3.fr
cedcatli421.in2p3.fr
ccdeatli457.in2p3.fr




Deployment y %CEINEPB

- dCache soft/conf with Ansible playbook

dcache poolinfo:
pool-lhcb-dst:

* ecosystem with Puppet (sys conf, grid, probes) poolgroup:
Poolstre,

BN e
dCache 10.2.10 (Debian package) 25.02.2025 29d0269388f04845b9c9bc1381f8d8C 522{:?2:

dCache 10.2.10 (rpm) 25.02.2025 deefbefaeb6c64bc40f0521e73e57aea 10.2.10 P"ﬁ;ig;ﬂgfﬁdatﬁ

dCache 10.2.10 (tgz) 25.02.2025 e2a338f70d7fofa75021bfc2e456ffff Egg{;‘?;‘:
# Doors iwf?;

« dCache on Kubernetes (Helm Chart) Cnebavr
https://github.com/dCache/dcache-helm doorname :

root:
tag:

$ helm install chimera bithami/postgresql
$ helm install cells bitnami/zookeeper
$ helm install billing bitnami/kafka

$ helm install -set image.tag=9.2.33 my-store dcache/dcache

dCache



https://github.com/dCache/dcache-helm

Testing

CCIN2P3

* dCache CI

https://github.com/dCache/dcache/blob/master/.gitlab-ci.ymi

testenv_pre test_infra

@ Prepare k8s environment & Deploy Kafka
@ Deploy Keycloak
& Deploy MinlO as Tape
& Deploy PostgreSQL

@ Deploy Zookeeper

test_deploy

@ Helm-Deploy Current dCache build

€@ Helm-Deploy Latest dCache Golden Relea...

\

Cl & Runners

P

User fronting dCache
\services

'f

dCache internal
services
L

kubernetes

External services used by

dCache

O

testing

@ Frontend test suite

@ Grid EL9 WN tests

© NFS4.x protocol compliance tests
Run CIDC test

SRM S2 test suite

gsi_xroot_tests

webdav_with_x509_tests

testenv_post

@ Clean k8s environment

@ Collect container logs




CCIN2P3

* dCache international workshop host by CC-IN2P3 in May 20-21
https://indico.desy.de/event/48191/

19th International dCache Workshop

May 20-21, 2025 Q
IN2P3 computing center

Europe/Berlin timezone

Overview
Accomodation

Transportation

Info & Support

51 workshop@dcache.org

The 19th International dCache workshop 2025 will be held in person from 2025-05-20 to 2025-05-21 and
hosted by IN2P3 in Lyon. As with earlier workshops, the dCache team is eager to maintain and
strengthen its relationship with dCache system administrators, experienced or novice. Contributions to

the workshop will focus on presenting mechanisms helping sysadmins run secure and fault-tolerant
dCache systems.

dCache



https://indico.desy.de/event/48191/
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* More info: https://dcache.org
 Steal and contribute: https://github.com/dCache/dcache
» Help and support: supportpdcache.org, user-forumddcache.org

» Developers: devdcache.org

dCache



https://dcache.org/
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