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Public key protocols like RSA, Elliptic Curve… 
used computational problems that are hard to solve

How to transfer data safely?

Embassy

Foreign 
Ministry 
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How to transfer data safely?

But they can be hacked with quantum computers!

Embassy

Foreign 
Ministry 

Public key protocols like RSA, Elliptic Curve… 
used computational problems that are hard to solve
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<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

Qubit

Programming on a quantum computer



 

 

16 février 2021Commissariat à l’énergie atomique et aux énergies alternatives Auteur

 
5

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

Integer Quantum encoding
<latexit sha1_base64="csz1JUpOYKde5HBKpDCsxGEbK/w="></latexit>

x = 22.i+ 21.j + 20.k ! |xi = |ijki
<latexit sha1_base64="YlqhujQvKeAzKqZY+zeZrlEIi8A="></latexit>

0 ! |0i = |000i
<latexit sha1_base64="2GhLXa/uolefK01IOsTRPTEd4TQ="></latexit>

1 ! |1i = |001i

<latexit sha1_base64="BLJCn/stXXke2Ya3zfW1PCATTPU="></latexit>

7 ! |7i = |111i

Programming on a quantum computer
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<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

Integer Quantum encoding
<latexit sha1_base64="csz1JUpOYKde5HBKpDCsxGEbK/w="></latexit>

x = 22.i+ 21.j + 20.k ! |xi = |ijki
<latexit sha1_base64="YlqhujQvKeAzKqZY+zeZrlEIi8A="></latexit>

0 ! |0i = |000i
<latexit sha1_base64="2GhLXa/uolefK01IOsTRPTEd4TQ="></latexit>

1 ! |1i = |001i

<latexit sha1_base64="BLJCn/stXXke2Ya3zfW1PCATTPU="></latexit>

7 ! |7i = |111i

X

H

NOT

Controlled-NOT

|0i !
<latexit sha1_base64="8jw/KMUYHLpsA61ETS31PnG+2V4="></latexit><latexit sha1_base64="8jw/KMUYHLpsA61ETS31PnG+2V4="></latexit><latexit sha1_base64="8jw/KMUYHLpsA61ETS31PnG+2V4="></latexit><latexit sha1_base64="8jw/KMUYHLpsA61ETS31PnG+2V4="></latexit>

<latexit sha1_base64="ujDXQLTVSrdgKv4I0Be7tr/J6sY="></latexit>

|1i !

<latexit sha1_base64="6rKaJgVtq0d3y7kwoMwSpdVoZaI="></latexit>

1p
2
(|0i+ |1i)

<latexit sha1_base64="faYlpxfkQhSVS7pTeIynB2bhvJw="></latexit>

1p
2
(|0i � |1i)

Programming on a quantum computer
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Superposition principleHH

H

H

|0i
<latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit>

|0i
<latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit>

<latexit sha1_base64="cwU380b8qoJpaKn7xvLbY/QNDZc="></latexit>

(|0i+ |1i)(|0i+ |1i)(|0i+ |1i)
<latexit sha1_base64="CaWBRMrgKaZNgHQirxMqCEqPX+c="></latexit>

/|000i+ |001i+ |010i+ |011i
+|100i+ |101i+ |110i+ |111i

<latexit sha1_base64="FM4Q3aAEm2f8D3Jc4svKrIJNfWE="></latexit>

/
7X

x=0

|xi

|0i
<latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit>

Programming on a quantum computer
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Superposition principleHH

H

H

|0i
<latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit>

|0i
<latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit>

<latexit sha1_base64="cwU380b8qoJpaKn7xvLbY/QNDZc="></latexit>

(|0i+ |1i)(|0i+ |1i)(|0i+ |1i)
<latexit sha1_base64="CaWBRMrgKaZNgHQirxMqCEqPX+c="></latexit>

/|000i+ |001i+ |010i+ |011i
+|100i+ |101i+ |110i+ |111i

<latexit sha1_base64="FM4Q3aAEm2f8D3Jc4svKrIJNfWE="></latexit>

/
7X

x=0

|xi

|0i
<latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit>

f(x) is obtained  from a single computation∀x

f(x) : |xi ! |xi|gxi
<latexit sha1_base64="33A6A1RgRukBukyd6cGokuzRDe0="></latexit><latexit sha1_base64="33A6A1RgRukBukyd6cGokuzRDe0="></latexit><latexit sha1_base64="33A6A1RgRukBukyd6cGokuzRDe0="></latexit><latexit sha1_base64="33A6A1RgRukBukyd6cGokuzRDe0="></latexit>

<latexit sha1_base64="TKzRGi3y6ExGk3S+xdlcvvVBCYI="></latexit>⇥g
<latexit sha1_base64="iTE9js80/oKR1iHLVJYHlIHsQXc="></latexit>

⇥g2|0i
<latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit>

|0i
<latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit><latexit sha1_base64="IHxqaTqiHjFw2im7q53UGz9Pm1I="></latexit>

<latexit sha1_base64="2OtkqVQoTp8yb1qG+pleGm1E/qc="></latexit>

⇥g4

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="NF8mdQR6NM8zi0ZH0zInFSWduIU="></latexit>

gx = g
P

i 2
ixi = ⇧i[g

2i ]xi

<latexit sha1_base64="L7KEtLdJn4NHnjOxYKrxLZa/OvI="></latexit>

1p
8

7X

x=0

|xi|f(x)i

Programming on a quantum computer
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Discrete Fourier Transform x0, . . . , xN�1
<latexit sha1_base64="L98G50U95KXsIc/pXef7iy6LKfM="></latexit><latexit sha1_base64="L98G50U95KXsIc/pXef7iy6LKfM="></latexit><latexit sha1_base64="L98G50U95KXsIc/pXef7iy6LKfM="></latexit><latexit sha1_base64="L98G50U95KXsIc/pXef7iy6LKfM="></latexit>

y0, . . . , yN�1
<latexit sha1_base64="Y6p8O/S+CWEFzFe91tqiHcQXi5c="></latexit><latexit sha1_base64="Y6p8O/S+CWEFzFe91tqiHcQXi5c="></latexit><latexit sha1_base64="Y6p8O/S+CWEFzFe91tqiHcQXi5c="></latexit><latexit sha1_base64="Y6p8O/S+CWEFzFe91tqiHcQXi5c="></latexit>

with

Quantum Fourier Transform
N�1X

j=0

xj |ji
<latexit sha1_base64="0CnPZF0j9iuJt2PDVmabNOibTOA="></latexit><latexit sha1_base64="0CnPZF0j9iuJt2PDVmabNOibTOA="></latexit><latexit sha1_base64="0CnPZF0j9iuJt2PDVmabNOibTOA="></latexit><latexit sha1_base64="0CnPZF0j9iuJt2PDVmabNOibTOA="></latexit>

N�1X

k=0

yk|ki
<latexit sha1_base64="C6yKBvqDA2BbdIg18/HIwZYSE2Y="></latexit><latexit sha1_base64="C6yKBvqDA2BbdIg18/HIwZYSE2Y="></latexit><latexit sha1_base64="C6yKBvqDA2BbdIg18/HIwZYSE2Y="></latexit><latexit sha1_base64="C6yKBvqDA2BbdIg18/HIwZYSE2Y="></latexit>

1p
M

M�1X

x=0

|xi|f(x)i
<latexit sha1_base64="axs0dbJ8itwyU0wSRSa7KpExvvk="></latexit><latexit sha1_base64="axs0dbJ8itwyU0wSRSa7KpExvvk="></latexit><latexit sha1_base64="axs0dbJ8itwyU0wSRSa7KpExvvk="></latexit><latexit sha1_base64="axs0dbJ8itwyU0wSRSa7KpExvvk="></latexit> Fourier transform register 1

⇠<latexit sha1_base64="SZFSj6tpsmA3SAjczO6j3m3iN/0="></latexit><latexit sha1_base64="SZFSj6tpsmA3SAjczO6j3m3iN/0="></latexit><latexit sha1_base64="SZFSj6tpsmA3SAjczO6j3m3iN/0="></latexit><latexit sha1_base64="SZFSj6tpsmA3SAjczO6j3m3iN/0="></latexit>

r
<latexit sha1_base64="NQLme2DjYhpxjzVmYR57QeHGz7Y="></latexit><latexit sha1_base64="NQLme2DjYhpxjzVmYR57QeHGz7Y="></latexit><latexit sha1_base64="NQLme2DjYhpxjzVmYR57QeHGz7Y="></latexit><latexit sha1_base64="NQLme2DjYhpxjzVmYR57QeHGz7Y="></latexit>Extract

Find the period     ofr
<latexit sha1_base64="NQLme2DjYhpxjzVmYR57QeHGz7Y="></latexit><latexit sha1_base64="NQLme2DjYhpxjzVmYR57QeHGz7Y="></latexit><latexit sha1_base64="NQLme2DjYhpxjzVmYR57QeHGz7Y="></latexit><latexit sha1_base64="NQLme2DjYhpxjzVmYR57QeHGz7Y="></latexit> f(x)

<latexit sha1_base64="WXGLFgYhcn7uwDFZnhTpniap+X8="></latexit><latexit sha1_base64="WXGLFgYhcn7uwDFZnhTpniap+X8="></latexit><latexit sha1_base64="WXGLFgYhcn7uwDFZnhTpniap+X8="></latexit><latexit sha1_base64="WXGLFgYhcn7uwDFZnhTpniap+X8="></latexit>

<̀latexit sha1_base64="u5yCA/CE7iBEQdAbhMLKutSz7DI="></latexit><latexit sha1_base64="u5yCA/CE7iBEQdAbhMLKutSz7DI="></latexit><latexit sha1_base64="u5yCA/CE7iBEQdAbhMLKutSz7DI="></latexit><latexit sha1_base64="u5yCA/CE7iBEQdAbhMLKutSz7DI="></latexit>

Mesure register 1

 such that is an integer

<latexit sha1_base64="PY4aPeLsfnRJRE+U+d6YkWw0HTY="></latexit>

yk =
1p
N

N�1X

j=0

xje
2i⇡jk/N

from the result

<latexit sha1_base64="6Cec79QWNdkm6k/WyYBWk7lZtCI="></latexit>

=
1

M

M�1X

x=0

M�1X

`=0

e2i⇡`x/M |`i|f(x)i
<latexit sha1_base64="gBZAAPWWJJnQGNQIyg/xGunAnjY="></latexit>

=
1

M

r�1X

x0=0

M/r�1X

k=0

M�1X

`=0

e2i⇡`(x0+kr)/M |`i|f(x0)i
<latexit sha1_base64="oqyXSj/JXdwb7/HW68f+x+mAMM4="></latexit>

/ |
M/r�1X

k=0

e2⇡i`kr/M |2
<latexit sha1_base64="s3Jp+H8nAQ+cHeJhXu8+PnjIqNw="></latexit>

`r/M

Programming on a quantum computer
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QFT

HH

H

H
<latexit sha1_base64="+7D7Mu62lHioU+WGKd690JFQNMs="></latexit>

�2
<latexit sha1_base64="azH5ZswPjZHT/8aDgPqlwu8wnvI="></latexit>

�3

<latexit sha1_base64="+7D7Mu62lHioU+WGKd690JFQNMs="></latexit>

�2

<latexit sha1_base64="kfKUQmktXfxUfrbFTMEmaARic0w="></latexit>

|ki
<latexit sha1_base64="cALl3zVuMBy7NUTNih68oYtLQ44="></latexit>

|ji
<latexit sha1_base64="xIuql0mucx4cdqvvdKiQGrNWSUc="></latexit>

|ii

<latexit sha1_base64="o7IxKF+bATOUKqTPyIrGNFrMHBw="></latexit>

�`
<latexit sha1_base64="iEjiv6k14fMhEbGV93sQ7nA/RQA="></latexit>

e2i⇡/2
`

|1i
<latexit sha1_base64="ejDA8N3zI/KkG/bhafbP5+yDjjI="></latexit>

|1i !

<latexit sha1_base64="MBIup1ogovknG/7CwlKcoQmgSRY="></latexit>

|0i ! |0i

Quantum circuit

Phase gate

<latexit sha1_base64="hW3Y02ZOlCiqwmdiGjAYYsWY5e0="></latexit>

|ijki ! 1p
8

�
|0i+ e2i⇡k/2|1i

��
|0i+ e2i⇡(j/2+k/4)|1i

��
|0i+ e2i⇡(i/2+j/4+k/8|1i

�

N�1X

j=0

xj |ji
<latexit sha1_base64="0CnPZF0j9iuJt2PDVmabNOibTOA="></latexit><latexit sha1_base64="0CnPZF0j9iuJt2PDVmabNOibTOA="></latexit><latexit sha1_base64="0CnPZF0j9iuJt2PDVmabNOibTOA="></latexit><latexit sha1_base64="0CnPZF0j9iuJt2PDVmabNOibTOA="></latexit>

N�1X

k=0

yk|ki
<latexit sha1_base64="C6yKBvqDA2BbdIg18/HIwZYSE2Y="></latexit><latexit sha1_base64="C6yKBvqDA2BbdIg18/HIwZYSE2Y="></latexit><latexit sha1_base64="C6yKBvqDA2BbdIg18/HIwZYSE2Y="></latexit><latexit sha1_base64="C6yKBvqDA2BbdIg18/HIwZYSE2Y="></latexit>

avec
<latexit sha1_base64="PY4aPeLsfnRJRE+U+d6YkWw0HTY="></latexit>

yk =
1p
N

N�1X

j=0

xje
2i⇡jk/N
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HH
HH

<latexit sha1_base64="iTE9js80/oKR1iHLVJYHlIHsQXc="></latexit>

⇥g2
<latexit sha1_base64="TKzRGi3y6ExGk3S+xdlcvvVBCYI="></latexit>⇥g

<latexit sha1_base64="TK5ciT8Oau1XHDN0rUgUZbyJmkk="></latexit>

|0i0
<latexit sha1_base64="mc9O79h9adfeEgeHVO0RTRGXCgE="></latexit>

|0i1

<latexit sha1_base64="A1sE1VQ+m9MMyUnIVhWQkG8OGx8="></latexit>

|0ine�1

<latexit sha1_base64="pMvQDBeWCqz4CdysiKe0gK2u1Go="></latexit>

|1i0
<latexit sha1_base64="mc9O79h9adfeEgeHVO0RTRGXCgE="></latexit>

|0i1

<latexit sha1_base64="/4UP0x5cm3lHLbBN5yUAmxZ5cx4="></latexit>

|0in�1

<latexit sha1_base64="LSNHhaj7Bzs8GM1xGeDd5W4M7bs="></latexit>

⇥g2
ne�1

H
<latexit sha1_base64="JpdrTS3EwbpaJH/jamWsMhJj7GE="></latexit>

�ne�1

<latexit sha1_base64="+tBbAzwIsTJaPrNl3njyia3qVS8="></latexit>

�neH

<latexit sha1_base64="Llaoc8MwU3x7jkdpLGILr4ani+E="></latexit>

�2H

H

pour obtenir la forme :

H • · · · • · · · //

„2 · · · H • · · · • //

· · · „2 · · · H • //

· · · „N · · · „N≠1 „2 H //

Et en réordonnant les opérations n’agissant pas sur les mêles qubits, on obtient finalement :

H • • · · · • · · · //

„2 H • · · · • · · · //

„3 „2 H · · · · · · • //

· · · „N „N≠1 · · · „2 H //

On obtient l’arrangement de l’article [9].
L’intérêt de ce réarrangement apparaît quand on mesure les qubits directement après la

transformée de Fourier. Comme il n’y a pas d’opération entre les contrôles et la mesure, on peut
e�ectuer la mesure directement après la porte de Hadamard et le déphasage contrôlé se fait avec
une porte à un qubit contrôlée classiquement. On obtient le schéma :

H • • · · · • · · · +3

„2 H • · · · • · · · +3

„3 „2 H · · · · · · • +3

· · · „N „N≠1 · · · „2 H

Remarquez qu’on peut combiner toutes les portes contrôlées de phase en une seule et obtenir
le schéma :

H • • · · · • +3

„ H • · · · • +3

„ H · · · • +3

· · · „ H

Où la porte „ est un déphasage dont la phase dépendant de tous les bits (classiques) de
contrôle. Ainsi avec cette astuce, et dans le cas particulier où on e�ectue la mesure directement
après la transformée de Fourier, il est possible de se limiter à un Hadamard et une porte de phase
pour chaque qubit.
Remarque. Il faudrait voir s’il est possible de paralléliser la version semi-classique (voir [3]).

5

pour obtenir la forme :

H • · · · • · · · //

„2 · · · H • · · · • //

· · · „2 · · · H • //

· · · „N · · · „N≠1 „2 H //

Et en réordonnant les opérations n’agissant pas sur les mêles qubits, on obtient finalement :

H • • · · · • · · · //

„2 H • · · · • · · · //

„3 „2 H · · · · · · • //

· · · „N „N≠1 · · · „2 H //

On obtient l’arrangement de l’article [9].
L’intérêt de ce réarrangement apparaît quand on mesure les qubits directement après la

transformée de Fourier. Comme il n’y a pas d’opération entre les contrôles et la mesure, on peut
e�ectuer la mesure directement après la porte de Hadamard et le déphasage contrôlé se fait avec
une porte à un qubit contrôlée classiquement. On obtient le schéma :

H • • · · · • · · · +3

„2 H • · · · • · · · +3

„3 „2 H · · · · · · • +3

· · · „N „N≠1 · · · „2 H

Remarquez qu’on peut combiner toutes les portes contrôlées de phase en une seule et obtenir
le schéma :

H • • · · · • +3

„ H • · · · • +3

„ H · · · • +3

· · · „ H

Où la porte „ est un déphasage dont la phase dépendant de tous les bits (classiques) de
contrôle. Ainsi avec cette astuce, et dans le cas particulier où on e�ectue la mesure directement
après la transformée de Fourier, il est possible de se limiter à un Hadamard et une porte de phase
pour chaque qubit.
Remarque. Il faudrait voir s’il est possible de paralléliser la version semi-classique (voir [3]).

5

pour obtenir la forme :

H • · · · • · · · //

„2 · · · H • · · · • //

· · · „2 · · · H • //

· · · „N · · · „N≠1 „2 H //

Et en réordonnant les opérations n’agissant pas sur les mêles qubits, on obtient finalement :

H • • · · · • · · · //

„2 H • · · · • · · · //

„3 „2 H · · · · · · • //

· · · „N „N≠1 · · · „2 H //

On obtient l’arrangement de l’article [9].
L’intérêt de ce réarrangement apparaît quand on mesure les qubits directement après la

transformée de Fourier. Comme il n’y a pas d’opération entre les contrôles et la mesure, on peut
e�ectuer la mesure directement après la porte de Hadamard et le déphasage contrôlé se fait avec
une porte à un qubit contrôlée classiquement. On obtient le schéma :

H • • · · · • · · · +3

„2 H • · · · • · · · +3

„3 „2 H · · · · · · • +3

· · · „N „N≠1 · · · „2 H

Remarquez qu’on peut combiner toutes les portes contrôlées de phase en une seule et obtenir
le schéma :

H • • · · · • +3

„ H • · · · • +3

„ H · · · • +3

· · · „ H

Où la porte „ est un déphasage dont la phase dépendant de tous les bits (classiques) de
contrôle. Ainsi avec cette astuce, et dans le cas particulier où on e�ectue la mesure directement
après la transformée de Fourier, il est possible de se limiter à un Hadamard et une porte de phase
pour chaque qubit.
Remarque. Il faudrait voir s’il est possible de paralléliser la version semi-classique (voir [3]).

5

n additions n gates Complexity ~  nen2

Programming on a quantum computer : Period of an exponentiation
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Shor algorithm

Problem : Given the product of two prime integers N=p x q, find p et q 

Step 1 : Choose an integer g

Step 2 : Compute the period r  of

Step 3 : gcd (gr/2-1,N) is one of the desired prime number

Problem : modular exponentiation
f(x) : x ! gx mod N

<latexit sha1_base64="T+KBOl7+q4VgbylclspdbMPDRlc="></latexit><latexit sha1_base64="T+KBOl7+q4VgbylclspdbMPDRlc="></latexit><latexit sha1_base64="T+KBOl7+q4VgbylclspdbMPDRlc="></latexit><latexit sha1_base64="T+KBOl7+q4VgbylclspdbMPDRlc="></latexit>

f(x) : x ! gx mod N
<latexit sha1_base64="T+KBOl7+q4VgbylclspdbMPDRlc="></latexit><latexit sha1_base64="T+KBOl7+q4VgbylclspdbMPDRlc="></latexit><latexit sha1_base64="T+KBOl7+q4VgbylclspdbMPDRlc="></latexit><latexit sha1_base64="T+KBOl7+q4VgbylclspdbMPDRlc="></latexit>i.e. find the smallest r such that

<latexit sha1_base64="+mEborP53lJZMA9et2kqKubPC0A="></latexit>

gr ⌘ 1 mod N
<latexit sha1_base64="PHiS05/LtUgGXO7b78Tti2vpsmI="></latexit>

(gr/2 � 1)(gr/2 + 1) ⌘ 0 mod N
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Problem : Given the product of two prime integers N=p x q, find p et q 

Classical : no polynomial algorithme  

O

⇣
(logN)3

⌘

<latexit sha1_base64="5daxjnqHRnKEBt3d2baQh+z7lbQ="></latexit><latexit sha1_base64="5daxjnqHRnKEBt3d2baQh+z7lbQ="></latexit><latexit sha1_base64="5daxjnqHRnKEBt3d2baQh+z7lbQ="></latexit><latexit sha1_base64="5daxjnqHRnKEBt3d2baQh+z7lbQ="></latexit>

O

⇣
(logN)k

⌘

<latexit sha1_base64="uEbmD9RAV5cfinvz5vqU3Pu/nwc="></latexit><latexit sha1_base64="uEbmD9RAV5cfinvz5vqU3Pu/nwc="></latexit><latexit sha1_base64="uEbmD9RAV5cfinvz5vqU3Pu/nwc="></latexit><latexit sha1_base64="uEbmD9RAV5cfinvz5vqU3Pu/nwc="></latexit>

Quantum : can be solved  

Shor is an algorithm with a exponential quantum advantage
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<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

Error correction : stabilizer codes
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<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

Error correction : stabilizer codes

<latexit sha1_base64="IHY45y+yHRJNhJhql2GHgoHExrs="></latexit>

{Si}             is a set of independent commuting  
Pauli operators

<latexit sha1_base64="jRP5HiVOFCTfD1oWGJOQpHfoAWA="></latexit>

{| i| 8i Si| i = | i}
Logical states are in the subspace
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<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

Error correction : stabilizer codes

<latexit sha1_base64="UhQtEFZ2m/s0v6s6DeJAYTOIUwU="></latexit>

S1

<latexit sha1_base64="MjqsBkKKdygG2BAkmko45jN4H8E="></latexit>

S2
<latexit sha1_base64="H90SZquAQqj1yxjdcwYPEg/lgyk="></latexit>

S3
<latexit sha1_base64="bECe/4RY723wc2eGSMt7O5QCVHs="></latexit>

S4

<latexit sha1_base64="oJf/Ppjvi1NScMGAIFBvBzq5LsM="></latexit>

S5

<latexit sha1_base64="tNe1Glb6VjWPY6Qm3bSG68ZK1Gk="></latexit>

S6
<latexit sha1_base64="iY3ziGHHeKCxiTrFvAgbtHsQAac="></latexit>

S7

<latexit sha1_base64="QnaNSo8PE9QD3PQ1tdhgsGdBXSE="></latexit>

S8

<latexit sha1_base64="IHY45y+yHRJNhJhql2GHgoHExrs="></latexit>

{Si}             is a set of independent commuting  
Pauli operators

<latexit sha1_base64="jRP5HiVOFCTfD1oWGJOQpHfoAWA="></latexit>

{| i| 8i Si| i = | i}
Logical states are in the subspace

<latexit sha1_base64="0v5aCBJj/PuC5MKwXqBD6Y3OQy8="></latexit>

Si = Z...Z for even i

<latexit sha1_base64="zdlJFoAnq3iWejC7/cla/c0tjhA="></latexit>

Si = X...X for odd i
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<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

Error correction : stabilizer codes

<latexit sha1_base64="UhQtEFZ2m/s0v6s6DeJAYTOIUwU="></latexit>

S1

<latexit sha1_base64="MjqsBkKKdygG2BAkmko45jN4H8E="></latexit>

S2
<latexit sha1_base64="H90SZquAQqj1yxjdcwYPEg/lgyk="></latexit>

S3
<latexit sha1_base64="bECe/4RY723wc2eGSMt7O5QCVHs="></latexit>

S4

<latexit sha1_base64="oJf/Ppjvi1NScMGAIFBvBzq5LsM="></latexit>

S5

<latexit sha1_base64="tNe1Glb6VjWPY6Qm3bSG68ZK1Gk="></latexit>

S6
<latexit sha1_base64="iY3ziGHHeKCxiTrFvAgbtHsQAac="></latexit>

S7

<latexit sha1_base64="QnaNSo8PE9QD3PQ1tdhgsGdBXSE="></latexit>

S8

<latexit sha1_base64="IHY45y+yHRJNhJhql2GHgoHExrs="></latexit>

{Si}             is a set of independent commuting  
Pauli operators

<latexit sha1_base64="jRP5HiVOFCTfD1oWGJOQpHfoAWA="></latexit>

{| i| 8i Si| i = | i}
Logical states are in the subspace

<latexit sha1_base64="0v5aCBJj/PuC5MKwXqBD6Y3OQy8="></latexit>

Si = Z...Z for even i

<latexit sha1_base64="zdlJFoAnq3iWejC7/cla/c0tjhA="></latexit>

Si = X...X for odd i

<latexit sha1_base64="RhRFFt4ZFfKyMGEQZpnLHgow5dc="></latexit>

X

<latexit sha1_base64="YhFNBC2f8qoU2mR5gh28K/i5Hb4="></latexit>�1
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<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i
<latexit sha1_base64="Q5sG/I+yP1bFdke1+QPzpj3LoxY="></latexit>

|0i

<latexit sha1_base64="QwMfBIQXN1tCTw8X4FGgnRiUEc4="></latexit>

|1i

Error correction : stabilizer codes

<latexit sha1_base64="UhQtEFZ2m/s0v6s6DeJAYTOIUwU="></latexit>

S1

<latexit sha1_base64="MjqsBkKKdygG2BAkmko45jN4H8E="></latexit>

S2
<latexit sha1_base64="H90SZquAQqj1yxjdcwYPEg/lgyk="></latexit>

S3
<latexit sha1_base64="bECe/4RY723wc2eGSMt7O5QCVHs="></latexit>

S4

<latexit sha1_base64="oJf/Ppjvi1NScMGAIFBvBzq5LsM="></latexit>

S5

<latexit sha1_base64="tNe1Glb6VjWPY6Qm3bSG68ZK1Gk="></latexit>

S6
<latexit sha1_base64="iY3ziGHHeKCxiTrFvAgbtHsQAac="></latexit>

S7

<latexit sha1_base64="QnaNSo8PE9QD3PQ1tdhgsGdBXSE="></latexit>

S8

The code performance depends on  
1-the choice of stabilizers  
2-the implementation of these stabilizers  
3-the decoder
Many decoders for stabilizer codes based on  
Tensor networks contraction, Neural networks, 
Lookup tables, Simulated annealing,  
Cellular automation, Renormalization group,  
Belief propagation, Reinforcement learning,  
Ising model, combinatorial optimization  
solvers….
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What kind of quantum computers is actually a threat?

Factoring 2048-RSA integers takes 13436 qubits and a multimode memory
E. Gouzien and N. Sangouard Phys. Rev. Lett. 127, 140503 (2021)

Computing 256-bit elliptic curve logarithm with 126133 cat qubits and a repetition code
E. Gouzien, D. Ruiz, F.-M. Le Régent, J. Guillaud and N. Sangouard Phys. Rev. Lett. 131, 046002 (2023)

Factoring 2048-RSA integers with 20 000 000 superconducting qubits and a surface code 
C. Gidney and M. Ekera, Quantum 5, 433 (2021)
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IBM quantum development roadmap 

27  
qubits

65  
qubits

127  
qubits

433  
qubits

1121  
qubits

4k - 1M+  
qubits

2019 2020 2021 2022 2023 2024 2025 2026+

https://research.ibm.com/blog/quantum-development-roadmap 
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Prepare now against the quantum computer threat!

Post-quantum algorithms

Lattice-based or  
code based algorithm 

Believed to be secure 
against known quantum 
attacks

Quantum key distribution
Information theoretic 
security
Recommended for  
high-value information  
requiring long term  
confidentiality
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 Alice 

 0101110100…

                                 Bob 
      

               0101110100…Eve 

Goal : share a random private key
key + one time pad = provable security
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Quantum principle : Pauli measurements on a two-qubit maximally entangled state  
yield  identical outcomes that are fundamentally unpredictable to any third party.  

a random private key 23

A.K. Eckert, Phys. Rev. Lett. 67, 661 (1991)
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Bi = {0, 1}

                                 Bob 
      

              
How can we check that the proper measurements operates on an appropriate 
entangled state?

Winning condition: 
<latexit sha1_base64="n2j+bPEuk0biAFL0iVpV26QqeOk="></latexit>

Ai �Bi = Xi.Yi
Best classical strategy : 75% winning probability 
Best quantum strategy : ~85% winning probability
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} quantum advantage
State is closed to the singlet
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Xi = {0, 1}                              Alice 

CHSH rigidity : the Tsirelson bound (~85%) can only be obtained with a two qubit 
maximally entangled state (defined up to local isometries) 

Play a non-local game!
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Setup and its characterization
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88Sr+ ion
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Heralding station

Heralding signals

Key generation rounds: Settings (Xi, Yi) = (0, 2) 
maximise output correlations.

Classical 
network 
link

Bell test rounds: Settings Xi, Yi ∈ {0, 1} chosen 
randomly; maximise CHSH inequality violation.

postprocessing
Classical

Entanglement ready

OutputInput

Alice
Bob

AX

BY

Alice

Bob

Quantum link 
(single-mode fibre)

Single-photon 
detectors

a b

Fig. 1: DIQKD with trapped ions. a, Alice and Bob each operate independent ion-trap nodes, here separated by about
2m, where one 88Sr+ qubit is confined in a vacuum chamber. To establish entanglement the ions are simultaneously excited to
an electronic state which spontaneously decays, during which a single photon each is emitted whose polarisation is entangled
with the ion’s internal state. These photons are collected into optical fibres using free-space optics and sent to a central station,
where a probabilistic Bell-basis measurement is performed. This projects the ions into a maximally entangled state, heralded by
the coincident detection of a pair of photons. On success, the ions are each transported to a di↵erent location in the trap to
disconnect the photonic link such that local projective measurements can be applied without either the measurement basis
settings Xi, Yi or the outcomes Ai, Bi 2 {0, 1} leaking into the environment. The state is then reset and the link reconnected,
and the process is repeated for a large number of rounds. b, In the device-independent security proof, no assumptions are made
about the internal workings of the quantum devices; they are modelled as “black boxes” with classical inputs and outputs. By
randomly alternating between measurement settings realising a Bell test and settings which lead to highly correlated outputs,
the output bit strings can be certified to originate from appropriate measurements on a quantum state that is close to being
maximally entangled, ensuring secrecy.

reach.

Here we report the first experimental demonstration
of device-independent quantum key distribution. Using
a hybrid system where heralded entanglement between
stationary trapped ion qubits is established via flying
photonic qubits (see Fig. 1), we are able to generate high-
quality entangled states between two ions separated by
about 2m, resulting in a record-high detection-loophole-
free Bell inequality violation with isolated systems. We
propose a concrete, practical DIQKD protocol, design a
universal capacity-approaching error-correction code opti-
mised for this context, use extractors and authentication
schemes that are frugal in their randomness consumption,
and provide a detailed security proof. Combining these
theoretical and experimental advances, we successfully
obtain a key whose length is more than two orders of mag-
nitude greater than the amount of shared randomness
consumed by the protocol.

Our DIQKD protocol is illustrated in Fig. 2. The data
acquisition phase of our protocol consists of n sequential
rounds. At the start of each, Alice and Bob wait for
a valid heralding signal from the central heralding sta-
tion indicating the creation of remote entanglement. For
Bell test rounds, Alice and Bob randomly select inputs
Xi, Yi 2 {0, 1}, which are implemented so that the out-
comes Ai, Bi 2 {0, 1} maximise the probability of winning

the CHSH game33 Ai�Bi = Xi ·Yi. A high winning prob-
ability !, customarily expressed in terms of the CHSH
score S = 4 (2! � 1), tightly bounds the information any
adversary can have about the outcomes. For key genera-
tion rounds, the inputs are fixed to Xi = 0 and Yi = 2,
maximising output correlations as quantified by a low
quantum bit error rate Q = P (Ai 6= Bi|Xi = 0, Yi = 2).
Bob randomly chooses between the round types after the
heralding signal is received and the links are disconnected,
choosing Bell test rounds with probability �, and com-
municates this choice to Alice, which avoids sifting (dis-
carding of rounds with mismatched measurement bases).
The parties keep private records of their measurement
settings X = X1X2 . . . and Y = Y1Y2 . . . as well as the
outcomes A = A1A2 . . . and B = B1B2 . . .. After the n
measurement rounds are complete, Alice and Bob need to
verify the CHSH score and extract a shared key from the
noisy output correlations. Alice openly sends her inputs
X to Bob, along with a shorter error-correction syndrome
string M which allows Bob to reconstruct a copy Ã of
Alice’s outcomes A. Now holding XYÃB, Bob is able
to verify whether the CHSH score achieved during the
Bell test rounds exceeds a pre-agreed threshold. If this
it not the case, or if the reconstruction of Ã fails, the
security might be compromised so the protocol aborts.
Otherwise, the parties locally process the outcomes A

4

Fig. 3: Quantum link performance. A separate charac-
terisation run of 1 920 000 total Bell pairs shows stable link
performance. Inputs and outputs from both nodes were col-
lected to compute a moving average for CHSH score and
quantum bit error rate (window length: 100 000 rounds; test
round fraction: � = 1/2). Shaded bands indicate 95% confi-
dence intervals from binomial statistics in each window. The
bottom panel shows the acquisition timestamp for each Bell
pair during the 8.5 h experiment duration. The vertical steps,
where time passed without heralds, correspond to ion loss and
recalibration events.

To obtain a positive key rate it is therefore crucial to rec-
oncile Alice and Bob’s outcomes with an error correction
syndrome that is as short as possible. Asymptotically, the
cost of reconciliation per round is given by H(A|XYB),
the entropy of Alice’s outcomes conditioned on the knowl-
edge of inputs and Bob’s outcomes. Reconciliation in
presence of finite statistics however comes at a higher
price and the best algorithms are often not realisable in
practice. In fact, all finite-statistics DIQKD analyses so
far have assumed computationally intractable error cor-
rection schemes with decodings involving hash pre-image
computations12,13,36,37. We address this challenge using
a custom error correction solution based on spatially-
coupled low-density parity-check (SC-LDPC) encoding.
Our scheme admits an e�cient decoding algorithm and
requires less overhead than some previously considered
impractical codes (see Supplementary Material).

In our experiment, Alice and Bob each control a
trapped-ion quantum network node38,39, each confining
a single 88Sr+ ion near the focus of a lens objective. En-
tanglement between the ion and the polarisation of a
spontaneously emitted 422 nm photon is locally created
at each node by excitation to a short-lived state with

Fig. 4: Finite-statistics key rate. Certified key rate as a
function of the number of rounds for S = 2.64, Q = 1.8%,
� = 13/256 and "snd = 10�10. We operate the DIQKD
protocol at the point n = 1.5⇥106 on this curve, corresponding
to a threshold winning probability of !thr ⇡ 0.825538 and a
key rate of 95 884/n ⇡ 6.39%.

two decay paths to the Zeeman-split qubit states in the
ground level. The photons are coupled into single-mode
optical fibres connecting the nodes to a central heralding
station, where a linear optics setup and four avalanche
photodetectors implement a Bell-basis measurement (see
Fig. 1a and Supplementary Material). The overall de-
tection e�ciency for each spontaneous decay photon is
⇡ 2%, necessitating many attempts to observe a two-
photon coincidence heralding the successful creation of
entanglement between Alice’s and Bob’s ion qubits. As
each DIQKD round only starts after a success, this ap-
proach is intrinsically detection-loophole-free; losses in
the optical links and limited detector quantum e�cien-
cies, which pose a challenge for DIQKD on photonic
platforms36, a↵ect the heralding rate, but not S or Q. We
perform state tomography to characterise the ion-ion en-
tanglement, measuring a fidelity to the closest maximally
entangled state of 96.0(1)%, which exceeds previously
reported measurements for remote entanglement between
matter qubits39–44.

To implement the “black box” primitives for DIQKD,
each node first disconnects the qubit from the optical link
following a herald event by shuttling it away from the
focus of the fibre-coupling system, which ensures the basis
choices and measurement results do not leak to a third
party (see Methods). The entangled state is deterministi-
cally manipulated and read out with high fidelity using
standard techniques based on resonant laser radiation.
Bob decides between Bell test and key generation rounds
using private randomness obtained from a commercial
quantum random number generator, sending the result to
Alice in real time. In case of a Bell test round, both nodes
then similarly use a private random string to choose be-
tween the coherent operations defining the measurement

Experimental setup Link performance
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Results

Data acquisition

5

Protocol step Consumed Used (reusable) Generated

Validation of
64

1280
0

error correction
Authentication 128 0
Key activation 64 0

Privacy
0 1 201 886 95 884

amplification

Total 256 1 203 166 95 884

Table I: Secret key balance sheet. The experiment re-
quires an initial 1 203 422-bits long key K0 shared between
Alice and Bob. 256 of these bits are consumed by the protocol
while generating 95 884 new secret shared bits. This results in
the creation of a longer 1 299 050-bits long shared secret key
K1 = K0

A between Alice and Bob, e↵ectively extending the
initial key by 95 628 bits.

bases, i.e. the inputs Xi and Yi. We characterise the link
performance by measuring the probabilities P (AiBi|XiYi)
in a separate experiment. A representative dataset, shown
in Fig. 3, results in a CHSH score of S = 2.677(6) and a
quantum bit error rate of Q = 1.44(2)%.

We now implement the complete protocol as described
in Fig. 2, using Trevisan’s quantum-proof construction
as a strong randomness extractor and short tags based
on a strongly universal hash family for classical message
authentication. The two nodes are operated completely
independently: they have independent control systems,
and the input and output data is only exchanged over a
classical network link as prescribed by the protocol (see
Methods). In order to guarantee a high success probability
of the protocol, we conservatively choose n = 1.5⇥ 106,
� ⇡ 5.1%, !thr ⇡ 0.825538, and an error correction code
with syndrome length m = 296 517 based on the previous
link characterisation (see Supplementary Material for
more details). We acquire data over 7.9 h of wall-clock
time (with one pause of 4.4 h due to a laser failure),
and successfully extract a secret key of 95 884 bits with
soundness error "snd = 10�10, with a post-processing time
of 5min (see table I). This greatly exceeds the 256 bits
of private randomness consumed during the protocol,
thus marking the first demonstration of a fully device-
independent QKD.

The resulting key is secure under very general assump-
tions, including attacks where the adversary can act arbi-
trarily on the quantum side information from all rounds.
Moreover, the measurement devices can have memory and
operate according to the results of previous rounds, and
the security of the protocol is composable with other cryp-
tographic protocols using di↵erent devices45,46. The ap-
paratus as presented could span building-scale local-area
networks, with optical fibre losses at the 422 nm wave-
length reducing the rate by approximately a factor of two
every hundred meters. Key distribution over kilometres
is feasible through downconversion to the telecom band47,
or through free-space optics. Improved key-generation

rates are achievable through improvements to the pho-
ton collection e�ciency, for instance through the use of
optical cavities48. Combining our results with quantum
repeaters49 would enable fully quantum-secure long dis-
tance communication.

[1] R. L. Rivest, A. Shamir, and L. Adleman, A method for
obtaining digital signatures and public-key cryptosystems,
Commun. ACM 21, 120 (1978).

[2] C. H. Bennett and G. Brassard, Quantum cryptography:
public key distribution and coin tossing., Theor. Comput.
Sci. 560, 7 (1984).

[3] Y. Zhao, C.-H. F. Fung, B. Qi, C. Chen, and H.-K. Lo,
Quantum hacking: Experimental demonstration of time-
shift attack against practical quantum-key-distribution
systems, Phys. Rev. A 78, 042333 (2008).

[4] L. Lydersen, C. Wiechers, C. Wittmann, D. Elser,
J. Skaar, and V. Makarov, Hacking commercial quantum
cryptography systems by tailored bright illumination, Nat.
Photonics 4, 686 (2010).

[5] I. Gerhardt, Q. Liu, A. Lamas-Linares, J. Skaar, C. Kurt-
siefer, and V. Makarov, Full-field implementation of a
perfect eavesdropper on a quantum cryptography system,
Nat. Commun. 2, 10.1038/ncomms1348 (2011).

[6] H. Weier, H. Krauss, M. Rau, M. Fürst, S. Nauerth, and
H. Weinfurter, Quantum eavesdropping without intercep-
tion: an attack exploiting the dead time of single-photon
detectors, New J. Phys. 13, 073024 (2011).

[7] J. C. Garcia-Escartin, S. Sajeed, and V. Makarov, At-
tacking quantum key distribution by light injection via
ventilation openings, PLoS ONE 15, e0236630 (2020).

[8] A. K. Ekert, Quantum cryptography based on Bell’s the-
orem, Phys. Rev. Lett. 67, 661 (1991).

[9] J. S. Bell, On the Einstein Podolsky Rosen paradox, Phys.
Phys. Fiz 1, 195 (1964).

[10] D. Mayers and A. Yao, Self Testing Quantum Apparatus,
Quantum Info. Comput. 4, 273–286 (2004).
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Quantum-safe cryptography is unique as it provides information-theoretic security 
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If you know  
Tensor networks contraction, Neural networks, 
Conventional neural network, Lookup tables, 
Simulated annealing, Cellular automation,  
Renormalization group, Belief propagation,  
Reinforcement learning, Ising model or 
combinatorial optimization solvers 
and are interested in quantum information, please come to us!
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)How random A is from Eve’s point of view
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<latexit sha1_base64="RT0GFD7PWoj2TzSpBoz23v+05ns="></latexit><latexit sha1_base64="RT0GFD7PWoj2TzSpBoz23v+05ns="></latexit><latexit sha1_base64="RT0GFD7PWoj2TzSpBoz23v+05ns="></latexit><latexit sha1_base64="RT0GFD7PWoj2TzSpBoz23v+05ns="></latexit>
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<latexit sha1_base64="irrmfZxydG3stHx0/MipX5tmDIo="></latexit><latexit sha1_base64="irrmfZxydG3stHx0/MipX5tmDIo="></latexit><latexit sha1_base64="irrmfZxydG3stHx0/MipX5tmDIo="></latexit><latexit sha1_base64="irrmfZxydG3stHx0/MipX5tmDIo="></latexit>

PBS
<latexit sha1_base64="Eqk8nMMFKa/MgXkNtkW8XnxvjrI="></latexit><latexit sha1_base64="Eqk8nMMFKa/MgXkNtkW8XnxvjrI="></latexit><latexit sha1_base64="Eqk8nMMFKa/MgXkNtkW8XnxvjrI="></latexit><latexit sha1_base64="Eqk8nMMFKa/MgXkNtkW8XnxvjrI="></latexit>

<latexit sha1_base64="3g1l5BH4uo2r+L4wJbetkU+oSts="></latexit>

Ai = {0, 1}

<latexit sha1_base64="houOXk+XYhaKN820bJr1pBjEMFY="></latexit>

Xi = {0, 1}                              Alice 

Quantum key distribution based on Bell’s theorem: Intuition 


