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Problem statement



The specificity of industrial equipments …

Context (c)

Sensors
state (x)

parameter (p)

Set-point
Load change
External temperature
etc.

s1
s2
…
sm

ẋ = F(x, c, p) (State Equation)

s = M(x, c, p) (Measurement Equation)

A digital twin is an algorithm
that encodes these equations in
a simulator with the appropriate
parameters vector p.

Example: The throttle control unit

θ̈ =
1
J
[
−Ksp(θ − θ0) − Kfθ̇ + NKtea+

− πR2pRaf∆p(θ, Pm,N) cos2(θ)
]

ėa =
1
La

[
−NKbθ̇ − Raea + ia

]
ia = Feedback(θ, θ̇, θref, . . . )

x := (θ, θ̇, ea) State
p = (J, Ksp, Kf, Rp, Raf,N, Ra) Parameter
c = (θref, Pm) Context
s := (θ, ia, θref) Sensors

M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024 2



The specificity of industrial equipments …

Context (c)

Sensors
state (x)

parameter (p)

Set-point
Load change
External temperature
etc.

s1
s2
…
sm
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The time-series-based anomalies detection problem

Context (c)

Sensors
state (x)

parameter (p)

Set-point
Load change
External temperature
etc.

s1
s2
…
sm

time

s

t t + w

Design an algorithm that detects
anomalous variations in the sys-
tem’s parameters p over the inter-
val [t, t + w].

p ̸= phealthy?

Using only healthy learning data
depends on x(t)
depends on pt+wt (·)
depends on ct+wt (·)

Because
ẋ = F(x, c, p)
s = M(x, c, p)

M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024 3



The time-series-based anomalies detection problem

Context (c)

Sensors
state (x)

parameter (p)

Set-point
Load change
External temperature
etc.

s1
s2
…
sm

time

s

t t + w

Design an algorithm that detects
anomalous variations in the sys-
tem’s parameters p over the inter-
val [t, t + w].

p ̸= phealthy? Using only healthy learning data

depends on x(t)
depends on pt+wt (·)
depends on ct+wt (·)

Because
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The State-Context induced Ambiguity

State Parameters Context

Time series on
{
[ti, ti + W]

}
i∈Ilearning

LEARNING DATA FROM HEALTHY TIME SERIES

Normality space

*
*** *
*

*
*

learning

⋆

State induced anomaly

⋆

Parameter induce anomaly (True)

⋆

Context induced anomaly
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The State/Context ambiguity ( SC-Ambiguity)

SC-Ambiguity

Refers to the changes in the
time series that are NOT ONLY
due to changes in the parame-
ters pt+wt (·) but also to poten-
tially unseen values of the initial
state x(t) or in the context profile
ct+wt (·) or both!

SC-Ambiguity↔ State/Context-induced Ambiguity!
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The SC-Restricted Problems

SC-Restricted Problem

Refers to the changes in the
time series that are ONLY due to
changes in the parameter pt+wt (·)
since the initial state x(t) and the
context profile ct+wt (·) are almost
perfectly reproducible

SC-Restricted↔ State/Context-Restricted!
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Coming next

✓ The Enigma principle
✓ A Toy illustrative example
✓ Two industrial examples

SC-Restricted problems

✓ An introductory example
✓ The Invariance principle
✓ An illustrative example

SC-Ambiguous problems

Two problems
One challenge:

Characterization of normality

What are the properties present in the healthy time se-
ries coming from the available sensors that should be
considered as relevant set of characterization of nor-
mal behavior so that when they are not satisfied, alarm
should be raised?
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SC-R Problems – (Cyclic Data)



Algorithms for SC-R problems: The principle (1)

SoH↔ p

Measurement s

timekk − 1

s−k :=


sk
sk−1
...

sk−N


past measurements

k + 1

sk+1

sk+1 = R(s−k | p)

NOTA
True for SC-Restricted Prob-
lem problems where the initial
state and the context are fixed.

Prediction Error-Based Approaches

✓ Compute R̂ via ML / Deep NN
✓ Tune th s.t the rule:

|sk+1 − R̂(s−k )| > th → Alarm

induces acceptable False
Alarm rate and high detection
rate.

Next slide explains this in more details→
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Algorithms for SC-R problems: The principle (2)

sk+1 ∈ R(s−k | p)

SC-Restricted problems

timek

s−k
sk+1

timek + 1

s−k+1

sk+2

timek + 2

s−k+2

sk+3

s−k
sk+1

s−k+1
sk+2

s−k+2
sk+3

Learning data for R using time se-
ries from healthy equipments

R̂ NN, SVM, Random Forest, etc.new time series
s−k

ŝk+1 ∈ R̂(s−k )

+/-sk+1 ∈ R(s−k | p) ek+1(p)

if ek is small (OK) otherwise Raise Alarm !

• No many tuning options

• → one single arbitrary view of R
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Algorithms for SC-R problems: Enigma principle

Mσ (s−, s+) :=


s− × s+σ

sin(2σ(s− − s+))

cos(σ|y−|)


N = 1, m = 3

Mσ :RN × R → Rm

(s−, s+)⇝ S(p)

Seed:σ

The seed defines the map Mσ
There is an∞ number of values for seed
Each produces ̸= map

Seed1

Two different p values

Seed2

Seed3
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Illustrative example

ẋ1 = p1x1
ẋ2 = −9x1 + p2x2(1− (x1 + p3)2)
s1 = x1

State and measurement equations
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EXAMPLE 2: CONTACTORS WEAR EXAMPLE

≈ 20 (ms) disconnection current

New
Medium
Old

Note the SCR character of the
problem! Same initial state and no
context.

seed1

seed2

seed3

400 Features(seed3)
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Example 3: Predicting quality & Prescriptive maintenance

PCA(3)
8 Different views in the first
two PCA for 8 different seeds
used in the features genera-
tion.

Why ̸= seed?

Notice how using different
seeds enables by combining
the analysis on each results-
ing view, to get rid of the am-
biguity that shows on some
of the individual views. This
improve the quality of the re-
sulting prescriptive mainte-
nance.
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Non-cyclic Data (The ultimate challenge)



The SC-Ambiguity

SC-Ambiguity

Refers to the changes in the
time series that are NOT due to
change in the parameter pt+wt (·)
but to unseen values of the initial
state x(t) or in the context profile
ct+wt (·) or both!

SC-Ambiguity↔ State/Context-induced Ambiguity!
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An illustrative example

Take the simple forced oscillator:

s̈ = −ω2s− fṡ+ gu

Healthy (ω, f, g) = (2.0, 0.05, 1.0)
Faulty (ω, f, g) = (1.8, 0.08, 1.1)
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Healthy (ω, f, g) = (2.0, 0.05, 1.0)
Faulty (ω, f, g) = (1.8, 0.08, 1.1)

200 profiles for the excitation scenario u

showing only the first 10
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3 components→ 95% of the variance

Ignoring dynamic systems specificity ...
Feature generation method 1

PCA(3)s
pca1
pca2
pca3
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An illustrative example – (continued)

Take the simple forced oscillator:

s̈ = −ω2s−fṡ+gu = [s ṡ u] ·
[

−ω2

−f
g

]

Healthy (ω, f, g) = (2.0, 0.05, 1.0)
Faulty (ω, f, g) = (1.8, 0.08, 1.1)

1
(1+τfp)2

p
(1+τfp)2

p2
(1+τfp)2

s
ŝf

ˆ̇sf

ˆ̈sf
u

ûf  | | |
ŝf ˆ̇sf ûf
| | |


?

?

?

 ≈

 |
ˆ̈sf
|


feat1

feat2

feat3

(Keep in mind)

- We knew the model

- Linear model

- SISO model

- We knew the oder (=2)

- We add ad-hoc virtual sen-
sors

- We compare to a basic fea-
tures generation method

(System Invariants)
In this example, feat1 , feat2
and feat3 are almost invariant
w.r.t the context of excitation.

While this was easy for this ex-
ample, generalizing the com-
putation of invariants to all in-
dustrial equipments is a chal-
lenging task!
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ŝf

ˆ̇sf

ˆ̈sf
u
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Blind normality characterization of Nonlinear MIMO equipment…

Create learning data using a sequence of changes
in the reference values θref with the health values
of the parameters (zoomed view)Now using new reference profiles for θref, check
now if slight changes in the parameters Kb , Kt and
La induces significant changes in the designed in-
variants.
Benchmark using different approaches including auto-
encoder DNNs and some signal processing approches.

ETC-example of temporal behavior of the blindly
constructed normality invariants.Lorentz-example of temporal behavior of the
blindly constructed normality invariants.
Lorentz-example of temporal behavior of the
blindly constructed normality invariants.
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constructed normality invariants.

Lorentz-example of temporal behavior of the
blindly constructed normality invariants.

Lorentz-example of temporal behavior of the
blindly constructed normality invariants.
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General comments



Labelling process in industry

time

operator schedule

label

label
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Difficulties of evaluation in industrial context
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Difficulties of evaluation in industrial context

Many real-life concerns need to be accommodated for!
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Conclusion

— UNREASONABLE EXPECTATIONS —

Current (R & D) algorithms

Industrial expectations

Best feasible solution

Both partners need tomove
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