Industrial Blind Anomaly Detection

Characterization of normality in sensors time-series ...
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Problem statement



The specificity of ind

Set-point

CO ﬂtext (C) Load change

External temperature

Sensors
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The specificity of industrial equipments ...

Example: The throttle control unit

Set-point

COﬂteXt (C) Load change

External temperature

$
Sensors | * ]
o 0= 7[,/@. (6 — 80) — KB + NKieq+
_ ﬂ—Ré afDp (0, P, N) cosz(H)}
) 1 q 5
to= [—NKy0 — Raeq + ia]

ia = Feedback(0, 0,0, ...)
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The specificity of industrial equipments ...

Example: The throttle control unit

Set-point

Context (¢) |

External temperature

change

$
Sensors | * ]
o 0= 7[,/@. (6 — 80) — KB + NKieq+
_ ﬂ—Ré RarDp (8, Pm, N) cosz(H)}
) 1 q 5
éa = — [~NKy6 — Roeq + ia]

La
ia = Feedback(0, 0,0, ...)

x:= (6,6, eq) State
p = (J,Ksp, Kr, Rp, Rag, N, Ra) Parameter
€ = (Oref, Pm) Context
S :=(0,1a, Orr) Sensors
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The specificity of industrial equipments ...

Example: The throttle control unit

5
s
Sensors | * ;
. b= 7[7/@, (0 — 6o) — K + NKiea+
— 7R RegBp(0, P, N) cos’ (0)]
K= F(X, (@ p) (State Equation) . 1 R .
€q = — [_NK!)O - R::eu + /a}

S= M(X, G, D) (Measurement Equation) La

ia = Feedback(0, 0,0, ...)

State
ofs Ny Ra) Parameter
Context
Sensors
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The specificity of industrial equipments ...

Sensors

(State Equation)

(Measurement Equation)

A digital twin is an algorithm
that encodes these equations in
a simulator with the appropriate
parameters vector p.
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Example: The throttle control unit

= 7[7/@. (0 = 60) — Kb + NKieq+
— TRoRasBp (8, P, N) cos’(6)]

R 1 : .

€q = r [_NK')O — Ro€q + /a}

ia = Feedback(0, 0,0, ...)

W= State
, Kz, Rp, Rasy N, Ra) Parameter

of» Pm) Context

S :=(0,1a, Orr) Sensors
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The time-series-based anomalies detection problem

Set-point

COﬂteXt (C) oad change

External temperature

—
il
Sensors | 2 ——

Sm

p # pheatthy?

Design an algorithm that detects
anomalous variations in the sys-
tem’s parameters p over the inter-
val [t, t + w].
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The time-series-based anomalies detection problem

Set-point

COﬂteXt (C) oad change

External temperature

P

S

: AW
Sensors | 2 ——{ ||\ A\
WV

time

P # Pheany? Using only healthy learning data

Design an algorithm that detects
anomalous variations in the sys-
tem’s parameters p over the inter-
val [t, t + w].
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The time-series-based anomalies detection problem

Set-point

COﬂteXt (C) oad change

External temperature

P

S

= AR
Sensors g — W
N ASARASE

| time
t

\ J

depends on x(t)

? ) " t+w
P # Pheatny? Using only healthy learning data depemn ez )

depends on ¢;™(+)
Design an algorithm that detects

o . Because
anomalous variations in the sys- .
. ; X = F(x, ¢, p)
tem’s parameters p over the inter-
val [t, t + w]. s = M(x,c, p)
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The State-Context induced Ambiguity

State Parameters Context

LEARNING DATA FROM HEALTHY TIME SERIES

Time series on {[t,, t+ VV]}
’GIlearning
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The State-Context induced Ambiguity

State Parameters Context
[ ]
) ° C
: . L [

LEARNING DATA FROM HEALTHY TIME SERIES

M%&% ,\f ) M@Q/W

Time series on [t t+ VV]}

’GIlearmng
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The State-Context induced Ambiguity

State Parameters Context
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’GIlearning
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The State-Context induced Ambiguity

State Parameters Context

Time series on {[t ti + W]}
nnnnnn ing
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The State-Context induced Ambiguity

State Parameters Context

\““6‘*.,,, '\lﬂ‘“ ‘/ «(\
WW\ 'M'V Lo

Time series on {[t ti + W]}
nnnnnn ing
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The State-Context induced Ambiguity

State Parameters Context

Normality space

learning

a&\

’ ‘f 'A(\""’;’j" W
V/ (’W“ »'

l\"

Time series on {[t ti + W]}
nnnnnn ing
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The State-Context induced Ambiguity

State Parameters Context
Y [ ]
[ ]
. é, Py .. °
°, L)
° o

Normality space

learning

Parameter induce anomaly (True)

i w&\

)‘
.\"

nnnnnn ing

Time series on {[t ti + W]}
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The State-Context induced Ambiguity

State Parameters Context
@ ~ 5
[ ]
[}
o, &, o . ° o
° ~ [ . State induced anomaly
° ® /

Normality space

,/.n,',i ‘

l\ " ‘f's AU ‘
'«

\n
learning

Time series on {[t ti + VV]}
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The State-Context induced Ambiguity

State Parameters Context — Context induced anomaly
() o
°
°
.o . ° . [
LIPS O L State induced anomaly
° 8 _
Normality space
*x

h
learning

Parameter induce anomaly (True)
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Time series on {[t,, t+ W]}
’GIlearning
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The State/Context ambiguity ( ~C-Ambiguity)

SC-Ambiguity

Refers to the changes in the
time series that are NOT ONLY
due to changes in the parame-
ters p;™(-) but also to poten-

- e tially unseen values of the initial
depends on x(t) .
P # Presn? i 7 s on p state x(t) or in the context profile
Design an algorithm that detects e Cgﬂ'v(‘) or both!
anomalous variations in the sys-
tem's parameters p over the inter % = F(x,c,p)
val [t, t + w] s = M(x,c,p)

SC-Ambiguity < State/Context-induced Ambiguity!
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The -Restricted Problems

SC-Restricted Problem

Set-point

Context (c)

Refers to the changes in the
time series that are oNLy due to
changes in the parameter p; ()

=i - since the initial state x(t) and the
: e context profile ¢.™"(-) are almost
PPl :‘: st perfectly reproducible
Design an algorithm that detects Because
anomalous variations in the sy | |, _ F(x SC-Restricted <+ State/Context-Restricted!

tem's parameters p over the inter
val [¢, ¢ + w]

5= M(x
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SC-Restricted problems SC-Ambiguous problems

v The Enigma principle v An introductory example
v' AToy illustrative example v The Invariance principle
v" Two industrial examples v An illustrative example
- J

M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024 7



SC-Restricted problems SC-Ambiguous problems

v The Enigma principle v An introductory example
v' AToy illustrative example v The Invariance principle
v" Two industrial examples v An illustrative example
- J

Characterization of normality

Two prob[ems What are the properties present in the healthy time se-

One challenge: ries coming from the available sensors that should be
considered as relevant set of characterization of nor-
mal behavior so that when they are not satisfied, alarm
should be raised?
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SC-R Problems — (cyclic pata)




Algorithms -R problems: The principle (1)

Measurement s
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Algorithms for SC-R problems: The principle (1)

Measurement s

Sk
B Sk—1
S}? =
Sk—N
past measurements -
R—1 kR k41 time
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Algorithms for SC-R problems: The principle (1)

Measurement s

Sk
B Sk—1
S, =
=R(s, | p)
Sk—N R
past measurements -
R—1 kR k41 time
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Algorithms for SC-R problems: The principle (1)

Measurement s

NOTA

True for  SC-Restricted Prob-
lem problems where the initial

Sk state and the context are fixed.
B Sk—1
S}? =
=R(s; | p)
Sk—N k
past measurements -
R—1 Rk k41 time
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Algorithms for SC-R problems: The principle (1)

Measurement s

NOTA

True for  SC-Restricted Prob-
lem problems where the initial

Sk state and the context are fixed.

B Sk—1

S =]
k Prediction Error-Based Approaches
Sk—nN =R 1P) S
V' Compute R via ML / Deep NN
past measurements ° v Tune thstthe rule:
ki1 — R(sy )] > th — Alarm

k=1 k  k+1 time

induces acceptable False
Alarm rate and high detection
rate.
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Algorithms for SC-R problems: The principle (1)

Measurement s

NOTA

True for  SC-Restricted Prob-
lem problems where the initial

Sk state and the context are fixed.

B Sk—1

S =]
k Prediction Error-Based Approaches
Sk—nN =R 1P) S
V' Compute R via ML / Deep NN
past measurements ° v Tune thstthe rule:
ki1 — R(sy )] > th — Alarm

k=1 k  k+1 time

induces acceptable False
Alarm rate and high detection
rate.

Next slide explains this in more details —
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Algorithms for SC-R problems: The principle (2)

& time

SC-Restricted problems

€R(s, |p)
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Algorithms -R problems: The principle

Sk s, I

i time

SC-Restricted problems

€R(s, |p)
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Algorithms for SC-R problems: The principle (2)

Ske2 s, I

2 time

SC-Restricted problems

€R(s, |p)
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Algorithms for SC-R problems: The principle (2)

Ske2 s, I

k2 . Learning data for R using time se-
+ time ries from healthy equipments

A~
R NN, SVM, Random Forest, etc.

SC-Restricted problems

€R(s, |p)
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Algorithms for SC-R problems: The principle (2)

Ske2 s, I

k2 . Learning data for R using time se-
+ time ries from healthy equipments

S
R ~
new time series ——————>| R NN, SVM, Random Forest, etc.

SC-Restricted problems

€R(s, |p)
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Algorithms for SC-R problems: The principle (2)

Sky2

SC-Restricted problems

€R(s, |p)

M. Alamir. Industrial Blind Anomaly Detection

k2 . Learning data for R using time se-
+ time ries from healthy equipments
S
A~
new time series ——————> R NN, SVM, Random Forest, etc.
St
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Algorithms for SC-R problems: The principle (2)

Sky2

M. Alamir. Industrial Blind Anomaly Detection

k2 . Learning data for R using time se-
+ time ries from healthy equipments
S
A~
new time series ——————> R NN, SVM, Random Forest, etc.
St
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Algorithms for SC-R problems: The principle (2)

Ske2 s, I

k2 . Learning data for R using time se-
+ time ries from healthy equipments
S
R a
new time series R NN, SVM, Random Forest, etc.
St

s C/\ er1(P)

G

— if e, is small (OK) otherwise Raise Alarm !
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Algorithms for SC-R problems: The principle (2)

Ske2 s, I

k2 . Learning data for R using time se-
+ time ries from healthy equipments
No many tuning options —
S
R a
new time series R NN, SVM, Random Forest, etc.
St

S, |p /*'/\ ep1(p)

=

— if e, is small (OK) otherwise Raise Alarm !

M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024



Algorithms for SC-R problems: The principle (2)

Ske2 s, I

k2 . Learning data for R using time se-
+ time ries from healthy equipments
Sk
one single arbitrary view of R ~
- g trary view new time series R NN, SVM, Random Forest, etc.
St

S, |p /*'/\ ep1(p)

=

— if e, is small (OK) otherwise Raise Alarm !
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Algorithms for SC-R problems: The principle (2)

Ske2 s, I

Learning data for R using time se-

k+2 time ries from healthy equipments

S

A~
new time series R

NN, SVM, Random Forest, etc.

=

=

— if e, is small (OK) otherwise Raise Alarm !
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er1(P)
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Algorithms for SC-R problems: Enigma principle

Seed:o

The seed defines the map M,
There is an oo number of values for seed
Each produces # map

- — My R x R — R™
. _
(s7,50)~S(p)
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Algorithms for SC-R problems: Enigma principle

sT x5, 7
Mo (s™,5.) = [sinQo(s™ — <))

cos(r V1) Seed:o
N=1m=3
The seed defines the map M,
There is an oo number of values for seed
Each produces # map
5 (I
o — My R x R — R™

v (I (s7,5.) ~ S(p)
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Algorithms for SC-R problems: Enigma principle

Seed:o

The seed defines the map M,
There is an oo number of values for seed
Each produces # map

Two different p values

v Mo RYxR—R" | \/\

D

-, (5715 ) = S(0) \/i
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Algorithms for SC-R problems: Enigma principle

Seed:o

The seed defines the map M,
There is an oo number of values for seed
Each produces # map

Two different p values

v Mo RYxR—R" | \/\

D

-, (5715 ) = S(0) \/i

Seed,
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Algorithms for SC-R problems: Enigma principle

Seed:o

The seed defines the map M,
There is an oo number of values for seed
Each produces # map

Two different p values

v Mo RYxR—R" | \/\

D

-, (5715 ) = S(0) \/i
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Illustrative example

Set-point

State and measurement equations Context (c) | txtamse
= P1X i
.
= =91 + pxa(1 = (41 + p3)?) Sensors
parameter (p) Sm
X1
%= F(x,¢,p) (State Equation)
s = M(x,c,p) (Messurement Equation)
VanderPol 3 ‘3
15
pl:1.73 02 ‘
B
p2: 1.49 ‘
011 053
pa3: 0.20
o]
o]
seed: 0.60 051
A ]
5]
0.2 4 2
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EXAMPLE 2: CONTACTORS WEAR EXAMPLE

Note the SCR character of the
problem! Same initial state and no
context.

~ 20 (ms) disconnection current
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EXAMPLE 2: CONTACTORS WEAR EXAMPLE

Note the SCR character of the —— -

problem! Same initial state and no seeds
context. — = =
) —
. _Z
& Y

seed,

-

~ 20 (ms) disconnection current :

400 Features(seeds)
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Example 3: Predicting quality & Prescriptive maintenance

PRESS
!
INJECT
UNPRESS
Raw material
Barrel
Mould
INSERT ( D EJECT.
(™
(vsp
Voltage Voltage Torave. speed fow
o Elec. Mot Mech. Mot Pump
Current Current specd Lo Head
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Example 3: Predicting quality & Prescriptive maintenance

90985 w300, »
99.98 ‘ s200h || | [V N\ PO o n n ol m
1] H h "
%975 Towo] | Ul | | B 1 " " ‘ 1
9997 Ll ‘ SV WA WAL WA WAV
90965
8 oo N o 0 = % % %
99.955 Time Time
, 0
9035 L m | -
wois nn . -
0004 l (I Al 2
e )
9935 VWA WA WA W
o 0 » ® % % %
Time 3
" o 10 20 30 40 50 60 0 10 20 30 40 50 60
Time Time
8 s
1 2 g ﬂ [l M " "
= ~ ~ - ”~ ™~ 55 "
A L ]
o8 £°7 01 o] Al Al 4 g f
06 S | I . Al S W IRV 1EN
e ] VU WA WYY A PR VUM WUV WV
s 2 2
8 02 R 0o 0 x ®  © %
i o o Time . Time
§ 02 £ 3
. =
g 3
. 5w 1o
&
08 5 5 g %
H] 8
E] H
4
o W ® ® % o 0 ®  ®  © % o 0 »  ® % %
Time Time Time
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Example 3: Predicting quality & Prescriptive maintenance

seed

Dy (k): data of cycle k

PRESS

INJECT RN

R UNPRESS i | -
aw materia .
Serew | M | \ Feature Generation Xk
| i M
Barrel | L
Mould H »/ ™ M\Mn
INSERT { D EJECT
(m
(vsD
votage vaaee Toraue Sowd ow
v [ e | e | e | e
et Curent - loss hesa

M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024 13



Example 3: Predicting quality & Prescriptive maintenance

pRess Dy (k): data of cycle k seed
!
INJECT Machune Data on b cycie.
Raw material UNPRESS r .
\ | ™M \ Feature Generation Xk
Barrel | i '1‘ \ L
Mould i »/ M\M\w
INSERT { D EJECT
o PCA(3)
(vsD
o Vo L St o
v [ e [ | e | e
e Curen et vt st

Modeling the quality using machine data (nc = 3)

O Estimated quality
— Real quality

t
80 85 90 95 100
Q
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Example 3: Predicting quality & Prescriptive maintenance

Votage

Current

PRESS

INJECT

Raw material

Barrel
Mould

INSERT ( D
(™

(vso

Voitage Toraue speed
Elec. Mot Mech. Mot

Current Speed Load

M. Alamir. Industrial Blind Anomaly Detection

UNPRESS

EJECT

*| Hydrauic
System

pump

AISSAI Anomaly Detection Workshop, Clermont-Ferrand

1(k): data of cycle k&

i o

seed

Feature Generation X

8 Different vi
two PCA for

in the first
different see

used in the features genera-
tion.

Why +# seed?

Notice how using different
seeds enables by combining
the analysis on each results-
ing view, to get rid of the am-
biguity that shows on some
of the individual views. This
improve the quality of the re-
sulting prescriptive mainte
nance.
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Non-cyclic Data (The ultimate challenge)




The ~C-Ambiguity

SC-Ambiguity

Set-point

Context (c)

Refers to the changes in the
time series that are NOT due to
change in the parameter p.*"(-)

k “'/ - but to unseen values of the initial
: e state x(t) or in the context profile
hnt mnfty ) orboth
Design an algorithm that detects Because
anomalous variations in the s 14— Fix SC-Ambiguity <> State/Context-induced Ambiguity!

tem's parameters p over the inter
val [¢, ¢ + w]

5= M(x
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An illustrative example

Take the simple forced oscillator:

$=—w’s—f5+qu

Healthy (w,f,g) = (2.0,0.05,1.0)
Faulty (w,f,g) =(1.8,0.08,1.1)
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An illustrative example

Take the simple forced oscillator:

$=—w’s—f5+qu

Healthy (w,f,g) = (2.0,0.05,1.0)
Faulty (w,f,g) =(1.8,0.08,1.1)

200 profiles for the excitation scenario u

The excitation signal for the different scenarios (just 10)

0.00 0.25 0.50 0.75 1.00 125 150 175 2.00
Time (sec)

showing only the first 10
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An illustrative example

Take the simple forced oscillator:

$=—w’s—f5+qu

Healthy (w,f,g) = (2.0,0.05,1.0)
Faulty (w,f,g) =(1.8,0.08,1.1)

200 profiles for the excitation scenario u

The excitation signal for the different scenarios (just 100)

0.00 0.25 0.50 0.75 1.00 1.25 1.50 175 2.00
Time (sec)

showing the first 100 profiles
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An illustrative example

Take the simple forced oscillator:

$=—w’s—f5+qu

Healthy (w,f,g) = (2.0,0.05,1.0)
Faulty (w,f,g) =(1.8,0.08,1.1)

200 corresponding sensor measurements

The sensor output profiles

000 025 050 075 100 125 150 175  2.00
time (sec)

M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024



An illustrative example

Take the simple forced oscillator:

$=—w’s—f5+qu

Healthy (w,f,g) = (2.0,0.05,1.0)
Faulty (w,f,g) =(1.8,0.08,1.1)

200 corresponding sensor measurements

The sensor output profiles

M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024



An illustrative example

Take the simple forced oscillator: S TS = CA G R R

The explained variance of the PCA components of raw sensors.

$=—w’s—f5+qu

Healthy (w,f,g) = (2.0,0.05,1.0)
Faulty (w,f,g) =(1.8,0.08,1.1)

2 4 6
Index of the Principal Component

200 corresponding sensor measurements

The sensor output profiles

000 025 050 075 100 125 150 175 200
time (sec)
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An illustrative example

Take the simple forced oscillator: S TS = CA G R R

The explained variance of the PCA components of raw sensors.

$=—w’s—f5+qu

Healthy (w,f,g) = (2.0,0.05,1.0)
Faulty (w,f,g) =(1.8,0.08,1.1)

2 4 6
Index of the Principal Component

200 corresponding sensor measurements

The sensor output profiles Feature generation method 1

pca,
s —— PCA(3) pca,
pcay
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An illustrative example

Take the simple forced oscillator: S TS = CA G R R

The explained variance of the PCA components of raw sensors.

$=—w’s—f5+qu

Healthy (w,f,g) = (2.0,0.05,1.0)
Faulty (w,f,g) =(1.8,0.08,1.1)

2 4 6
Index of the Principal Component

200 corresponding sensor measurements

The sensor output profiles Feature generation method 1

025 pca,
0.00 s ——{ PCA(3) pca,
0.25 pcas
0.50
Phase portrait of the two first Principal Components
0.75
1.00 ™ ’
000 025 050 075 100 125 150 175  2.00 g 2
time (sec) g 1
3
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An illustrative example

Take the simple forced oscillator:

$=—w’s—f5+qu

Healthy — (w.fq) = (2.0,0.05,1.0)

Faulty (w,f,g) =(1.8,0.08,1.1)

200 corresponding sensor measurements

The sensor output profiles

000 025 050 075 100 125 150 175 200

M. Alamir. Industrial Blind Anomaly Detection

AISSAI Anomaly Detection Workstfop, Ctermont-Ferrand 0

3 components — 95% of the variance

The explained variance of the PCA components of raw sensors.

2 4 6
Index of the Principal Component

Feature generation method 1

pca,
s —— PCA(3) pca,

pcay

Phase portrait of the two first Principal Components

mponent

Second Cor

4497/03/2024 15
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An illustrative example - (continued)

Take the simple forced oscillator:

§=—wis—fodgu=1[ s - [_ﬂ

g

Healthy (w,f,g) = (2.0, 0.05,1.0)

Faulty (w,f,9) =(1.8,0.08,1.1)
5
S ] —(
(1+7p)’ Ur feat;
— |
P SEl | & o H ~ |5 feat,
1 (+mp)? [ |
— feat;
p’ Sf
U (1+Tfp)2
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An illustrative example - (continued)

Take the simple forced oscillator:

§=—w's—fs+gu=1[ s - [_wf}

g

feature 2

Healthy (w,f,g) = (2.0,0.05,1.0)
Faulty (w.f,g) =(1.8,0.08,1.1)
S
S ] —>(
1 O
(1+Tfp)2 f
2 [ |
p iy S s Uy 7l = |5
7l (+mp)? [ 1] L |
) §
p’ f
U (1+Tfp)2

M. Alamir. Industrial Blind Anomaly Detection

AISSAI Anomaly Detection Workshop, Clermont-Ferrand

Phase portrait of the two first features

¥

-2

3a 36 '8 a a
feature 1
feat;
feat,
feats
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An illustrative example - (continued)

Take the simple forced oscillator:

— w2 e
§=—wis—fodgu=1[ s - [ f} e
o
Healthy — (w.f 9) = (2.0,0.05,1.0) 1os O
Faulty (w,f,9) = (1.8,0.08,1.1)
S
- (
s I
(1+-rfp)2 f
p— [ ]I |
[ w2y | S | ? A |:?:| ol
P fol1s s 0| 7] = |5
7 (+mp)? I L |
s
P’ f
U (1+Tfp)2

M. Alamir. Industrial Blind Anomaly Detection

AISSAI Anomaly Detection Workshop, Clermont-Ferrand

Phase portrait of the features 1 & 3
- swe

36 38
feature 1

feat;
feat,

feats
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An illustrative example - (continued)

Take the simple forced oscillator: ) T IO .
. 2 . —w? e
5= —w'S—fs+gu = [5 5 ] N § o
4 g
Healthy — (w.f.g) = (2.0,0.05,1.0) S -
feature 1
Faulty (w.f,g) =(1.8,0.08,1.1)
s ‘ Sf e (Keep in mind)
1 ~
507 Uf - We knew the model
( +Tfp) ‘ ‘ ‘ ~ | fea t - Linear model
( ) 5f & Lo ? ~ |z feat, B SISO model
R p f  of f f - We knew the oder (<2)
(e N REI
- We add ad-hoc virtual sen-
— feat; Je
pZ Sf - We compare to a basic fea-
(1+Tfp)2 tures generation method
uy —
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An illustrative example - (continued)

Take the simple forced oscillator: Phase portrai of the estures 163

098 - swe

=P e
:S. = —W'ZS—fS—i—gu = [5 5 x‘] . |: f:| 102

g

feature 3

- e
Healthy (w,f,g) = (2.0,0.05,1.0) o
feature 1
Faulty (w.f,g) =(1.8,0.08,1.1)
Sf .
S ‘ Is (System Invariants)
1 ~
syl u In this example, featq, feat,
(1+Tfp) f featy and featy are almost invariant
— BT
2 ‘ ‘ ‘ ? | w.rt the context of excitation.
) ~ 2 ~ a
p Sf S s Uy 7 = |5 feat,
> m | ‘ ‘ 2 | While this was easy for this ex-
7P ) ample, generalizing the com-
A fea t3 putation of invariants to all in-
é dustrial equipments is a chal-
'r_)2 f lenging task!
1+71:p)?
y (1+75P)
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Blind normality characterization of equipment...

Example: The throttle control unit

1 .
6= =[—Ksp(6 — 6o) — Kb + NK.e,+

J
— TR Ror Bp(8, Py N) cos?(6)]

. 1 ;5 .

é; = I —NK0 — R,e;, + 13]

i, = Feedback(6, 6, O, . . .)
x:=(6,0,e;) State
p = (J, Ksp, Kr, Rp, Rary N, R) Parameter
¢ = (Oref, Pm) Context
5 := (0, ia, Orer) Sensors
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Blind normality characterization of equipment...

Example: The throttle control unit .
Evolution of sensor x; =6

Evolution of the sensor u =i,

1 .
6= 3 [=Ksp(6 — 60) — Keb + NK:ea+ 50

_ WIR;R Bp(8, P,y N) cos?(6)] 0 J.I,n_L[lLLTLTHl[LTlAT LT\ﬂﬁﬁLThﬁhIL“L[HL

é& = [-NK 0 — Roe; +ia)

=50
i, = Feedback(6, 6, O, . . .)

Create learning data using a sequence of changes

= (8,6,e) - in the reference values 0 with the health values
) of the parameters (zoomed view)

p = (J,Ksp, Krs Ry, Rary N, R,) Parameter
& =1(0rer>1Pm); Context
5 := (0, ia, Orer) Sensors
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Blind normality characterization of equipment...

Evolution of sensor x, = 6

Example: The throttle control unit

Evolution of the sensor u =i,

50
o
1 =50
0= = [—Kep(0 — 80) — Ki6 + NK:eat
/ [ ! K ’ Normalized parameters Kp,K; and L,
’ 13
— TRyt Bp(6, Prm, N) cos’(6)] —
i j 12 J—
é = —[~NKyb — Rae; +ia) —
5 - 11
i, = Feedback(f, 0, Orer, . ..)
1.0

xi=(0,6,e) State Now using new reference profiles for 6., check

p = (J,Ksp, Kr, Rp, Rar, N, R,) Parameter . . .

= (O, Pr) S noyv |fsl|ght'ch‘anges inthe parameters KP' Kt a'nd

5= (0, in, Orer) Sensors Lq induces significant changes in the designed in-
A\ J

variants.
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Blind normality characterization of equipment...

Example:lhelthrottelcontrofunit r_bound: Bounds-related residual

13 Xl-related residuals |
o5 |_Tiaisiog
00 1| | —— |
r_conf: Configuration-related residual
0.6 x1-related residuals
u-related residuals
04
1 ) 02| Training 1
= = [—Kep(6 — 60) — Krb + NKest D SR .1 9 | J
J Kp.Keand L,
— TR Ror Bp(8, Py N) cos?(6)] 14 —
: N | 1 | | —.
&= NKy6 — Ryes + is] 10 =
| . 0.8
i, = Feedback(f, 0, O,ef, . ..)
- ETC-example of temporal behavior of the blindly
x:=(0,0,e,) State o .
constructed normality invariants.
p = (J, Ksp, Kr, Rp, Rary N, R) Parameter
c = (6, Context
s := (6, ia, Or Sensors
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Blind normality characterization of

Example: The throttle control unit
0.875081 0951444
0.755362 0.935937
0.508832 0.610908
0.533520 0.576509
0.509420 0.594133
0.552759 0.495965
b= 1 [7 K\,(H _ 60) K H + /\"K'sﬁ» 0.546898 0.497290
J 0.542559 0.495607
— TR, Rar Bp(0, P, N) 5052((’)} 0.535842 0.501373
&= %[—NK 6 — Rues +ia] 0.530481 0.503557
2 0.529888 0.496942
i, = Feedback(6, 6, O, . . .) 0511509 0408932
0.499216 0.508092
x = (0,0, e,) State 0502821 0.499899
p = (J, Kep, K, Rp, Rar, N, Rs) Parameter 0502562 0498890
c (”’“ . P‘,,) Context 0.499680 0.501065
5 := (0, ia, Orer) Sensors

Benchmark using different approaches including auto-
encoder DNNs and some signal processing approches.
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Blind normality characterization of

r_trans: Transition-related residual

B x1-related residuals
Example: The throttle control unit 1 x3-related residuals
r_bound: Bounds-related residual
3 x1-related residuals
o] o reated residuals
N Training
0 1 A
r_conf: Configuration-related residual
1 B . B 1o x1-related residuals
6= 3 [—h\ (0 — 60) — Krb + NKies+ x3-related residuals
2 05 Training A i
— ®R2Ryt Bp(0, P, N) cos?(0)] ] e el 1 A
. 1 . A R o0 Parameter relative values to nominal
é = — [—NKy0 — R.e; + i) 2
L, — 5o
— tho
iy = Feedback(0, 0, Orer, . . .) 1F— beta
0
x:=(6,0,e;) State
p = (J, Kep Kr» Ro, Rty N, Ry) Parameter Lorentz-example of temporal behavior of the
€ = (Orer; Pm) Context blindly constructed normality invariants.
5 := (0, ia, Orer) Sensors
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Blind normality characterization

Example: The throttle control unit

1

6 ==
il

— TR Ror Bp(8, Py N) cos?(6)]

—Ksp(0 — 60) — Kr6 + NK. e+

. 1 - .
é, = T[—NK 0 — R, e‘,+13]

i, = Feedback(6, 6, O, . . .)
x:=(6,0,e;) State
p = (J, Ksp, Kr, Rp, Rary N, R) Parameter
¢ = (Oref, Pm) Context
5 := (0, ia, Orer) Sensors

M. Alamir. Industrial Blind Anomaly Detection

AISSAI Anomaly Detection Workshop, Clermont-Ferrand

equipment...

r.trans: Transition-related residual

x1-related residuals
X3-related residuals

1| Training

r-bound: Bounds-related residual

x1-related residuals
3-related residuals

1| Training

0 L

| 1 1
r.conf._Configuration-related residual

xl-related residuals
050 x3-related residuals ]

025 Training l
!

Sl
A b

Parameter relative values to nominal

=  E—

Lorentz-example of temporal behavior of the

blindly constructed normality invariants.
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General comments




Labelling process in industry

time
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time
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Labelling process in industry

label

label

time
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Difficulties of evaluation in industrial context

Examplel

— NBundle.pkl_1_

Normality Distance

1000 1500

Time
Table results
Sorted by pAUC
Model Version Sensor 1-Score Balanced Acc PAUC Mean_MCC AUC AP Time |
NBundle.pkl 1 _Al nan nan 0.678151 nan 0.713690 0.832172
AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024 19

M. Alamir. Industrial Blind Anomaly Detection



Difficulties of evaluation in industrial context

Examplel

— NBundle.pkl_1_

w4| The default might be present

without being excited by all context of use!
Obviously any client will be

w1 more than happy with this result!

Normality Distance

10° ¢

o 500 1000 1500 200

Table results

Sorted by pAUC

Model Version  Sensor F1-Score Balanced Acc PAUC ean_MCC AUC AP ime

NBundle.pkl 1 _Al nan nan 0.678151 nan 0713690 0.832172
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Difficulties of evaluation in industrial context

Example2

— NBundle.pki_1_

/

10"
10"
£ w
<
3
E 10°
2
10°
10°
10°
: - o
Time
Table results
Sorted by pAUC
Model Version Sensor F1-Score pAUC Mean_MCC AuC AP Time
NBundle.pkl 1 _Al nan nan 0.996961 nan 0.998928 0.980854
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Difficulties of evaluation in industrial context

Example2

+— NBunde.pkl_1

Normality Distance

o 500 1000 1500 200
Time

Table results
Sorted by pAUC

HAUC Mean_MCC AUC AP Time

Model Version Sensor F1-Score Balan

NBundle.pkl 1 _Al nan nan 0.909475 nan 0.982314 0.629979
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Difficulties of evaluation in industrial context

Example2

+— NBundle.pkl_1.

[ A good model that anticipates the default is penalized! }

Normality Distance

0 500 1000 1500 200
Time

Table results
Sorted by pAUC

Model Version Sensor F1-Score Balanced Acc pAUC Mean_MCC AuC AP Time

0 NBundle.pkl 1 _All nan nan 0.909475 nan 0.982314 0.629979
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Difficulties of evaluation in industrial context

Many real-life concerns need to be accommodated for!

CPU Feedback-friendly Parsimony Memory friendly || Explainability

Train/Prediction Handling feedback Training data needed Throw data after learning? ~ Which sub-System

M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024 19



Conclusion

— UNREASONABLE EXPECTATIONS —

Industrial expectations

@ Best feasible solution

Current (R & D) algorithms
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Current (R & D) algorithms

M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024

20



Conclusion

M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024 20



M. Alamir. Industrial Blind Anomaly Detection AISSAI Anomaly Detection Workshop, Clermont-Ferrand 4-7/03/2024 21



