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KEKCC: Largest Computer System

 Linux Cluster + Storage System (GPFS/HSM)

« CPU: 15,200 cores

o Intel Xeon Gold 6230 2.1 GHz

o 2 CPU/node, 40 cores/node
o 380 nodes

ESS GL4C x4 GPFS (17PB)
ESS GL4C x2 GPFS GHI (8.5PB)

)
ESS GL4C x 1 GPFS (Belle Il FE, 700TB)

o 745 HS06/node (@2.1 GHz w/o Hyper-Threading)

10/40 GbE

Memory: 87 TB

Work / Batch Servers

SRE30 12n0des Work)
'SD530 368nodes (Batch)
16,200 cores (ntel Xeon Gold 6230)

87TB memory

Jan 31, 2023

o 4.8 GB/core (80%) + 9.6 GB/core (20%)

‘m B 1 e * Disk: 25.5 PB
- o 17 PB: GPFS for experimental groups
J;nie;-!@ o 8.5 PB: GPFS-HPSS-Interface (GHI) as an HSM cache
- « Tape: 100 PB as maximum capacity
S 2

V5030E 546TB
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‘KEKCC

KEKCC: Subsystems

» Supporting KEK's leading projects, e.g., Belle/Belle2, ILC, various experiments in J-PARC, and so on.

o Rental system: KEKCC is entirely replaced every 4-5 years.
o Current KEKCC has starfed in September 2020 and will be ended in August 2024 or perhaps later
o The next system procurement is ongoing

« Data Analysis System

o Login servers, batch servers
= Lenovo ThinkSystem SD530, Intel Xeon Gold 6230 2.1 GHz, 283 kHS06 with 15,200 cores (40 cores x 380 nodes)
= Linux Cluster (CentOS 7.7) + LSF (job scheduler)
o Storage System
= |BM Elastic Storage System: 17 PB for GPFS + 8.5 PB for HSM cache (25.5 PB)
= HPSS: IBM TS4500 tape library (100 PB max.)
= Tape drive: TS1160 x72
= Storage interconnect : IB 4xEDR
= Grid SE (StoRM) and iRODS access to GHI

= Total throughput :
o 100+ GB/s (Disk, GPFS)
o 60+ GB/s (HSM, GHI)

*  Grid Computing System: UMD/EGI and iRODS/RENCI
+ General-purpose IT Systems: mail, web (Indico, wiki, document archive), CA as well.
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Procurement Schedule KEKCC 2024

» Bidding process: 2+ years: Unusually long
duration due to the uncertain delivery time,
bad currency rate to US$, and raising .
electricity costs .
o Committee was launched in June 2022
o RFX (Request for °
Information/Proposal/Quotation) ° \\
o EiFdCdi(rl]?gques’r for comments) \ (Of\\\ \?.\(\O
= Score for price + benchmark \\O(\ '
= Bid-opening will be closed in the end of August 2023 C;\\CO

D=)58)%)
) )

Facility updates (power supply, cooling)
Hardware installation

Data migration

System design, implementation, and testing
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Site Scale Evolution 283 KHS06 of CPU

Resource History (Last 4-Gen) Max 100 PB of tape capacity
1.2 HS06
140 comsonssons, 300
100 “IMEMEL 236 kHSO6 / 10K cores -
i:i 100 200 §
o 80 T
9) 150 £
o 60
S 40 100 &
& c 2022 O
20 . 50
; = Disk; 25 PB

KEKCC-09 KEKCC-12 KEKCC-16 KEKCC-20
mm Disk (PB) mmTape in Use (PB) Tape Available (PB) )HEPSPEC (kHS06)
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CPU Utilisation in the Entire System

Out of service for
4 annual safety
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Grid Services - Initial State of KEKCC-20

os Belle Il dedicated

Service VM/Bare metal IPvé | High Uninterr
Avallquty uptable

StoRM (FE/BE/WebDAV) RHEL6 + ELS VM on RHELS8 10GE

VOMS 10GE @aea.,Keepe,w
10GE @ @ Bifrcor
AMGA CentOS7 Bare metal 10GE [HifkeKeeper
Top BDII CentOS7 VM on RHEL8 10GE
Site BDII CentOS7 VM on RHEL8 10GE
ARGUS CentOS7 Bare metall 10GE
FTS3 CentOS7 Bare metal 10GE
ARC-CE CentOS7 Bare metal 10GE
GridFTP (with StoRM DSI) CentOs7 Bare metal
CVMFS Stratum Zero CentOS7 Bare metal 10GE
CVMES Stratum One CentOS7 Bare metal 10GE
HTTP Proxy CentOS7 Bare metal 10GE



Grid Services 2023

os Belle Il dedicated

Both Belle Il StToRM
now on CentOS7/

Service VM/Bare metal IPvé | High Uninterr
Avollqblllty uptable

-

AMGA | Decommissioned V
Top BDIl | Dec 2021 4
Site BDII CentOS7

ArRcUs | New ARC instances
replaced Dec 2021

Bare metal
VM on RHEL8
VM on RHEL8
Bare metal

Bare metal

Migrated and IPvé

"9CE 1 ready Sep 2021
10GE

10GE
10GE
10GE

-—-

CVMES Stratum Zero CentOS7
CVMES Stratum One CentOS7
HTTP Proxy CentOS7

Bare metal
Bare metal

Bare metal

10GE
10GE
10GE
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Grid Jobs
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Issues on ARC

« December 2021: Deployed another instance obtained from a right place, i.e.
UMD, then replaced EPEL-ARC, to send the accounting reports through Argo
Messaging Service (AMS)

o Inifially installed from EPEL repository

* Issues:
o v6.12 can not disable TLS version 1.0 or 1.1
= v6.14 can disable it
o LSF plugin sends huge amounts of queries to LSF master service like brute force
attack
= Deliver the static job information file as a temporary solution
» Required to write a module in Perl as a permanent solution

 Verify to work correctly with OpenlD Connect tokens obtained from Indigo
IAM

Jan 31, 2023 FJPPL - CC-IN2P3, Lyon 10
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HPSS

Nearly 4 PB of Belle |l raw data N
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The Goalis x100 more: 50 ab ! by 2034

The Raw data for
50 ab!doesn’t
correspond to 0.5 EB

Currently recording
everything

We are here as of today AT

Jan 31, 2023
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= " ONLINE and OFFLINE

Onling storage

SToRM
kek2-se02

3 GB/s

SROOT-ROOT
conversion

o]

Offine froft-end N ,‘
storage

10G X2.x2-(40G
r FE to HSM
A 3B S

100 Gbps

’f 100G
der of

BROCADE~ Juniper

A Broadcom Limited Company

MLXe-4 SRX4100

NETWORKS

1| 10Gx2

Nexus 9516

o]
CIsco

100G (IPolB)

CC-IN2P3, Lyon

S
2.8 P2

Initial status of
Belle || SToORMs

StoRM
kek2-se03

For analysis — supposed any
activities other than raw data
tfransfer

Staging speed > 70 TB/day
roﬂon speed > 200 TB/day

Disk-only space



400 Gbps
gggﬁwgg Sequentially migrate
StoRM instances due to
|] 10Gx2  the lack of hardware

BROCADE=

A Broadcom Limited Company E—

MLXe-4

March 2022

Oct2020

Nexus 9516  iub: resources
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400 Gbps

ARISTA - JUﬂIF’er

NETWORKS

80G for Nexus to ARISTA but
SRX4100 40G for ARISTA to Nexus
because of unexpected

I] 10G X2 pehaviour, LAG over the
exus 9516 dudy two physical ARISTAs

March 2022

Jan 31, 2023




400 Gbps
ARISTA

NNNNNNNN

/280SR
May 2022 Il 106 x2

Nexus 9516  tul

WebDAYV finally up!
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400 Gbps

ARISTA EENUIS
7280SR SRX4100

1| 10Gx2
Nexus 9516  tul

August 2022

Vel

GridFTP
ebDA
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400 Gbps
ARISTA JuniPer

NETWORKS

/280SR SRX4100
e 1 Il 10Gx2

Nexus 9516  tul

5'“5'%:

January 2023

Done Belle Il StoRM
migration

-

The rest of SToRM fo
be migrated is for ILC,
T2K, etc, other than
Belle Il.

100G (IPolB)
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Performance of DTNs
: NWSO Gb/s: logical traffic limit

LLLLLL

SRM (GridFTP) KEK<—>RAW Data Centres WebDAV
Centres

‘ OUT + ~ ongurrent fransfe KEK&RAW Data
\m |||||| \\||||||\ )||| | “‘ “ || | [l |||||N\||\NNM|“||||m|||||||(“||“'

40 .Gb/s: (uninfentional) logical fraffic limit
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Still capable of a bit more transters
but seems close 1o ’rhe limit
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Things to be considered on WebDAV-only
data transfer

* A better load-balancing mechanism like m
the reverse proxy other than DNS round-
robin WebDAV WebDAV WebDAV

* More servers with narrow-bandwidth NICs
may be better fransfer efficiency rather i le
than fewer servers with a fat-bandwidth V " WebnAeonA

NIC

Jan 31, 2023 FJPPL - CC-IN2P3, Lyon 23



17 years operation

KEK Grld CA 3.4K user cert

4.1K host cert

140 mmmm [ssued personal cerfificate mmm [ssued host certificate 4,500 @
120 — Cumulative issued personal certificate Cumulative issued host certificate 4,000 IS
5 3,500 £
= 100 =
.8 3,000 8
-ZE 80 2500 ©
O 0]
O 40 2,000 é
o k%!
10) 1,500 O
2 40 = Z
ﬂ ‘ ‘ ‘ l ‘ ' ‘ ‘ ‘ ‘ w ¢
20 2
500 £
I o O S -

\Q ,\Q N ,\\ v \rb \rb \v ,\‘X ,\6 \b \b \ <\ \Q’ ,\Cb ,\o‘ ‘19 ‘19 > A ¢
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+ Local RA representative in Belle Il collaboration since July 2018

o Mainly for members of Belle Il collaboration in the US after OSG CA stopped issuing certs in 2018
« CA’sroot certificate will expire in November 2025

o Unfortunately, unlikely to decommission by the date

o We have to prepare a new CA and its root certificate with longer validity and signature by a more secure
algorithm
= The current root certificate is signed by SHA-1, which NIST has disallowed 10 years ago
Jan 31, 2023 FJPPL - CC-IN2P3, Lyon 24



VOMS with Multiple Certificates

The site's security certificate is not tru:

You attempted to reach localhost, but the server presented a certificate Iss
entity that is not trusted by your computer's operating system. This may me
server has generated its own security credentials, which Google Chrome cz
for identity information, or an attacker may be trying to intercept your comm
You should not proceed, especially if you have never seen this waming bel
site.

VOMS uses the same certificate for two different protocols:
oGSl authentication for creating the proxy certificate, e.g. voms—-proxy-init
o SSL HTTP connection for the web services, e.g. https://voms.cc.kek.jp
The change is only on SSL server certificate:
o Before: /C=JP/0=KEK/OU=CRC/CN=host/voms.cc.kek.jp

o After: /C=JP/ST=Ibaraki/L=Tsukuba/O=High Energy Accelerator Research
Organization/CN=voms.cc.kek.jp

Proceed anyway | Back lo safely

» Help me understand

o Sfrong request from Belle Il: Some modern web browsers more strictly disallow visiting sites that provide unverified
certificate chains

o Replacement done 8t November 2022
No longer necessary to import the non-standard CA’s root certificate of CA, i.e. KEK Grid CA
o NIl as the infermediate CA of the commercial CA
o Accessing without personal certificate is failure on SSL handshake and disconnected anyway
Expected no actions required on the client side:
o [/etc/grid-security/vomsdir/belle/voms.cc.kek.jp.lsc
o Neither /cvmfs/grid.cern.chinthe CYMFS

Jan 31, 2023 FJPPL - CC-IN2P3, Lyon 25



Unexpected issues

KIT synchronises LSC files through VO ID Card

o Shows only SSL server certificate: /C=JP/ST=Ibaraki/L=Tsukuba/0O=High Energy Accelerator
Research Organization/CN=voms.cc.kek.jp

o Failed on any requests for KIT
Contact: cic-information@in2p3. fr on 22" November
Cyril L'Orphelin, CC-IN2P3 took care of this issue, then recovered very quickly on 25t
November

o Lesson: REST APl on the operation portal nicely works
o KEK is also dynamically synchronising VO information through the API

Another background context: Due to the GridKA CA’s shutdown, Belle II's secondary VOMS
server at DESY has replaced the host certificate unluckily on the near date, 215 November

o This made the issue more complicated to catch up



CVMEFS

« Stratum O: http://cvmfs-stratum- nesiaisy
zero.cc.kek.jp e

o The CVMFS repository for Belle Il: belle. kek.jp

= Belle Il has originally started with belle.cern.ch

= Two replicas (Stratum-1s) in each region
o IHEP/KEK in Asia
o DESY/RALin EU
o BNL/FNALin the US

o g-2 experiment: mug2ej.kek.jp
o Distributed domain setup files through cvmfs— o
config.cern.ch (*1, *2) &

« Stratum 1: http://cvmfs-stratum-
one.cc.kek.jp

o Hosting partial replicas: ATLAS, ILC, T2K, etc, for [1] thDS: //g-' thub.com/cvmfs—
Asian HEP communities contrib/config-repo

[2] /cvmfs/cvmfs-config.cern.ch

Jan 31, 2023 FJPPL - CC-IN2P3, Lyon 27


https://github.com/cvmfs-contrib/config-repo
https://github.com/cvmfs-contrib/config-repo

Ongoing Works

« The KEKCC is a rental system and is fully
replaced every 4-5 years

o We need to migrate dataq, service, configuration,
etc., from the old system to the new one

» Not easy to migrate Grid services on different
hardware/operating systems and then run with
the same behaviour and good performance

o Missing some parameters or performance issues
every replacement

Jan 31, 2023 FJPPL - CC-IN2P3, Lyon
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Behind Difficulties

1. Engineers manually set up the configuration based on
the history of change log for the previous system

o Those engineers are different people / different companies from
the operation team

2. In addition, no expertise in the Grid system:
o A minor market
o Rising human costs, but a constant budget for the KEKCC



KEKCC
Minimising Gap Between Systems

&p GitLab  Projects v Groups v Morev |l

« Formatted in YAML, which can be loaded by puppet
and applied to the service running on the new system

« Version control with private GitLab, which allows us
verifying basic functionalities as well as rolling back a
specific point

« Due to a lot of other uncertain stuff between systems,
not perfect enough but no longer dependent on skilled
engineers

Jan 31, 2023

Started recording the service configuration chang
during the system contract
o Only for essential services, e.g. SToRM, not for entire Grid ’

pup

() gitlab.cc.kek.jp

KEKCC Puppet Module {-}stormyaml %
iwai/kekcc-puppet-module
Edit
P master 19- kekcc: :storm:
Edit [P =
B kekee frontend:
class:
& data storm:: frontend:
& default be_xmlrpc_host: kek2-stormd2-backend.cc.kek.jp
db_host: kek2-storm@2-backend. cc.kek.jp
& environments 05
nodes Tog_debuglevel: INFO
& c7-minimal-vm.local g
B kek2-storm02-backend.cc.... check_user_blacklisting: false
& grid argus_pepd_endpoint: https://kek2-argus.cc.kek.jp:8154/authz
& os 5 , . ‘
& storm argus_resource_id: storm
backend:
& voms class:

storm: :backend:
{} stormyaml ;

& kek2-storm03-backend.cc.... -,

xmlrpc_security_token: >

63 kekt-seO6be.cc.kekjp

& kekt-storm01-backend.cc...
& kekt-storm02-backend.cc...
& tvoms-3.cc.kekjp

& voms-3.cc.kek.jp

[ kek2-storm02-frontend-1.c...

Commit.
0 changed files

Go Iwai 2 weeks ago

ENC[PKCS7, MIIB+wYJKoZIhvcNAQCDoITB7DCCAegCAQAXgGERMITBHQTBAL
DQYJKoZIhvcNAQEBBQAEGQEAT+1SqAyCyibo2vqVIkaMdQYa+sSYXIBVyLhS
MT4x921Hk2 1iTXRBiDC355 Lm4EgmcbqPOXGMg4E21n1zcaGMRUUCQYqCaSYs
RjgjA/iY9QTqYIIRMIHLZqMkkQ2 1 falYZiQb1TiT6cXWINStKIGQOFAOTs
W+YEEPNCiVhRSNUJEQAS iwcMQIGgT cmhqc i+F4/ZDunoy@fvAUF+E9Xokene
bSfOAXDOLDXxfnncGZnomhwNRWpAG rxoqad IBT tBGTO/0BV71ixQCAGRUGOF
dX2nT/Ndxxub384W4PCI0Z0uhj iXV1pASqFISBSGQDYwYsaDp6R1uLxIg7RX
LZy1KzCBVQYJIKoZIhvcNAQCBMBOGCWCGSAF LAWQBKgQQNes COx /Ad+YxMWeSS
Up7UPoCBKFSKyeLDBVSBEARNHNsTmMmw j uBWqD4J3BIZibSaK8GDVPTN+YE
XnEigLOGSSZQM2K03kFBeeKGgkCOdVGSaZEGiGsiCxT4yOTHY0iAKpes6S5:
UOK4PM/pLN2VKU3sxirYvdvHSFLLVUB54Ha7SxvakLcIhXpoBEUBIL3VWKbL
B5/1Z1tB/4B43gGCD2MxHg==]
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Summary

» KEK's Grid system is well in operation

o Fully ready for IPv4/IPvé dual stacking with good enough performance
o The next KEKCC procurement is ongoing and will launch in September 2024

» Develop the ARC's LSF plugin to prevent the high load for LSF
» Deploy the front-end server in front of DTNs for WebDAV file transfer
with a better load balancing, instead of DNS round-robin

* Token

o Verify ARC to work with OIDC token without VOMS proxy
o Confirmed: FTS and StoRM work in token-only environment



Thank Youl
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