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The current WLCG AAI

In operation since ~2003,
and still working nicely: GElD User's Authorization in EDG 2.x

® X.509 trust fabric provided ——* ke
by IGTF (tells services which \
CAs are trusted) o /

I
i L—crl update

® X.509 certificates provided (long life) Tovord

egistration——»

to users for authentication registration
o . vomsl-proxy-inif /
® Proxy certificates for Single | N ”,,)7 .
Sign-On (SSO) and 1 rg o (st Bt |
delegation ,

authentication & authorization info %
® VOMS attribute certificates LcAs

for attribute-based v ofth New Sty Hode 14
authorization (issued and Slide by Akos Frohner

signed by VO-scoped VOMS
servers)

host cert
(long life)

authz cert
(short life)

@Andrea Ceccanti
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Current WLCG AAI: the weak points

Usability
® X.509 certificates are difficult to handle for users

® \VOMS does not work in browsers

Inflexible authentication

® Only one authentication mechanism supported: X.509 certificates

® Hard to integrate identity federations

Authorization tightly bound to authentication mechanism
® VOMS attributes are inherently linked to an X.509 certificate subject

Ad-hoc solution

® We had to invent our own standard and develop ad-hoc libraries and central
services to implement our own AAI

Can we do better today? @Andrea Ceccanti
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A novel AAIl for WLCG: main challenges

Authentication Delegation
® Flexible, able to accomodate ® Provide the ability for services to
various authentication mechanisms act on behalf of users

- X.509, username & password,
EduGAIN, social logins (Google,
GltHub), ORCID, ...

® Support for long-running
applications

Identity harmonization & Frovisiening

account linking ® Support provisioning/de-
provisioning of identities to

Harmonize multiple identities & services/relying resources

credentials in a single account,
providing a persistent identifier Token translation

Authorization ® Enable integration with legacy
services through controlled

® Orthogonal to authentication, credential translation

attribute or capability-based
@Andrea Ceccanti
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ESCAPE

The future token-based WLCG AAI

Introduce a central VO-
scoped authz service that QRIGTF G O

e supports multiple authentication
mechanisms
Brokered authN

e provides users with a persistent,

VO-scoped identifier Certificate

' AuthN & Consent generation

e exposes identity information,
-

attributes and capabilities to .
services via JWT tokens and

standard OAuth & OpenID e
Connect protocols
® can integrate existing VOMS-

aware services

e supports Web and non-Web E

access, delegation and token

renewal OAuth/OIDC X.509/VOMS @Andrea Ceccanti
aware service aware service

Online
CA
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escape  Token-based AuthN/Z concerns several components

Rucio

FTS (Gfal)

Storages

Other Services
CRIC
DLaa$S

<any other service that needs to be integrated>
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EscaPE Questions & topics for the community to consider

What type of authentication and authorisation scenarios would token based AuthN/Z enable for you?
Which Identity provider to use?
A common one for smaller experiments maybe makes more sense
Who will be offering the service?
Definition of the tokens profile, it will specify
How to map defined scopes to local authZ
How to map group-based to local authZ
Tutorials & documentation is needed for users to become familiar with the tools/logic of these new authentication methods
How to leverage, coordinate and link with activities being carried on in different fora
Common effort to develop token support for services & tools

Establishing communication channels to keep track of progress & share experience and expertise
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Token-based AuthN/Z for WLCG: https://wlcg-authz-wg.github.io/wlcg-authz-docs/
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An lllustrated Guide to OAuth and OpenlID Connect

https://developer.okta.com/blog/2019/10/21/illustrated-guide-to-oauth-and-oidc
oidc-agent https://github.com/indigo-dc/oidc-agent
OAuth 2.0 https://oauth.net/2/

OpenlID Connect https://openid.net/connect/
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