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@ Distributed (nationally and internationally) storage
and computation resources

@ Widespread use of cloud services an on-line
accessed storage

@ Virtual Observatory standards are already Iin use

In big Infrastructures (see CDS, CADC, ESO
ESAC, ...)

@ VO standards implementation => interoperability =
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. OSSERVATORIO ASTRONOMICO
Remote Access Portal
~B|2BB|C|7 8|28~ |~ T B R ¥ =2 =[5 |a 0 RIRIEEIERICICIE S BN v e e wARE x + (-] I
“~ C 1 @& ssoia2.inaf.it/rap-ia2/?action=oauth2client r 0O . :
[}

i pApps [ LRZ:Howtosetu... Previsioni meteo... @ PostaCertificata [ concorsi attivi » | [ Other bookmarks Reading list

VOSpace Ul (demo)

GEHD

Use the eduGAIN or OrclD Logo fo Use these Logos to Login or
Login or Register to RAP facility Register to the RAP facility with
with your Institutional account. your social identity
n.

£

Use the IA2 Logo to Login if you
have an account provided by IA2 or
self registered

© Need help? Please read our User guide and FAQ.

Privacy policy

This software has been adapted by the A2 team from the Remote Authentication Portal written by Franco Tinarelli at INAF-IRA.

Powered by /gg 1A2
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RAP supports:
® SAML
* EduGain
® OpenlIDConnect
* Google
* Facebook
* Linked-in
® X509
® Legacy authentication (login&password)

\"‘4
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< C ) & ssoia2.inafitigms/#/ a %« U@ :
i apps [M LRZ:Howto set u... Previsioni meteo... » | M Other bookmarks Reading list

Group Membership Service

Groups

; =
N - BE ¢ eo/k: MeDemzle @@y c@mac T icle0aelereeonooms o000 @ + e = b X
Search group i C Y & ssoiazinafit/gms/help/help-admin htmi ax O»@ :
i Apps [ LRZ:Howtosetu. Previsioni meteo... @ PostaCertificata [l concorsiattivi &, Cloud-Introduzi.. & Standard Deviati.. @ Federated AAICo.. @ Astrochannel2.0 » | @ Otherbookmarks | [E Reading list

Test

VOSpace

GMS - Help Page for Administrators
¢ - | » Page

size:

Groups inside the GMS are organized in a tree structure (parent groups contain child groups). You can navigate the structure clicking on the group names. The
parent of all groups is called ROOT.

Total items: 2
4 — current group
ROQT / LBT / INAF

link to parent group

Groups Members Permissions Add group

Search group €= search inside the current group

— Powered by ,f‘. IA2 —

delete group -

IT-2019B-019 €— child group edit group —> Z#'W
IT-2019B-020 Zw
IT-2019B-022 W
IT-2019B-023 ZW

Each group has its own members nerm\sions. -
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Communication with token-based GMS

N token ( ™) token w
Client . __node metadata VOSpace | memberships GMS

L —

Y

® The same token used for VOSpace is forwarded to GMS (token relay)
® All the groups are retrieved and result is cached for some minutes

® getNode() endpoint returns only the nodes that can be accessed by the user (according to groupRead
property), so filtering each node using isMemberOf could be heavyweight

Implementation of OAuth2 token exchange in transfers:

L q ) token
RFC 6819: «lIf access tokens are sent via URI query client { ‘
: len 1 7 ace
parameters, such tokens may leak to log files and the < f"‘,’t:"”'ci LLR" | P g
A wi new-token - S

HTTP "referer".» A £
newsjtoken £
new-token token ”é'
-» a new token with a narrower scope, jti claim and e B =
. . . . =

shorter expiration is generated using Token Exchange File Service RAP ‘

(RFC 8693) for file transfer requests to File Service

https://wiki.ivoa.net/internal/IVOA/InterOpNov2021GWS/INAFVOSpacestatusupdates.pdf
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~[B(2[B[B[5| "B 23| [~|SE2¥= =2 R[g[Ec|a SR RIEE R R SSZE g v e s HE 2z + o
€« > C { A Notsecure | staging.ia2.inaf.it/vospace/ui/#/nodes/ & O » e : Em t
i apps [B LRZ:Howto set u... Previsioni meteo... @ PostaCertificata [ concorsi attivi » | IR Other bookmarks Reading list p y
e Bl interface
]
- before
[] Name Size Group read Group write
3 "
— Powered byAIAZ— ESCAPE
N
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VOSpace GUI

A

MB2(ED[C|"[E[2IE [~ [CEle¥ ==c[2aec|s 52 el CICZ R B vie slsmaaE x + °
€« C (+ A Notsecure | staging.i * O @ :

» | W Other bookmarks Reading list |

a2.inaf.it/vospace/ui/#/nodes/

it Apps 71 LRZ:How to set u... Previsioni meteo... @ PostaCertificata M concorsi attivi

VOSpace Jobs @

Name Size  Group read Group write
O 5 1A2 0B 22V0OSpace.test!  2&VOSpace.test1

O &5 sara.bertocco 0B

o
— Powered by A\ 1A2 —

After logging-in,
I’'m able to see
my nodes and
groups access
rights
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it Apps

C {0 A Notsecure | staging.ia2.inaf.it’'vospace/ui/#/nodes/sara.bertocco

@ PostaCertificata [ concorsi attivi

LRZ: How to set U... Previsioni meteo...

VOSpace

RILEN o |

ROOQOT [/ sara.bertocco

[] Name Size Group read Group write

] 859 test_data 0B
Share
Rename
Move
Copy
Delete

.
— Powered by /{\\ 1A2 —

After logging-in,
I’'m able to
perform
operations on
nodes (file or
folder):

* New

* upload

* share
*rename

* move
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&« C Y A Notsecure | staging.ia2.inaf.it/vospace/ui/#/nodes/sara.bertocco & O N . I Afte r Iog g I n g —I n
- )
i apps [ LRZ:Howto setu... Previsioni meteo... @ PostaCertificata [ concorsi attivi » | I Other bookmarks Reading list
I’m able to change
- -
Read permissions p
Users Search user.. Add user n O d e S

Groups Search group... Add group

Share /sara.bertocco/test_data

Write permissions

Users Search user.. Add user

Groups Search group... Add group

Apply also to children

Cancel Save
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VOSpace GUI

[+
X ON@ :

Reading list

e

it Apps

C { A Notsecure | staging.ia2.inaf.it/vospace/ui/#/nodes/sara.bertocco

1 LRZ:How to set u... Previsioni meteo... @ PostaCertificata [ concorsi attivi » | [ Other bookmarks

VOSpace Jobs a

ROQT / sara.bertocco
New folder Upload files
Delete Group Group
[J Name Move Size  read write
Copy
() 2019-05_IVOA 416
Create zip archive MB
Create tar archive
(Y 20200226 ESC. . epeep 9.1
MB
() 20200723-LECPOR-Graf-OC-1920x1080.m4v  307.1
MB
(Y ALMA_archive_dataschool.pdf 28
MB
() atlassian-jira-software-8.5.4-x64.bin 370.9
MB
] B test_data 0B
%
— Powered by A 1A2 —

After logging-in,
I’'m able to
perform
operations on

a single node
or

sets of nodes

-
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~B2E D[S BRE- ~[TERN ekl a1 [i[2 0 we|e @ mE@sR) -]
“ C {3 A Notsecure | staging.ial.inaf.it/vospace/ui/#/nodes/sara.bertocco t O*@
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Upload file E X ]
BBl " alE [~ IC B 2= - RE sl Cela R RISz B n o - o

2019-05_IVOA_SKApptx, 20200226_ESCAPE_repoj Browse < C 1t A Notsecure | staging.ia2.inaf.it/vospace/ui/#/nodes/sara.bertocco T ON . H

Apps [M LRZ:Howtosetu... Previsionimeteo... @ PostaCertificata concorsi attivi » | [ Other bookmarks Reading list
Selected files: 2019-05_IVOA_SKApptx,
20200226_ESCAPE _repopdf, 20200723-LECPOR-Graf-0C-
1920x1080 m4v, ALMA_archive_dataschool.pdf, atlassian-jira- Upluad file

software-85 4-x64bin
tind 2019-05_IVOA_SKApptx, 20200226_ESCAPE_repo} Browse

2019-05_IVOA_SKApptx
20200226_ESCAPE_repo pdf
20200723-LECPOR-Graf-0C-1920x1080.m4v
ALMA _archive_dataschoolpdf

atlassian-jira-software-8.5.4-x64bin
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Main features

* Data checksums calculation and .tar generation

* Database interaction for storing and retrieving information
about VOSpace nodes, jobs, storage points and users

* FCFS (First Come First Served) scheduling mechanism for
jobs

e Data transfer operations from and to hot and cold storage
points

* Set of CLI tools to simplify the administrator interaction with
the service

Ty
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European Data Provider Forum, 23-26 November 2021

16



¢ INAF

¢ =i VOSpace Transfer Service

DI TRIESTE

Admin
CLI
tools

A '
4

VOSpace
REST

Cache (Redis)

A y
A A A
Y
v N A SSH I/O commands to
N tape library frontend
S *
Tranafer cu VO e
5 handler scheduler
Service handler S R >
L J rsync subprocess to
transfer data from/to tape
| ‘ library frontend or
\\_ _,/ generic storage point

N/

Database (PostgreSQL)
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client@57f59b55642f:~% vos storage add
Storage type ['cold', 'hot' or 'portal']: hot

Storage base path: /mnt/hot storage/users

Storage hostname: server.inaf.it

Storage point added successfully!

client@57f59b55642f:~% vos storage list

cold : W ape-fe.ia2.inaf.it
portal lbto.org
S, inaf.it

» The admin adds a new storage point
» Then lists all the available storage points to show some details
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client@64a2d3677276:~% vos data hstore sara.bertocco

Sending HSTORE request. .. o The admin SendS a hOt

Choose one of the following storage locations: storage request to the
service for the user
‘'sara.bertocco’

» The service asks the admin
to select a storage point

» The admin confirms and a
new job is started in
background

» After a few seconds the
admin checks the job status
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@ File metadata is stored in a PostgreSQL database
with ltree extension

@ JAXB beans automatically generated from XSD
files using XJC

@ Spring Boot for the REST service and the File
Service

@ Jackson combined with JAXB to support both
XML and JSON payloads

@ Python for the Transfer Service with Redis
gueues for handling jobs

@ Spring Boot + Vue.js for the Ul
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nicola.calabria@inaf.it
sonia.zorba@inaf.it
cristiano.urban@inaf.it
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* INAF VOSpace: status update
https://wiki.ivoa.net/internal/[VOA/InterOpNov2021GWS/INAFVOSpacestatusupdates.pdf

« AVOSpace implementation with Tape support
https://wiki.ivoa.net/internal/[VOA/InterOpMay2021GWS/VOSpace-tape.pdf

* An OAuth2 based GMS implementation
https://wiki.ivoa.net/internal/IVOA/InterOpMay2020GWS/GMS-OAuth2.pdf
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® This work has been supported by the INAF Italian
Astronomical Archives and ICT. It will be provided as a
production level service as part of the Astronomical
Archives services echosystem.

This work benefits support from the ESCAPE project,
funded by the European Commission, Horizon2020
programme (grant n. 824064).
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