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EVN Archive Portal

● Provide access to EVN Archive through Jupyterhub

● Users can pipeline any experiment and results are 
stored in persistent storage

● Users can submit improved pipeline results back 
into the archive

● Archive will accessed through VO queries using a 
JupyterLab plugin

● EVN TAP service is being developed in WP4

● All experiments older than 1yr are public

● Will be made available in the ESAP
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Keycloak

Keycloak based login for JupyterHub 
including federated authentication

● The EVN portal will have diverse group 
of users both local and external 

● JupyterHub supports many different 
authentication methods, but only one at 
a time

● Keycloak is an open source AAI 
management application

● Allows JupyterHub integrate with many 
different Authentication methods

● Supports: Social login, generic OAUTH2, 
LDAP, account registration, 2-factor 
authentication, ...

● Integrates with JupyterHub through the 
GenericOAuthenticator

● https://www.keycloak.org/



Configuring client

c.Authenticator.auto_login = True
c.JupyterHub.authenticator_class = GenericOAuthenticator
c.GenericOAuthenticator.client_id = 'jupyterhub'
c.GenericOAuthenticator.client_secret = '07fxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxd4'
c.GenericOAuthenticator.username_key = 'preferred_username'
c.GenericOAuthenticator.oauth_callback_url = 'http://eee-dev:8000/hub/oauth_callback'
c.GenericOAuthenticator.authorize_url = "http://eee-dev:8080/auth/realms/JIVEHUB/protocol/openid-connect/auth"
c.GenericOAuthenticator.token_url = "http://eee-dev:8080/auth/realms/JIVEHUB/protocol/openid-connect/token"
c.GenericOAuthenticator.userdata_url = "http://eee-dev:8080/auth/realms/JIVEHUB/protocol/openid-connect/userinfo"

jupyterhub_config.py
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AuthN/Z in JupyterLab

● After successful authentication in JupyterLab the 
DockerSpawner will:
– Create new Docker container containing single user 

JupyterLab instance

– Or connect to previously running container

● Refresh-token is passed to JupyterLab instances as an 
environment variable at container creation

● Refresh-tokens have a very long life

● Refresh-token can used by JupyterLab apps to gain 
access-tokens to access resource services  

OAuthenticator Docker Spawner
Single user 

JupyterLab instance

auth_state refresh_token 
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Discussion

● Potential issues passing tokens via environment 
variables
– Storing tokens in environment variable of Docker 

container is equivalent to storing token on disk.

– Users with Docker privileges can access tokens from all 
containers

– What happens when access rights to resources change, 
will this be updated when a new access-token is received?

● Are there alternative methods to pass tokens from 
JupyterHub to single user JupyterLab instances?
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