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Outline
• Introduction to the ESCAPE AAI 

- Basic AAI concepts: authentication & authorization 

- INDIGO IAM: key features 

- OAuth and OpenID Connect basics 

- Web application integration demonstration 

- AAI in the ESCAPE data lake demo 

• VOMS authn/z 

• Token-based authn/z

Already covered in the  
ESCAPE AAI Webinar

https://indico.in2p3.fr/event/21072/
https://indico.in2p3.fr/event/21072/
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Shared Google doc for feedback/questions

• A shared Google doc is linked to the agenda 

- Open in write access to anybody 

• https://docs.google.com/document/d/
1S1AsnQPGHSH3W68Le6VBvbZ2uDAXy-nMHSPC6A0MjZQ/edit#  

• Please use it to provide feedback/questions/comments on the Webinar

https://indico.in2p3.fr/event/22812/overview
https://docs.google.com/document/d/1S1AsnQPGHSH3W68Le6VBvbZ2uDAXy-nMHSPC6A0MjZQ/edit#
https://docs.google.com/document/d/1S1AsnQPGHSH3W68Le6VBvbZ2uDAXy-nMHSPC6A0MjZQ/edit#
https://indico.in2p3.fr/event/22812/overview
https://docs.google.com/document/d/1S1AsnQPGHSH3W68Le6VBvbZ2uDAXy-nMHSPC6A0MjZQ/edit#
https://docs.google.com/document/d/1S1AsnQPGHSH3W68Le6VBvbZ2uDAXy-nMHSPC6A0MjZQ/edit#


Introduction to the ESCAPE AAI
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ESCAPE Data Lake AAI and WLCG

Approach: leverage and build upon the WLCG experience

Move beyond X.509

Current, X.509 based AAI Future, token-based AAI
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Token-based AuthN/Z from 10000 mt
• In order to access resources/services, a client 

application needs an access token 

• The token is obtained from a Virtual Organization 
(which acts as an OAuth Authorization Server) using 
standard OAuth/OpenID Connect flows 

• Authorization is then performed at the services 
leveraging info extracted from the token: 

- Identity attributes: e.g., groups 

- OAuth scopes: capabilities linked to access tokens at token 
creation time
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In practice…
• The central authorization servers provides attributes that can be used for authorization at 

services, e.g.: 

• groups/roles, e.g.: cms, lofar, production-manager 
- capabilities, e.g.: storage.read:/cms, submit-job 

• This information is exposed to services via signed JWT tokens and via OAuth/OpenID 
Connect protocol message exchanges (aka flows) 

• Services can then grant or deny access to functionality based on this information. Examples: 

- allow read access on the /cms to all members of the cms group 

- allow read access on the /lofar namespace to anyone with the capability storage.read:/
lofar
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Identity-based vs Scope-based Authorization

• Identity-based authorization: the token brings 
information about attribute ownership (e.g., 
groups/role membership), the service maps 
these attributes to a local authorization policy 

• Scope-based authorization: the token brings 
information about which actions should be 
authorized at a service, the service needs to 
understand these capabilities and honor them. 
The authorization policy is managed at the VO 
level

{
“iss”: “https://cms.wlcg.example”,
…
“wlcg.groups”: “/cms”

}

{
“iss”: “https://cms.wlcg.example”,
…
“scope”: “storage.read:/ storage.modify:/store”

}

authZ 
decision

local policy

authZ 
decision

token claims

token claims

https://cms.wlcg.example
https://cms.wlcg.example
https://cms.wlcg.example
https://cms.wlcg.example
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Identity-based vs Scope-based Authorization

scope-based authZ

identity-based authZ

* Slide courtesy of B. Bockelman

The two models can coexist, 
even in the context of the 
same application!
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INDIGO Identity and Access Management Service

• A VO*-scoped authentication and 
authorization service that 

- supports multiple authentication mechanisms 

- provides users with a persistent, VO-scoped 
identifier 

- exposes identity information, attributes and 
capabilities to services via JWT tokens and standard 
OAuth & OpenID Connect protocols 

- can integrate existing VOMS-aware services 

- supports Web and non-Web access, delegation and 
token renewal

*VO = Virtual Organization



Funded by the European Union’s  
Horizon 2020 - Grant N° 824064

Andrea Ceccanti - ESCAPE AAI Integration Workshop 11

The ESCAPE IAM instance
• Escape IAM instance available 

- Root of trust for the ESCAPE Data Lake 

- 87 registered users 

- 12 groups 

- AuthN with EduGAIN, X.509 certificates, Google, 
username/password 

- VOMS endpoint available 

- Registration open 

• Administrator-vetted registration flow 

- Documentation available here

https://iam-escape.cloud.cnaf.infn.it
https://indigo-iam.github.io/escape-docs/
https://iam-escape.cloud.cnaf.infn.it
https://indigo-iam.github.io/escape-docs/


Enabling technologies
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IAM enabling technologies in one slide
• OAuth 2.0 

- a standard framework for delegated authorization 

- widely adopted in industry 

• OpenID Connect 
- an identity layer built on top of OAuth 2 

- “OAuth-based authentication done right” 

• JSON Web Tokens (JWTs) 
- a compact, URL-safe means of representing claims to 

be transferred between two (or more) parties
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OAuth: a delegated authorization framework

• OAuth defines how controlled delegation of 
privileges can happen among collaborating services 

• Provides answers to questions like: 

- How can an application request access to protected 
resources? 

• How can I obtain an access token? 

- How is authorization information exchanged across parties? 

• How is the access token presented to protected resources? (i.e. API)
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OpenID Connect: an identity layer for OAuth

• OAuth is a delegated authorization protocol 
- an access token states the authorization rights of the client 

application presenting the token to access some resources 

• OpenID Connect extends OAuth to provide a 
standard identity layer 
- i.e. information about who the user is and how it was 

authenticated via an additional ID token (JWT) and a 
dedicated user information query endpoint at the OpenID 
Connect Identity provider 

- provides ability to establish login sessions (SSO)

+
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JSON Web Tokens (JWT)
• JSON Web Token (JWT) is an open standard that defines a compact, 

self-contained way of securely transmitting information between 
parties as a JSON object 

• JWTs are typically signed and, if confidentiality is a requirement, can 
be encrypted.  

• JWTs integrity and signatures can be verified independently in a 
distributed fashion by relying parties

https://tools.ietf.org/html/rfc7519
https://tools.ietf.org/html/rfc7519
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Why OAuth, OpenID Connect and JWT?
• Standard, widely adopted in industry 

- Do not reinvent the wheel, reuse existing knowledge and tools, extend when needed 

• Reduced integration complexity at relying services 

- Off-the-shelf libraries and components 

• Authentication-mechanism agnostic 

- The AAI is not bound to a specific authentication mechanism 

• Distributed verification of access and identity tokens 

- It scales



A brief introduction to  
OAuth, OpenID Connect and JWTs
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OAuth roles
• Resource owner 

- A user that owns resources hosted at a service 

• Client 
- An application that wants to have access to user resources 

• Authorization server 
- A service that authenticates users and client applications and issues 

access tokens according to some policy 

• Resource server 
- A service that holds protected resources and grants access based 

on access tokens issued by the authorization server
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OAuth/OpenID Connect actors and roles

Actor Role Example

Authorization Server (AS) Asserting party ESCAPE IAM instance

Resource Server (RS) Relying party The RUCIO REST API

Client Relying party The RUCIO Web Dashboard

Resource Owner Subject A registered IAM ESCAPE user
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OAuth client registration
• In OAuth clients that interact with an Authorization Server (AS) 

need to be registered 

• When a client is registered, it typically receives the client 
credentials 

- client_id: the client “username” 

- client_secret: the client “password” 

• Credentials are required in some OAuth/OpenID Connect flows or 
to access specific endpoints, where different privileges may be 
assigned to different clients
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OAuth client types
https://tools.ietf.org/html/rfc6749#section-2.1 

• confidential: Clients capable of maintaining the confidentiality of their 
credentials (e.g., client implemented on a secure server with restricted access 
to the client credentials), or capable of secure client authentication using 
other means 

• public: Clients incapable of maintaining the confidentiality of their      
credentials (e.g., clients executing on the device used by the resource owner, 
such as an installed native application or a web browser-based application), 
and incapable of secure client authentication via any other means.

https://tools.ietf.org/html/rfc6749#section-2.1
https://tools.ietf.org/html/rfc6749#section-2.1
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Handling client credentials
• Client credentials must be maintained confidential 

- not stored in Docker images or source code 

• use ENV variables or other secret management mechanisms to pass secrets to your application 

• Follow recommendations in the client app security section of the 
OAuth security recommendations 

- https://tools.ietf.org/html/rfc6819#section-5.3

https://tools.ietf.org/html/rfc6819#section-5.3
https://tools.ietf.org/html/rfc6819#section-5.3
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Client registration in practice
• To register a new client in IAM, follow the instructions in the 

documentation: 

- https://indigo-iam.github.io/docs/v/current/user-guide/client-registration.html 

• Client registration is necessary to integrate any application that needs 
to “drive” an authorization flow 

- i.e., if your app needs to show a “Login with ESCAPE” button, you need to register a 
client 

• For protected resources (APIs) integration, registration is NOT needed

https://indigo-iam.github.io/docs/v/current/user-guide/client-registration.html
https://indigo-iam.github.io/docs/v/current/user-guide/client-registration.html
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OAuth/OpenID Connect grant types

Authorization grant types 

= 

Authorization Flows 

= 

Ways for an application to get tokens
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OAuth/OpenID Connect grant types
Grant Type Context Client type

Authorization code Server-side apps Confidential

Implicit Client-side, Javascript apps Public

Device code Limited-input devices, CLIs Confidential

Resource owner password 
credentials 

(aka password)

Trusted apps, CLIs Confidential

Client credentials Server-side apps Confidential

Refresh token Server-side apps Confidential

Token exchange Server-side apps Confidential
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OAuth/OpenID Connect provider metadata
• OAuth & OpenID Connect provide a standard way to expose the authorization server/OpenID 

provider configuration to clients 

• Information is published at a well-known endpoint for the server, e.g.: 

- https://dodas-iam.cloud.cnaf.infn.it/.well-known/openid-configuration 

• Clients can use this information to know about  

- location of key material used to sign/encrypt tokens 

- supported grant types/authorization flows 

- endpoint locations 

- supported claims 

- … 

• and implement automatic client configuration
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OAuth/OpenID Connect provider metadata

Example metadata document: 

https://iam-escape.cloud.cnaf.infn.it/.well-known/openid-configuration 

https://iam-escape.cloud.cnaf.infn.it/.well-known/openid-configuration
https://iam-escape.cloud.cnaf.infn.it/.well-known/openid-configuration
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OAuth scopes
• OAuth provides scopes as a standard mechanism to express authorization permissions 

granted to client applications 

• In practice, scopes are a set of strings included in an access token that limit what are the 
operations that can be authorized by clients presenting such access token 
- User consent is based on scopes requested  

• OAuth scopes are commonly used in industry to define the authorization on service 
APIs. Examples: 
- https://api.slack.com/docs/oauth-scopes 

- https://developer.github.com/apps/building-oauth-apps/understanding-scopes-for-oauth-apps/
#available-scopes  

- https://developers.google.com/identity/protocols/googlescopes 

https://api.slack.com/docs/oauth-scopes
https://api.slack.com/docs/oauth-scopes
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Commonly used OAuth/OIDC scopes
• openid: signals that the client wants to receive authentication information 

about the user 

• profile: used to request profile information (name, address and other 
information) 

• email: used to request access to the user’s email (name, address) 

• offline_access: used to request refresh tokens 

• wlcg.groups: used to request the inclusion of group information in tokens  
(when the WLCG JWT profile is used in IAM)
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OAuth bearer token usage
• There’s a standard that defines how to send tokens to resource servers 

• Typically, tokens are sent in the Authorization HTTP header, following 
the rules defined in RFC 6750, as in the following example HTTP request 

GET / HTTP/1.1 

Host: apache.test.example 

Authorization: Bearer eyJraWQiOiJy…rYI 

User-Agent: curl/7.65.3 

Accept: */*

The token!

https://tools.ietf.org/html/rfc6750
https://tools.ietf.org/html/rfc6750
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JSON Web Tokens: definition
Citing RFC 7519: 

• JSON Web Token (JWT) is a compact, URL-safe means of representing 
claims to be transferred between two parties. 

• The claims in a JWT are encoded as a JSON object that is used as the 
payload of a JSON Web Signature (JWS) structure OR as the plaintext 
of a JSON Web Encryption (JWE) structure, enabling the claims to be 
digitally signed or integrity protected with a Message 
Authentication Code (MAC) and/or encrypted.

https://tools.ietf.org/html/rfc7519
https://tools.ietf.org/html/rfc7519
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JWT
Citing RFC 7519: 

• A JWT is represented as a sequence of URL-safe parts separated by   
period ('.') characters.  Each part contains a base64url-encoded value.   

• The number of parts in the JWT is dependent upon the representation 
of the resulting JSON Web Signature (JWS) using the JWS Compact 
Serialization or JSON Web Encryption (JWE) using the JWE Compact 
Serialization.

https://tools.ietf.org/html/rfc7519
https://tools.ietf.org/html/rfc7519
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JWT: Header.Body.Signature
eyJraWQiOiJyc2ExIiwiYWxnIjoiUlMyNTYifQ.eyJ3bGNnLnZlciI6IjEuMCIsInNlcnMiXX0.b64QOAjMoQfcJtin6hTLxtUepqjbbZ9pmb4xp5MoXeM3d4TyY1OIyQtcg
eZl4_mAzc22thTLbtu675xM7LswfrqFdc9eNPqi2VQzpdYae4S-
bK_3r9Dev-8o7PKiHNLtytNTK6Djre8WQF2TUX-oHsDqP2EJDskuqu-GAdhjLVI
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JWS compact serialization form
• From https://tools.ietf.org/html/rfc7515#section-3.1  

In the JWS Compact Serialization, a JWS is represented as the   
concatenation: 

BASE64URL(UTF8(JWS Protected Header)) || '.' ||       

BASE64URL(JWS Payload) || '.' ||       

BASE64URL(JWS Signature)

https://tools.ietf.org/html/rfc7515#section-3.1
https://tools.ietf.org/html/rfc7515#section-3.1
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JWT: Header.Body.Signature

{ 
  "kid": "rsa1", 
  "alg": "RS256" 
}

{ 
  "wlcg.ver": "1.0", 
  "sub": "241687e8-5374-4549-b9f6-a3866f0bf6da", 
  "aud": "https://wlcg.cern.ch/jwt/v1/any", 
  "nbf": 1610983038, 
  "scope": "openid profile wlcg.groups", 
  "iss": "https://iam-escape.cloud.cnaf.infn.it/", 
  "exp": 1610986638, 
  "iat": 1610983038, 
  "jti": "09620e47-a954-4fc5-a331-1540b2e4263c", 
  "client_id": "12020b35-44e2-49ca-a856-d0716952790d", 
  "wlcg.groups": [ 
    "/escape", 
    "/escape/cms", 
    "/escape/pilots", 
    "/escape/xfers" 
  ] 
}

Header Body Signature

b64QOAjMoQfcJtin6hTLxtUep
qjbbZ9pmb4xp5MoXeM3d4TyY1
OIyQtcgeZl4_mAzc22thTLbtu
675xM7LswfrqFdc9eNPqi2VQz
pdYae4S-
bK_3r9Dev-8o7PKiHNLtytNTK
6Djre8WQF2TUX-
oHsDqP2EJDskuqu-GAdhjLVI
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JWT claim names
• Registered claim names (i.e. a set of basic claims defined by the JWT standard 

- “iss” (Issuer): the principal that issued the JWT (e.g., IAM ESCAPE) 

- “sub” (Subject): the principal that is the subject of the JWT (e.g., a unique id linked to an IAM account) 

- “aud” (Audience):  identifies the recipients that the JWT is intended for (e.g., RUCIO) 

- “exp” (Expiration time): identifies the expiration time on or after which the JWT MUST NOT be accepted for processing 

- “nbf” (Not before): identifies the time before which the JWT MUST NOT be accepted for processing 

- “iat” (Issued at): identifies the time at which the JWT was issued 

- “jti” (JWT ID): provides a unique identifier for the JWT 

• Public claim names 

- Either a registered public claim name or one that has a collision-resistant name 

• Private claim names 

- Claim names that are not registered or public (i.e. are not collision-resistant)

https://tools.ietf.org/html/rfc7519#section-4.1
https://www.iana.org/assignments/jwt/jwt.xhtml#claims
https://tools.ietf.org/html/rfc7519#section-4.1
https://www.iana.org/assignments/jwt/jwt.xhtml#claims
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Exercise: JWT Signature verification
• Get a token from the IAM 

ESCAPE instance  

• Go to jwt.io, paste the token in 
token field 

• Go to https://iam-
escape.cloud.cnaf.infn.it/jwt, grab 
the key and paste it in the verify 
signature box

http://jwt.io
https://iam-escape.cloud.cnaf.infn.it/jwt
https://iam-escape.cloud.cnaf.infn.it/jwt
http://jwt.io
https://iam-escape.cloud.cnaf.infn.it/jwt
https://iam-escape.cloud.cnaf.infn.it/jwt


Web application  
integration scenario
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Web application: authorization code flow

IAM

Home IdP

Web
App

A Web App integrates with IAM to 
delegate user authentication 

management and obtain 
authorization information
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Web application: authorization code flow

OAuth and OpenID connect 
provide the 

authorization code flow 
 in support of this integration 

use case

IAM

Home IdP

Web
App
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Web application: authorization code flow

IAM

Home IdP

Web
App

User points its browser to web app,
which redirects back to IAM for 

authentication



43

Web application: authorization code flow

IAM

Home IdP

Web
App

User points its browser to web app,
which redirects back to IAM for 

authentication

authorization 
request
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Web application: authorization code flow

IAM

Home IdP

Web
App

This authorization request starts the 
authorization flow, and includes 

parameters (e.g., OAuth scopes) that 
will influence which information is 

returned by IAM

authorization 
request
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Web application: authorization code flow

IAM

Home IdP

Web
App

authorization 
request User does not have a valid session at 

IAM, so IAM shows the login page
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Web application: authorization code flow

IAM

Home IdP

Web
App

authorization 
request User does not have a valid session at 

IAM, so IAM shows the login page
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Web application: authorization code flow

IAM

Home IdP

Web
App

authorization 
request User does not have a valid session at 

IAM, so IAM shows the login page
User selects EduGAIN, 
and chooses his home 
IDP for authentication
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Web application: authorization code flow

IAM

Home IdP

Web
App

authorization 
request User does not have a valid session at 

IAM, so IAM shows the login page
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Web application: authorization code flow

IAM

Home IdP

Web
App

User is redirected to home IDP
for authentication



50

Web application: authorization code flow

IAM

Home IdP

Web
App

User is redirected to home IDP
for authentication
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Web application: authorization code flow

IAM

Home IdP

Web
App

Authentication 
assertion

Home IDP authenticates user
and sends back an authentication

assertion, via redirection and possibly
other interactions between IAM and

the IDP
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Web application: authorization code flow

IAM

Home IdP

Web
App

IAM validates the assertion,
the user is a registered one, so IAM

shows a “Give consent” page
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Web application: authorization code flow

IAM

Home IdP

Web
App

IAM validates the assertion,
the user is a registered one, so IAM

shows a “Give consent” page
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Web application: authorization code flow

IAM

Home IdP

Web
App

IAM generates an 
authorization code 

and sends it back to web app using an 
HTTP redirect  
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Web application: authorization code flow

IAM

Home IdP

Web
App

id

The Web App exchanges the 
authorization code with 

a couple of tokens:
an access token and 

an id token
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Web application: authorization code flow

IAM

Home IdP

Web
App

id
In IAM, 

both tokens are 
JWT tokens.
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Web application: authorization code flow

IAM

Home IdP

Web
App

id
The access token 
provides (mainly) 

authorization 
information
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Web application: authorization code flow

IAM

Home IdP

Web
App

id The id token provides 
(mainly) authentication 

information
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Web application: authorization code flow

IAM

Home IdP

Web
App

id

Both tokens are validated following 
to the JWT and OpenID Connect 
guidelines, checking temporal 

validity, 
token signature, audience, etc…
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Web application: authorization code flow

IAM

Home IdP

Web
App

Additional information about the 
user can be requested by querying 

the /userinfo endpoint 
and providing the just obtained 

access token 
for authentication/authorization 

purposes
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Authorization code flow in practice
• In practice, decent OAuth/OpenID Connect client libraries implement all the 

above behind the scenes. 

• As an example, Apache mod_auth_openidc requires the following information to 
enable a working OpenID Connect integration 

- The OpenID Connect provider discovery/metadata URL 

- Client credentials 

• The library then takes care of exchanging messages with the OpenID provider, 
implementing verification checks, and provides the obtained authentication/
authorization information to the protected web application 

-  typically via env variables or HTTP headers

https://github.com/zmartzone/mod_auth_openidc
https://github.com/zmartzone/mod_auth_openidc
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Refresh token flow
• Used by a client to refresh an access token that is about to expire using 

a refresh token obtained in a former authorization flow 

• Authenticated call to the IAM/AS token endpoint 

- Produces a new access token and possibly an updated refresh toke 

• The scope request parameter can be used to attenuate the token 
privileges, by requesting a subset of the scopes linked to user 
authorization grant
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Refresh token flow request: example 
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Client credentials flow
• Used when client applications need an access token to act on behalf of 

themselves 

• Authenticated call to the IAM/AS token endpoint 

- authentication is by client credentials 

• Produces an access token 

• No user identity linked to this OAuth flow, the client is acting on behalf of itself  

- aka as Service accounts 

• Refresh tokens also do not apply: the client can get a new token anytime
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Client credentials flow: request



Integration demo
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Integration Demo setup

IAM

HTTPD

HTTPD 
is an Apache server configured with 

mod_auth_openidc

We want to showcase group-based 
authorization, so that access to resources is 
authorized taking into account ESCAPE  VO 

membership 

demo.cloud.cnaf.infn.it

iam-escape.cloud.cnaf.infn.it
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Integration Demo setup

IAM

HTTPD

HTTPD 
is an Apache server configured with 

mod_auth_openidc

We want to showcase group-based 
authorization, so that access to resources is 
authorized taking into account ESCAPE  VO 

membership 

demo.cloud.cnaf.infn.it

iam-escape.cloud.cnaf.infn.it

Access policies

/escape is accessible from all members 
of the ESCAPE organization

/lofar is accessible from members of 
the /escape/lofar group in the ESCAPE 
organization
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Apache mod_auth_openidc configuration
ServerName demo.cloud.cnaf.infn.it 

<VirtualHost _default_:80> 

  OIDCProviderMetadataURL https://iam-escape.cloud.cnaf.infn.it/.well-known/openid-configuration 
  OIDCClientID demo_client 
  OIDCClientSecret ***** 
  OIDCScope "openid email profile" 
  OIDCRedirectURI https://demo.cloud.cnaf.infn.it/oidc/redirect_uri 
  OIDCCryptoPassphrase ***** 

  <Location /escape> 
   … 
    AuthType openid-connect 
    Require valid-user 
    LogLevel debug 
  </Location> 

…
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Apache mod_auth_openidc configuration
   <Location /lofar> 
   … 
    AuthType openid-connect 
    Require claim groups:escape/lofar 
  </Location>  

</VirtualHost>



Thanks for your attention! 
Questions?
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Useful references
• IAM ESCAPE docs: https://indigo-iam.github.io/escape-docs 

• IAM on GitHub: https://github.com/indigo-iam/iam  

• IAM documentation: https://indigo-iam.github.io/docs  

• IAM in action video: https://www.youtube.com/watch?v=1rZlvJADOnY 

• Apache integration demo: https://github.com/andreaceccanti/iam-tutorial/tree/master/apache-
integration-demo  

• Contacts: 

- andrea.ceccanti@cnaf.infn.it 

- enrico.vianello@cnaf.infn.it 

- indigo-aai.slack.com

https://indigo-iam.github.io/escape-docs
https://github.com/indigo-iam/iam
https://indigo-iam.github.io/docs
https://www.youtube.com/watch?v=1rZlvJADOnY
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