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[ Violation of copyrights ]

[ License infringements ]

[ Sabotage ]
[ Financial fraud ]
[ Zatalticll ] [ Attacking third parties ]
[ Misuse of compute power ]
Def t
[ Impersonation ] [ T ]
[ Espionage ] [ Water-Holing ]

e —

| Finding the Balance for Security

—
T
RN )

[ e The “Security” Risk Matrix



-

\_

Like any other company,
organization or university,
CERN is under permanent

attack.




~ Operational ~ Financial ~ Legal  Reputational
| Insiders

[ Sabotage

Violation of copyrights ]

License infringements ]

Financial fraud ]

J7[— Data theft ]

l /‘:/Iisuse of computing power ]

White/Grey Defacement |
[ Impersonation : Hacktivists
[Espionage-]< Nation states ]>-[—Water-Holing ]

Cyber-criminals
Ransomware

Attacking third parties ]
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Mandate:
Protect the operations and reputation
_of CERN against cyber-threats )
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Find an appropriate balance between
academic freedom, operations & security.

[“Academic Freedom” implies “Responsibility”! ] -’3
CERN Cyber-Security is everyone’s responsibility !
and not that of the Computer Security Officer alone!

[Responsibility can be (partially) delegated to CERN'’s IT department. ]

[ The Computer Security Team acts as facilitator & enabler.]

We help people to do their job securely. We secure CERN.
We take over responsibility when handling security incidents.

—= [ Finding the Balance for Security
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Transparency is paramount for successfully running an ethical and
trustworthy Computer Security Team.

Digital Privacy Statement of CERN's Computer Security Team

2016/11/13 by CS0

Introduction

The CERN Computer Security Team ("the Team") takes great care to protect the
personal data collected or accessed by us. This Privacy Statement describes how and
when the Team gathers, accesses, uses and shares information about you or your
usage of CERN's computing facilities and how the Team protects this information.

Scope

This Privacy Statement applies to all persons accessing or using CERN computing
facilities, including websites hosted at CERMN. It complements the CERN's Computing
Rulesg, i.e. the Operational Circular No. 5 on the Use of CERN Computing Facilities &,
in particular its subsidiary rules, and Administrative Circular No. 10 & on Personal
Data Protection.

Information Collection and Use

The CERN Computer Security Team automatically records information ("Log Data")
created by your use of CERN's computing facilities in order to detect and understand
any abuse of CERN's computing facilities as well as any other violation of the CERN
Computing Rules & in real time and/or in retrospect.

Log Data contains information on your digital access to CERN's computing facilities
including access to the wired and wireless networks, unencrypted network traffic of
your device(s) with external services on the Internet, as well as all your activities
linked to CERN's interactive computing clusters and its web services. Log Data is
always registered with an accurate time stamp. In detail, Log Data includes:

@ Usage information when connecting your device(s) to CERN's wired or

sriroloce nobaiorke (o ADCD FE and DL oo oo dadas

Information Security and Retention

Log Data is stored using the computing facilities provided by CERN's IT department.
CERN makes best efforts to protect this Log Data from unauthorized access, or
alteration, disclosure or destruction (also see CERN's Digital Privacy Statement ).
Past experience has shown that a retention period of one year is sufficient to perform
the analysis of security related events in retrospect, but this is subject to periodical
reviews. Log Data linked with any abuse of CERN's computing facilities as well as any
other violation of the CERN Computing Rules & is kept indefinitely.

Information Access, Sharing and Disclosure

As stipulated in the CERN Computing Rules #, access to Log Data is limited to
members of the CERN Computer Security Team, i.e. a limited number of individuals
appointed ad-personam by CERN's Computer Security Officer, and only authorized
when suspicious activity or activity potentially viclating CERN's Computing Rules
related with your activity, account(s) or device(s) has been detected by or reported to
the Team. In those cases, the Team may preserve or disclose your information only if
deemed by CERN to be necessary for legal purposes; to protect the safety of any
person; to address fraud, security or technical issues; or to protect CERN's rights or
property. In particular, the Team reserves the right to disclose (paris of) your data
promptly to third parties in order to avert any further harm to you, your account(s),
your device(s) or your data.

Revisions

This Privacy Statement may be periodically revised. Prior versions of the Privacy
Statement will be archived and kept available.
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o Confirmation

\‘ I—Og in :l-' :1":':- E CEQN aCCoOuUnt DO NOT submit this request if the contact person does not know you or is not aware of your request!
o An email will be sent to the contact person for your approval.
(/)] h After the operation is completed, a confirmation message will be sent to your email address.
2 Username By submitting this form, you agree to comply with the
&
=2 11 confirm that | have read and understood the Computing Rules,
- puting
- Change password
‘5’ Passward
Q. This operatior _ : s : :
s the Standing | L1 have read and agreed to the CERN Computing Rules and taken into account the website lifecycle
(@] meeting of 7 Ju po LICY
E L ERTENEN B (Al fields are mandatory)
Q
c 0C5
S In the nterests
o masculine gender
2 and women cxcep Please be aware that repeated, or a single sufficiently grave, infringement of
- CERN's Computing Rules (OC5) can result in the consequences defined in
3 ------------------- KRR A ARARERAAARAAANN TN Section V 21, including the withdrawal of access to CERN computing
b facilities.
et
L

I 1 confirm that | have read, understood and will abide by the CERN Computing
Rules (OC5).
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New Firewall Opening Request

You are requesting an opening in the main CERN Firewall to allow Internet access to your machine. Please be aware that machines directly
exposed to the Internet will be continually attacked and create a risk for the rest of the site. To avoid this you should access your machine
from off-site using an intermediate gateway system, as described here. In general, you should reach your system via LXPLUS which has
additional intrusion checks.

1. Request Information

Interface Name ( ‘

Interface Name

Service Firewall: Approval process
Dual Web server (HTTP and HTTPS) on ports 80/tcp and 443/tcp Wlth pentest & assessment

Port number Protoco

. L]
el (@) skipfish
Application web application security scanner
Give the name of the application listening on this port. k OpenVAS
HTTR/HTTPS ‘

Expiration Dte Regular verification:

This firewall opening, if authorised, will be automatically deleted on this date. The maxi

reconfirm and prolong this firewall opening. Opened SerVICe Sti” Iistening?
Network traffic to that opening?

Finding the Balance for Security

e G Inventories & Lifecycles



Resilience [ Violation of copyrights ]
-
/.~ License infringements ]
[ SalotaRs ] .| Hardening
[ Financial fraud ]
Awareness

{ Data theft ]

L Attacking third parties ]

[ Misuse of computing power ]

l Defacement ]

[ Impersonation [
J

Detection
v Water-Holing ]

[ Espionage }

Risk acceptance
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Induction & On-Boarding
Mandatory online courses
Technical trainings
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BREAKING NEWS _
CERN - EUROPEAN ORGANIZATION FOR NUCLEAR RESEARCH 'VICTIM OF CYBER ATTACK'

Personal details of around 1,000 CERN employees for sale on the dark web

SVN24 FOR EXERCISE PURPOSES ONLY - THIS CLIP CONTAINS FICTITIOUS INFORMATION - FOR

City Finding the Balance for Security . .
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Static Code Analysis Tools '.

Below you fin
developers. S€ecuring Containers & Pods

quickly, lookir
and non-secu

Often people who are new to container and orchestration technologies are under the
impression that these products are inherently secure and suitable for production use.
While that might not be true, these solutions offer a lot of configuration options for
strengthening the security of the containerized environment in order to get protections
gimilar tn that nf a virtual machine This wav vnil can ensure that even if an attacker

B

Web Services
Manage your CERN websites

e

Current site is httpy//cern.ch/apeg

This 15 a su
Computer Se

tool
sele How to keep secrets secret

Anc(Alternatives to Hardcoding Passwords)

The "Hardcoding passwords" is a short name for putting non-encrypted (plain text)
ava passwords and other secret data (like private keys etc.) into the source code. Typical

a Your access level is: Site owner

/lcern.ch/security/recommendations

Gitli View details of aj
examples could be: (Ej Pes
proy & Manage this site
for ¢ @+ Open website

private static String passwd = "m¥v3rYSECr3tPWD"; 0
c/iC ... . o
db = My3QLdb.connect (host="db.server.com", user="admin", Toolbox for current site ;
=m 3 L} —=mn L} \
passwd="NOBODYwillEVERguess", db="sales") 6 Delete apeg =
String url = "jdbc:mysgl://" + serverName + "/access?user=webclienté& €2 Site Access & Permissions g
= cpl password=ILovedJuliet"; £, View guota usage -
3 for i in 01 02 03 04; do ./remove temp files.sh --machine=appserv$i View site statistics (¥}
z ——rootpassword="*d3H%=5-W"; done 9 Download <ite logs §
L é Security scan 8-
Fla i i i i . =#® Piwik web statistics =
Although software developers might not realize, in fact their source code is (or 59 Archive site =
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Safety first

. Availability next

‘ Security third

Impact & criticality analyses

e [ e

Rigorous safety systems
([~ Switch prevent (malicious) damage,
but reduce availabilities
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#FDIst: hacking in progress ;-).
@informaticaucm @LibreLabUCM @AsciiFdi
@ucmtic

HackCERN
Penetration Test Report

Prepared for:

Dr. Stefan Luders
CERN Computer Security Officer

European Organization for Nuclear Research (CERN)
Building 31, Room R-009, PostBox G24010

CH-1211 Geneva 23

Prepared on:

September 12, 2017

RETWEETS

10

LIKES
1
Prepared By:

2:56 am - 10 Mar 2017
Allan Stojanovic
Team Lead HackCERN Project

Senior Security Architect and Analyst
University of Toronto

4 Bancroft Ave., Room 114

Toronto, Canada
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é File Mass i i ) } i
= m =iz Oops... The link you've just clicked is evil!
(/] Mf 1 (Version frangaise icifen-dessous) e content”.
— i Mig
= O Click here to 4
g You just fell for a scam. The e-mail whose link you just have clicked is fake.
o ' Your "click" could have had severe operational and financial consequences for
I CERN... Let us explain to you how you can better identify such emails and which

7)) consequences clicking on such a malicious link might have for you and your digital
3 Dear St assefs...
'6 Please s . . . i
. How to identify malicious e-mails

Regard

Miclhc“l H T 4 ¥ - Suweddlicchemeplc Hemoe 0L P W - = X

Assistal IS ‘“"IE SEI“II’EI" MESARGE BLUEE PUF DDES the massage

i familiar to you? = - 1 I-r|.'-l1r S :nlnoernyuu?

= Does the sender’s nameL; Surresiul ;.»Ju.u.uumupll: R UL G LAt
carrespond with the [, p— businesses?
] shown e-mail-address?

|, Dexr nam,

Is the message W huve idestfied ewrecul Ingin attempes messids of oo besl newck fom the
? Tilkeaang Lo il
addressed to you? iare, China TP addmer=161 |77 112 12 o uesday 3 Famary 2016 0113 AM

CET

Is the message
correctly phrased,

without blunt typos,
in a language you are
able to comprehend?

Hover your mouse
pointer on top. Does
the text correspond
with the link?

Becaumr we can noi delrmine poar renpertion with thi mcdest we are forced 4o st
et Y ou will thereline b wispestded wrdsbanely fof he dunaion of the
maaigarinn
1oe! e pegend g e el el
rewonkd Rk 1o ak 2 few question
= Fellerweizg bk

oy and 2
sepmdig v acomal
L ;

v

l/cern.ch/security/mal

Does the link look We wwail vour conmpensicn.
;n' reasonable, is not too ——
o complex or unreadable? | | <I0NDepanoes 1T | If you have answered any ane of those questions with “NO”
e e vigilant and carefull Delete that message or check with us
E at Computer.Security@cern.ch when in doubt.
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Clicking rate of the 2019 phishing campaign across professional categories User feedback

i 100 { i
1: Physics H H §
.. 2 Engineers | g
3: Technical work " V3
4: Manual work a0 g ! g
5a,b,c: Office & Administrative iz 1]
| P E
1B L3
5 ig i3
g & 60 e :'E
z Internal IPs: E s H 5/
= 45.4% € - i
Q H ; / —— Sent emails
© 5 40 {
= External IPs: i Opened emalls
£ 54.6% Clicked emails
< Clicked and opened emails
. 20
o
57" g Sy
LR
3 o @ 091‘°$1 “q o ,1" Q,G*' 30 ot " 46 0> .1."}
Professional category A -;0‘9 0"9 -lﬂ\q P a\q 0‘\9 Pl ,10\9 o 0\‘3 e\'q 6\9 Py

DNS blocking ...and you have to be

. ) o o
Click rate (2016-2020): ~20.0% catches only 50%... quick!

To: cert-snow@cern.ch, service-desk@cern.ch
Subjects [security concern] FW: Testing of new boo To: cert-snow@cern.ch

. . [
Dear CERN's security experts, Subject: FW: Succesful login attempts Subject: FW: Testing ot new booking system

Yesterday | received an email on my cern's accoun! This seems a very well done phishing email, using the name of "CERN Depart Hello
1) The sender's email address ends with cenn.com Regards, .

;“Idldntcllckbut | forwarded it to a colleague and he clicked it to see the page...

Best Regards
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Blocking certain malicious & typo-squatting domains
in the Domain Name Servers (DNS) SWITCH SWITCH RPZ

Log Server name server
@ Computer security emergency contact
W ) CERN Computer Security X Computer.Security@cern.ch©) 70500
Contact en cas d'incident de sécurité informatique
’ -
: A
" J’ - £ %?a(é@;
Reports & Presentations = Client IP X: \)Qb&&
baddomain.ch 2 e
W7
£E Oops... We prefer you not going there... i&C')\ (“{'}
The page you were looking for has been blocked as it is likely hosting malicious i 0\\ ,@z’
contents. baddomain.ch ? < é}a
"Malicious contents” is either malware, i.e. software aiming at infecting your PC, or a Qg-\
"Phishing &™ portal, where "Phishing &" is a technique to trick you in disclosing your
password. In the latter case, probably you just clicked on a link in a corresponding
"Phishing " email sent to your CERN mail address? If so, just delete this email and
ignore the web-sitel
IT you think that this web-site should be accessible from CERN, please contact us at
Computer.Security@cem.ch. NXDOMAIN .
Recursive

name server

i1 Oops... C'est mieux si vous n'y allez pas... Client IP X

https:/Icern.ch/security/blocked.shtml Synchronizing with SWITCH’s

list of bad domains
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https://switchsecurityblog.files.wordpress.com/2015/05/dnsfirewall_setup.png

CERN |‘. .‘|
CH-1211 Geneva 23 \___Security Baseline for Hardened PC__ |
Switzerland s po—

| Computer Se ity Officer

EDMS Dacument No.
| 1593100

JUNE 20™, 2016
el ™

PDF
L/ [ PC Hardening & Alternative PDF Reader]

SECURITY BASELINE FOR
HARDENED PCS AND LAPTOPS

‘ | T U513-A-IP27-LHP6M-10 1

Dedicated appliance to block sophisticated malicious emails & attachments
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am®aEs 3 Malwares | 2

. . Lo 36- i G i Y
@ FI re Eye Eio 11/17/2020, 6:26:57 AM sviluppo_economico_20__245.xlsb 15 Behaviors

Email Security

g,

Serving CERN, the WLCG
EE@Q*ﬁ 11/16/2020, 10:57:45 PM EXCEL XLS FILE.htm. :\r;:‘::::a and the HEP and
academic community

{ RE: RE: Fw: Revised Invoice- Srder
I [ — Events
Threat Sharing] —- ' Synchronized with CH law
e | ] 2020-05-22 Network activity domain branter.tk
enforcement & CH CERTs
[] 2020-05-22 Artifacts dropped regkey {59031A47-3F72-44A7-80C5-5595
] 2020-05-22 Artifacts dropped regkey (HKLM|HKCU)\Soﬂware\Microso[
\CurrentVersion\Explorer\CLSID AI S O ffO m EXter n al feed S .
[] 2020-05-22 Artifacts dropped regkey  HKLM\SOFTWARE\Microsoft\S( @ shadowesmeg O VI TCH
\Windows.WSgmCons

3 et S
f:;'_ea}-‘m_l/

[] 2020-05-22 Artifacts dropped filename  %TEMP%\iecache.bin ';--have i been pwned?

Chec if you hawe an scxount that has Besn compromied in 3 dats breach

[] 2020-05-22 Artifacts dropped filename %TEMP%\FXSAPIDebugTrace.t} | Gmoé ﬁggle spamcop.net

—
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Data ingestion Data processing Storage and visualisation Incident response

Sources of data

IDS systems: .
F_'Zzeeﬂ, Snort/ Suricata

Threat Sharing

Malware Information Sharing Platform

Incident
SIEM Response

Intelligence framework

7

Batch & custom jobs

A

Data Aggregation  Stream
enrichment  Correlation ~ processing

System logs

Netlog
Observable
enrichment

Long term storage

Execlog

Active Directory / Krb

Single Sign On logs

Central data backbone

Enrichment

Elasticsearch

Web logs correlation and

Real time indexing

1

Dashboards / visualisation

DNS logs

Wwork database  Active Directory

Automatic scan rée

DNS / DHCP Geo IP

Remote
forensics

Webhole logs
9 Sources of information
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Europe/Paris | v

@ Vulnerable device:

=

9 B —————

7] Severity

8 Date ¥ Category Q Subject Q Business Lines Q Q Status
qE) 2020-05-25 Y Devices/SuspiciousActivity Suspicious activity detected on device 2 Open
o ]

>E

= ‘g 2020-05-22 ¥ Devices/SuspiciousActivity Suspicious activity detected on device 2 Open
5 = ]

o 7]

Q0 2020-05-22 v Devices/SuspiciousActivity Suspicious activity detected on device 2 Open
2 £ —

58

g -~ 2020-05-18 ¥ Devices/VulnerableWebserver Your devics-_ has not had a 2 Open
S Puppet-run in 2020

L)

g 2020-05-18 Y Devices/VulnerableWebserver Your device _ has not had a Puppet- 2 Open
g run in 2020

o] 2020-05-14 Y Webservices/VulnerableWebsite  Directory traversal vulnerability on the CERN (8] Open
£ =

IThave @Hﬂ!ﬂﬂbe. credentials for this device.

D | disabled the protocol which was detected as being insufficiently protected.
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/lcern.ch/security/services/en

https

/lemergency.shtml
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@ CERN Computer Security

Privacy Statement

Computer Security
Incident Response

Emergencies
Self-mitigation portal
Audits & Reviews

...on request

CERN WhiteHat Challenge

Host-Based Intrusion
Detection

Central security logging
"55H receipts”
Traffic Control &
Monitoring
DNS analysis

Network-based intrusion
detection

The CERN outer perimeter

Computer security emergency contact

B Computer.Security@cern.ch(®) 70500

Contact en cas d'incident de sécurité informatique

What to do in an Emergency

If you have detected or encoutered a security event, there are four basic steps to
take:

“ Don't panic:
Security events develop and spread quickly. Panicking now and taking
hectic actions is usually worsening the situation. If any damage has been
done, it has been done already by now;

“ If this concerns a device, keep it connected and leave it "on™:
Do not disconnect the system/service/device from the CERN network by
pulling out its Ethernet cable or by disabling the wireless adapter. Do not
switch the power off Il

“ If this concerns an account, Reset your password:
Do so via the CERN account portal &. You might be asked to reset it again
once that event has been understood,;

“ Contact the Security Team:
Computer.Security@cem.ch or call 70500 (+41 22 767 0500) from inside
{outside) CERN. Details as well as our PGP key can be found here;

“ Don't touch anymore:
Wait for instructions before taking any further actions. Depending on the
impact, we might have to understand the event in detail. Uncoordinated
actions might destroy evidence.

KTriage \
« Taking over service
 Coordinating comm’s
 “Avalanching”
 Forensics

k Close out

(CERN also provides
Incident response &
forensics services to the
WLCG, EGI as well as the
HEP and academic

%
A

Qommunity world-wide

J
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llcern.ch/security/reports/en
/monthly_reports.shtmi

https

Q, https://cem.ch/security

@) CERN Computer Security

Security Reports

Monthly reports on CERN Monthly reports on |

security If you are interested to rec

Monthly security reports to the "cert-security-info@

from SWITCH CERT &
Articles & 2020

Announcements

January - February - Marcl

Articles in the CERN
Bulletin, Computing
Newsletter & others

2019

January - February - Marc
- November - December

I e —

Announcement archive
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Computer security emergency contact

Computer Security Report for April 2020

Corona Warning Please be extremely skeptical when receiving emails around the
subject "Corona"/"COVID-19", in particular if those emails containing links or
attachments. STOP — THINK — DON'T CLICKI __and don't open any attachment. If
you are in doubt, cross-check with us at Computer. Security@cern.ch.

Blackmailed with your password? If you received recently an email with a
password similar to one of yours, claiming that they "know every think about you", and
asking you to transfer Bitcoins to them, don't worry and don't answer. This is a scam.
The password, eventually a real one, has been exposed in a data breach, likely
already a while ago, and was made public in so-called "password dumps" containing
of millions of other passwords. The scammers here just took advantage of those
dumps to blackmail you. If you recall that password and still use it somewhere, time to
change it now. In parallel, we continue to inform owners of exposed passwords if we
get hold of similar password dumps_.. More details can be found in those two Bulletin
& articles &7

iOS/iPhonel/iPad Exploit A zero-day vulnerability, i.e. a vulnerability which has not
patches ready yet, of the native mail client in the I0S operating system has been
reported & being actively exploited. Unfortunately, there is no fix out yet. Only option
for the moment Is avoiding ha\rlng your emails pushed to your |Ph0nef|Pad ("Settings™

Monthly Reports



'CERN values its open environment
[ “Security” delegated to everyone

= Keeping inventories & life-cycles
= Being prepared + trying to detect

Secu
. Summary
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‘Thank you for listening!

Questions?
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