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http://cern.ch/unosat/asp/prod_free.asp?id=52
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Find an appropriate balance between
academic freedom, operations & security.

“Academic Freedom” implies “Responsibility”!

CERN Cyber-Security is everyone’s responsibility
and not that of the Computer Security Officer alone!

Responsibility can be (partially) delegated to CERN’s IT department.

The Computer Security Team acts as facilitator & enabler.

We help people to do their job securely. We secure CERN.
We take over responsibility when handling security incidents.
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Transparency is paramount for successfully running an ethical and 
trustworthy Computer Security Team.
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Firewall: Approval process
with pentest & assessment

Regular verification:
Opened service still listening?

Network traffic to that opening?
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“Home” Awareness

Posters, videos, …you-name-it

Induction & On-Boarding
Mandatory online courses
Technical trainings

Consulting & audits
Pre-Purchase analysis
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DNS blocking 
catches only 50%...

…and you have to be 
quick!Click rate (2016-2020): ~20.0%

“Clicking Campaign”
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Blocking certain malicious & typo-squatting domains
in the Domain Name Servers (DNS)

Synchronizing with SWITCH’s 
list of bad domains

https://switchsecurityblog.files.wordpress.com/2015/05/dnsfirewall_setup.png
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Dedicated appliance to block sophisticated malicious emails & attachments 

PC Hardening & Alternative PDF Reader
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Serving CERN, the WLCG 
and the HEP and 
academic community

Synchronized with CH law 
enforcement & CH CERTs 

Also from external feeds:
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~3TB/d
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CERN also provides 
incident response & 
forensics services to the 
WLCG, EGI as well as the 
HEP and academic 
community world-wide

• Triage
• Taking over service

• Coordinating comm’s
• “Avalanching”
• Forensics

• Close out
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