Open ID Connect for dCache

Configuration to Support OIDC Authentication in dCache
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Requirements to Support for OIDC

Release and Services of dCache

* Running dCache installation
« Suggest: latest feature release 6.0 (continued fixes to OIDC plug-in and user mapping)

* Required services:

« gPlazma with specific configuration
* Dedicated WebDav door

» Frontend optional

« Pools to store data

« Browser-friendly host certificates recommended == avoid security exceptions handling in browser

* |nstalled on WebDav Doors

* |nstalled on dCache Pools
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Enable OIDC Support in gPlazma

« Dedicated OIDC plugin for authenticating

 For Mapping use multimap plug-in: map many different credentials to dCache uid and gid

« Changes to gPlazma.conf file

ead-domal3 ~]# cat fetc/dcache/gplazma.conf

2333333333333 33333333333233333333333303312330000 00000000

Enable ocidc authentication plugin
Replacing usual vorolemap plug-in

Configuring multimap plug-in
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Setting up the Different Mutlimap Files

« Some users well known to the local admin

1. Map incoming credentials to groups: multimap-id-to-group+gid.conf

% Entries for ESCAPE

Mapping normal proxy fgan

Mapping OIDC group contained in token

» Map to group called escape with group-id 4110
 true indicates primary group

2. Map well known individual user credentials: multimap-id-to-username.conf
’Mapping proxy dn

Mapping oidc token
3. Map dCache internal user to user-id: multimap-username-to-uid+gid.conf

My DESY user-id DESY grid group-id DESY additional group-ids
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Setting up the Different Mutlimap Files

== configure default fallback users

1. Map incoming credentials to groups: multimap-id-to-group+gid.conf

% Entries for ESCAPE

Mapping normal proxy fgan

Mapping OIDC group contained in token

» Map to group called escape with group-id 4110
 true indicates primary group

2. None of the specific users will match

3. Map to dCache internal default user-id: multimap-groupname-to-username+uid.conf
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Assure User Mapping and Granting Access

. Assure weII known mapplng is not overwritten by default users

he/gplazma.conf
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. Conflgure write access: necessary entries in /etc/grid-security/storage-authzdb

« Similar to mapplngVO users before
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Configuring Layout Files

* Need to configure OIDC plug-in

[S t.name} gpla

« Configure OIDC provider: pick the iam-escape option
« Completeness: scitoken issuer also shown

« Changes require restart of Domain containing the gplazma service
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Configuring Layout Files

* Need to configure Frontend to use OIDC endpoint

* Need to register Frontend service as a client with ESCAPE IAM

* Provide path to browser-friendly host certificates similar for the associated webbDav door

${host.name} Web-Webdav]

« Changes require restart of Domain containing the Frontend and webDav services
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Thank you



