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What is OpenlID-Connect

* Single sign-on: use the same authentication for multiple services.
* Build on fop of OAuth2 (an authorisation framework).

* Somewhat similar to SAML, but with JSON instead of XML.
* QOIDC is more flexible than SAML.,

* Like SAML, is web-browser heavy.

* Unlike SAML, OIDC also works for non-web clients.




How it works: code flow

response_type=code (scope includes openid)

For example:
a scientific
web-portal
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How does it work: access token

browser

(2) client_id + desired scopes
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How does it work: access token
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How does it work: access token

browser

client_id + desired scopes
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How does it work: access token //\(\f\vx\

For example:
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How does it work: access token
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Support in dCache: the oidc plugin

The oidc plugin is an auth phase gPlazma plugin

When the plugin receiving a bearer foken:

* It reads the service description to discover the user-info endpoint.
* It fries the user-info endpoint, using the access token, to identify the user

* The JSON response contains information about the user

Supports multiple OPs. Sends access token to all OPs, unless access token
is a JWT.

Adds principals: OidcSubject, FullName, EmailAddress, OpenldGroup, LOA
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gplazma.oidc.http.slow-threshold = 2
gplazma.oidc.http.slow-threshold.unit = SECONDS
gplazma.oidc.discovery-cache = 1
gplazma.oidc.discovery-cache.unit = HOURS
gplazma.oidc.concurrent-requests = 20
gplazma.oidc.http.total-concurrent-requests = ${gplazma.oidc.concurrent-requests}
gplazma.oidc.http.per-route-concurrent-requests = 10
gplazma.oidc.http.timeout = 30
gplazma.oidc.http.timeout.unit = SECONDS
gplazma.oidc.access-token-cache.size = 1000
gplazma.oidc.access-token-cache.refresh = 100
gplazma.oidc.access-token-cache.refresh.unit = SECONDS
gplazma.oidc.access-token-cache.expire = 120
gplazma.oidc.access-token-cache.expire.unit = SECONDS
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dCache configuration defaults #2

Map/prefix configuration option:
gplazma.oidc.provider!<ALIAS> = <OP>
For example:

gplazma.oidc.provider!lESCAPE = https://lam-escape.cloud.cnaf.infn.it/
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How does it work: refresh token
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More on access tokens
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More on access tokens
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dCacheView with implicit flow

response_type=token
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Support in dCache: oidc in dCacheView

* dCacheView uses impilicit flow.
The web-browser ends up with the access token.

* The token is used to authenticate all frontend operations, and
WebDAV fransfers.

* Requires a client ID, which dCache/frontend knows and is supplied
to dCacheView using the statfic information:

frontend.static!dcache-view.oidc-authz-endpoint-list=https://iam-escape.cloud.cnaf.infn.it/authorize
frontend.static!dcache-view.oidc-client-id-1ist=<ID>
frontend.static!dcache-view.oidc-provider-name-1ist=ESCAPE



https://iam-escape.cloud.cnaf.infn.it/authorize
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Support in dCache: oidc for WebDAV TPC

* Third-party copy (TPC) may be a long-running activity, especially if queued.
* WebDAV normally has only an access token.
* InTPC, the WebDAV door can request a refresh token.

* Just before the transfer is due to start, the pool requests an access foken for the
remofe machine using the refresh foken.

* Experimental feature, not currently used.

* Configuration:

webdav.oidc.client.id!ESCAPE = <ID>
webdav.oidc.client.secret!ESCAPE = <SECRET>

SciTokens and dCache | Paul Millar | 2019-03-13 | 17
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Conclusions

* OpenlD-Connect identifies someone using a bearer token called
an “access token”.

With the access token, anyone can discover information about the user.

* dCache supports authenticating WebDAV and frontend requests
with an access token.

* gPlazma calls out to OP when discovering person’s identity.

* Results are cached.

SciTokens and dCache | Paul Millar | 2019-03-13 | 18
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Thanks for listening!
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