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ESCXPE Overview

e

Heterogeneous federated storage
Orchestrated by Rucio
Using FTS for storage to storage
transfers

Caching and Network

optimization solutions are
investigated in parallel
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Esc\‘ApE Current Status
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ESCAPE WIKI: https://wiki.escape2020.de/index.php/WP2 - DIOS#Datalake Status
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https://wiki.escape2020.de/index.php/WP2_-_DIOS#Datalake_Status

ESCAPE Rucio Data Management System

Orchestrates Data using Rules ® Does not store any Data

Organises data in Scopes and Datasets e Does not provide a POSIX like Filesystem
Keeps track of the available storage sites

as Rucio Storage Elements (RSEs)

Accessible using CLI, WEB-UI, API

Rucio Concepts: https:/rucio.readthedocs.io/en/latest/concepts.html
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https://rucio.readthedocs.io/en/latest/concepts.html

ESCAPE Setting up your environment

Rucio CLI
ESCAPE Docker container (Thanks Rohini): https://hub.docker.com/r/rohinijoshi/rucio-client-escape
PIP/VirtuaIenv: https://rucio.readthedocs.io/en/latest/installing_clients.html#install-via-pip-and-virtualenv

Rest API
Will be using CURL during this presentation
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https://hub.docker.com/r/rohinijoshi/rucio-client-escape
https://rucio.readthedocs.io/en/latest/installing_clients.html#install-via-pip-and-virtualenv

escape Authentication / Authorization

Authentication to the Rucio server and to individual storages is

decoupled

Authentication to Rucio Server
Using x509 proxy belonging to the ESCAPE VO
Using userpass credentials (can request those from Aris)
(Using tokens from IAM, not yet tested)

Authentication to Storages
Using x509 proxy belonging to the ESCAPE VO
Using tokens from IAM (Not all sites yet support this)

Up until now, all users have the same access rights

ESCAPE AAI Documentation: https:/indigo-iam.github.io/escape-docs/
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https://indigo-iam.github.io/escape-docs/

escape Configuring

Rucio CLI

$ cat <<EOT >> rucioletc/rucio.cfg

> rucio_host = https://escape-dios-dl.cern.ch/
> auth_host = https://escape-dios-dl.cern.ch/
> auth_type = userpass

> account = **

> username = **
> password = **
> ca_cert = /etc/pkiltls/certs/CERN-bundle.crt

> EOT

REST API
Get Rucio Auth Token

$ curl -i -H "X-Rucio-Account: ****" -H "X-Rucio-Username: ****" -H "X-Rucio-Password: ***" -X GET
"https://escape-dios-dl.cern.ch/auth/userpass” | grep X-Rucio-Auth-Token:
X-Rucio-Auth-Token; **-**-unknown-***g217

$ export RUCIO_AUTH_TOKEN=**-**-unknown-***g217
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Esc\ApE Some of the Datalake operations

e

Put data in the
data lake

Transfer data
from site to site

Discover Data
Delete data

Find physical
location of Data
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escape Listing available RSEs

Rucio CLI

$ rucio list-rses
CNAF-STORM
DESY-DCACHE
EULAKE-1
EULAKE-2

IN2P3-CC-DCACHE
INFN-NA-DPM
LAPP-DCACHE
LAPP-DPM
PIC-DCACHE
SARA-DCACHE

Rucio API

$ curl -X GET -H "X-Rucio-Auth-Token: $SRUCIO_AUTH_TOKEN" https://escape-dios-dl.cern.ch/rses/
{"rse_type": "DISK", "id": "e1¢c996705f3943548de4bda2cab3c280", "region_code": null, "city": "Missing from CRIC", "updated_at": "Mon, 17

Feb 2020 14:23:45 UTC", "rse": "CNAF-STORM", "created_at"
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escape Upload file to RSE

10

Rucio CLI

$ voms-proxy-init --voms escape

Enter GRID pass phrase for this identity:
Contacting voms-escape.cloud.cnaf.infn.it:15000 [/DC=org/DC=terena/DC=tcs/C=IT/L=Frascati/O=Istituto Nazionale di Fisica
Nucleare/CN=voms-escape.cloud.cnaf.infn.it] "escape"...
Remote VOMS server contacted succesfully.

Created proxy in /tmp/x509up_u122268.

Your proxy is valid until Mon Feb 24 10:34:12 CET 2020

$ rucio upload --scope testing --rse PIC-DCACHE file_for_brussels_presentation

2020-02-23 22:37:18,801
2020-02-23 22:37:19,021
2020-02-23 22:37:19,173
2020-02-23 22:37:19,768
2020-02-23 22:37:20,837

INFO
INFO
INFO
INFO
INFO

Preparing upload for file file_for_brussels_presentation
Successfully added replica in Rucio catalogue at PIC-DCACHE
Successfully added replication rule at PIC-DCACHE

Trying upload with davs to PIC-DCACHE

Successfully uploaded file file_for_brussels_presentation
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escape Add replication Rule

Rucio CLI

$ rucio add-rule testing:file_for_brussels_presentation 1 IN2P3-CC-DCACHE
elacee6c55214077a77c17a84c718c46

Rucio API

$ curl -X POST -H "X-Rucio-Auth-Token: $RUCIO_AUTH_TOKEN" -H "Content-Type: application/json" --data
{"dids":[{"scope":"testing", "name":"file_for_brussels_presentation2"}], "account":"root", "copies":1,

"rse_expression":"IN2P3-CC-DCACHE"}' https://lescape-dios-dl.cern.ch/rules/
ba790c972a83c877e1b...

ntips://rucio.readthedocs.io/en/latest/restapi/rule.html#post--rule-
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escare Add replication Rule based on attributes

Rucio CLI

$ rucio add-rule testing:file_for_brussels_presentation 1 QOS=FAST
1b7a5d51bc064c6993b943704c2bcaac

Rucio API

$ curl -X POST -H "X-Rucio-Auth-Token: $RUCIO_AUTH_TOKEN" -H "Content-Type: application/json" --data
{"dids":[{"scope":"testing", "name":"file_for_brussels_presentation2"}], "account":"root", "copies":1,

"rse_expression":"QOS=FAST"}' https:/lescape-dios-dl.cern.ch/rules/

ntips://rucio.readthedocs.io/en/latest/restapi/rule.html#post--rule-

RSE EXPRESSIONS Docs: https:/rucio.readthedocs.io/en/latest/rse expressions.html
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https://rucio.readthedocs.io/en/latest/restapi/rule.html#post--rule-
https://rucio.readthedocs.io/en/latest/rse_expressions.html

escape Check Rule status

13

Rucio CLI

$ rucio list-rules testing:file_for_brussels_presentation
ID ACCOUNT SCOPE:NAME STATE[OK/REPL/STUCK] RSE_EXPRESSION COPIES

EXPIRES (UTC) CREATED (UTC)

€209e659679d4ee59fafd49b867cce83 root testing:file_for_brussels_presentation OK[1/0/0] PIC-DCACHE
2020-02-23 21:37:19
elacee6c55214077a77c17a84c718c46 root testing:file_for_brussels_presentation REPLICATING[0/1/0] IN2P3-CC-DCACHE

1 2020-02-23 21:39:42

Rucio API

$ curl --insecure -X GET -H "X-Rucio-Auth-Token: $RUCIO_AUTH_TOKEN"

{"locks_ok_cnt": 0, "source_replica_expression": null, "locks_stuck _cnt": 1, "purge_replicas": false, "rse_expression":
"IN2P3-CC-DCACHE", "updated_at": "Sun, 23 Feb 2020 22:03:21 UTC",

https://rucio.readthedocs.io/en/latest/restapi/rule.html#post--rule-

On FTS: ntips:/its3-pilot.cern.ch:8449/fts3/ftsmon/#/
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escape Discover files

Rucio CLI

$ rucio list-dids lofar:* --filter type="ALL"

R R T oo +
| SCOPE:NAME | [DID TYPE]

[ = m SRR R I
| lofar:L186156_SAPOOO_BOAO_S3_POO1_bf.h5_3d4a523d.tar | FILE |

R I T +

Rucio API

$ curl -X GET -H "X-Rucio-Auth-Token: $SRUCIO_AUTH_TOKEN" https://escape-dios-dl.cern.ch/dids/lofar/
{"scope": "lofar", "type": "FILE", "name": "L186156_SAPO000_B000_S3_P001_bf.n5 3d4a523d.tar", "parent": null, "level": 0}

Funded by the European Union’s
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escape LOcate files / List file replicas

Rucio CLI

$ rucio list-file-replicas lofar:L186156_SAP000_B000_S3_P001_bf.h5_3d4a523d.tar

| FILESIZE | ADLER32

| lofar | L186156_SAPO0O_BO0O_S3_P001_bf.h5_3d4a523d.tar | 9.374 GB | 0d864f07 | SARA-DCACHE:
davs://webdav.grid.sara.nl:2882/pnfs/grid.sara.nl/data/escape/disk/rucio/sara_dcache/lofar/3e/72/L186156_SAPOOO_BO0OO_S3_POO
1_bf.h5_3d4a523d.tar |

Rucio CLI

$ curl --insecure -X POST -H "X-Rucio-Auth-Token: $RUCIO_AUTH_TOKEN" -H "Content-Type: application/json" --data
{"dids":[{"scope":"lofar", "name":"L186156_SAP000_B000_S3_P001_bf.h5_3d4a523d.tar"}]}'
https://escape-dios-dl.cern.ch/replicasl/list

{"adler32": "0d864f07", "name": "L186156_SAP000_B000_S3 P001_bf.h5 3d4a523d.tar", "rses": {"SARA-DCACHE":
["root://lobster10.grid.surfsara.nl:1094/pnfs/grid.sara.nl/data/escape/disk/rucio/sara_dcache/lofar/3e/72/L186156_SAP000_B000 S3 PO001_
bf.n5 3d4a523d.tar"]}, "bytes": 9373777920, "states": {"SARA-DCACHE": "AVAILABLE"}, "pfns":
{"root://lobster10.grid.surfsara.nl:1094/pnfs/grid.sara.nl/data/escape/disk/rucio/sara_dcache/lofar/3e/72/L186156_SAP000_B000_S3 P001_
bf.n5_3d4a523d.tar": {"domain": "wan", "rse™: "SARA-DCACHE", "priority": 1, "volatile": false, "client_extract": false, "type": "DISK", "rse_id":
"046949f432fb4a779edc30fe2edf52e8"}}, "scope™: "lofar", "md5": "0b6d148e69205f552¢3733¢37¢c59a043"}
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escape  DOwnload the files locally
Rucio CLI

$ rucio download testing:file_for_brussels_presentation

2020-02-25 11:45:55,700 INFO Processing 1 item(s) for input

2020-02-25 11:45:55,700 INFO Getting sources of DIDs

2020-02-25 11:45:56,476 INFO Using main thread to download 1 file(s)

2020-02-25 11:45:56,477 INFO Preparing download of testing:file_for_brussels_presentation

2020-02-25 11:45:57,081 INFO Trying to download with root from PIC-DCACHE: testing:file_for brussels presentation
2020-02-25 11:45:58,359 File testing:file_for_brussels presentation successfully downloaded. 3.000 B in 0.83 seconds = 0.0

DID testing:file_for_brussels_presentation
Total files :

Downloaded files :

Files already found locally :

gfal-copy

$ gfal-copy root://xrootd.pic.es:1094/pnfs/pic.es/data/escape/rucio/pic_dcache/testing/18/99/file_for_brussels_presentation
/tmp/tmp_test

Copying root://xrootd.pic.es:1094/pnfs/pic.es/data/escape/rucio/pic_dcache/testing/18/99/file_for_brusselCopying
root://xrootd.pic.es:1094/pnfs/pic.es/data/escape/rucio/pic_dcache/testing/18/99/file_for_brussels_presentation [DONE]
after Os
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escape LOOking forward

Make the infrastructure stable

Start giving notice before breaking changes, scheduled downtime, etc
Improve Monitoring

Make the transfer matrix green

Provide support for users via email and rocketchat

Enable or Develop more features

QoS
Dataset Metadata
AAl Integration

Funded by the European Union’s - ’/ 5
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Escéigg Useful links

Rocketchat Channel https://chat.escape2020.de/channel/datalake status_and support

Rucio Documentation nhtps:/rucio.readthedocs.io/en/latest/index html

WP2 WikKi https:/wiki.escape2020.de/index.ohp/WP2 - DIOS#Datalake Status

ESCAPE AAI Documentation nhttps:/indigo-iam.github.io/escape-docs/

FTS Monitoring https:/tsa-pilot.cern.ch:8449/fts3/ftsmon/#/
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escape Thank you!

Questions?
Comments?
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escape  Backup Slides

Funded by the European Union’s - ’/ 3
Horizon 2020 - Grant N° 824064 -



Sy

escape  CRIC

SN ﬁ Core ~ Core APl ~ DOMA ~ DOMA APl ~ E Docs ~ Admin ~ Logs v O Help ~ *] Login
? ® Export &  @Filter | & Reload v Columns @ Show| 100 v entries Search:
filter by Resource Name filter by Experiment site filter by Storage Unit ACTIVE

Resource Name % Experiment site Storage Unit State

(&' CNAF-STORM CNAF-STORM-ES CNAF-STORM ACTIVE

(& DESY-DCACHE DESY-DCACHE DESY-DCACHE ACTIVE

(& EULAKE-1 EULAKE-1 EULAKE-1 ACTIVE

(& EULAKE-2 EULAKE-2 EULAKE-2 ACTIVE

(& IN2P3-CC-DCACHE IN2P3-CC-DCACHE IN2P3-CC-DCACHE ACTIVE

(& INFN-NA-DPM INFN-NAPOLI-DPM INFN-NAPOLI-DPM ACTIVE

(&' LAPP-DCACHE LAPP-DCACHE LAPP-DCACHE ACTIVE

(&' LAPP-DPM LAPP-DPM LAPP-DPM ACTIVE

(& PIC-DCACHE PIC-DCACHE PIC-DCACHE ACTIVE

(&£ SARA-DCACHE SARA-DCACHE SARA-DCACHE ACTIVE

Resource Name Experiment site Storage Unit State

Showing 1 to 10 of 10 entries Previous 1 Next
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escape Central Monitoring Dashboard (Work in Progress)

28 Central Monitoring (Playground) - i+

Efficiency Transfer Throughput

20 Mbps
cedcalitest10.in2p3.fr ccdcalitest10.in2p3.fr

dcache-door-doma01.desy.de dcache-door-doma01.desy.de
deache-se-doma.desy.de deache-se-doma.desy.de
door05.pic.es door05.pic.es
eoseulakehttp.cem.ch oL, eoseulakehttp.cem.ch
eulake.cern.ch eulake.cern.ch
eulakeftp.cern.ch eulakeftp.cern.ch
gridftp.grid.sara.nl gridftp.grid.sara.nl
lapp-testse01.in2p3.fr Jrite lapp-testse01.in2p3.fr
lapp-xdc01.in2p3.fr lapp-xdc01.in2p3.fr
lobster10.grid.surfsara.ni lobster10.grid.surfsara.nl
t2-dpm-dome.na.infn.it t2-dpm-dome.na.infn.it
webdav.grid.sara.nl webdav.grid.sara.nl

xfer.cr.cnaf.infn.it xfer.crcnaf.infn.it

xrootd.pic.es xrootd.pic.es

GFAL SITE SAM TESTING 2 One-way Latency and Packet Loss (SARA-MATRIX)

SARA-DCACHE davs SUCCESS
SARA-DCACHE gsiftp SUCCESS
SARA-DCACHE root SUCCESS
PIC-DCACHE davs SUCCESS

PIC-DCACHE root SUCCESS

Latency
5507 19%0Ed

LAPP-DPM davs FAILED

LAPP-DPM davs SKIPPED L] S
LAPP-DPM davs SUCCESS
LAPP-DPM gsiftp FAILED

LAPP-DPM gsiftp SKIPPED -100ms
08:00 08:30 09:00 09:30 10:00 10:30 11:00 11:30 12:00
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