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AARC - leverage federated identity to facilitate research collaboration AARC
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Where did we come from & where should we go ...

Federated Identity Management for Research Collaborations

Abstract

A Study
on Authentication

and Authorisation Platforms
For Scientific Resources

in Europe

Introduction

FINAL REPORT
A study prepared for the Euroj
DG Communications Networks
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AARC

Access services based on role(s)

One persistent identifier across :
community’s services .




Whence we came — collaborative research AAls predating AARC

WebFTS ‘FIMA4R’ in wLCG
Romain Wartel

Architecture

“JeduGAIN

Attributes

ELIXIR reference
architecture
Mikael Linden et al.

Web

e
NKR !3 Credentials_|

sal g

Slide adapted from Romain
Wartel, GDB Sept 2014 Relying services

28 | I

I Cloud I Ilntranet l | Data archive I

4 -

ELIXIR AAI

| Dataset authorisation
~"| management (REMS)

Credential
translation
¥

—*l Group management (PERUN) l

ELIXIR
Directory

| ELIXIR Proxy IdP — ~| Bona fide management l

T~ ~ \‘l Attribute self-management ]

= External authentication
I eduGAIN IdPs I I Common IdPs | (e-infrastructures)

communities had either invented
their own ‘proxy’ model to abstract complexity
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or they were composed of many services
each of which had to manage federation complexity
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AARC

Identified common challenges
Communities / e-infrastructures surveyed in AARC
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The AARC Blueprint Architecture to bring everyone together AARC

Defines a model and building blocks to
address researcher needs

Cross-domain interoperation and services
based on community and provider criteria
expressed using common guidelines

Allows researchers to use ONE digital
identity to access MANY services and
resources available through eduGAIN
and in collaborative r/e-Infrastructures

(@A RC https://aarc-commun ity.org 7
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AARC Blueprint Process AARC

https://aarc-project.eu/architecture/

AARC Bluepri nt e Unauthenticated User
Authenticated User

. = = = = < Authorisation Information Flow
Architecture 22223 tite tomaton Fow

Guidelines and supporting documents

* reference architecture

e conventions and community standards

e best policy practices

* implementation hints

* training for ‘FIM’ communities

(@ARC https://aarc-commun ity.org



Making the proxy behave: infrastructure and community policy support
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AARC

Guidelines i /auideli
aarc-community.org/guidelines
The AARC Guidelines complement the AARC Blueprint Architecture (BPA) and the policy best praclices -
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Architecture Guidelines Policy Guidelines Targeted Guidalines Upcoming Guidance
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Evolution of the Blueprint Architecture AARC

. Fl @ “Community-first” BPA approach
3. eduGAIN ' Social ID

* Researchers sign in using their institutional (eduGAIN),
social or community-managed IdP via their Research
Community AAI

* Community-specific services are connected to a single
Community AAI

............. « Generic services (e.g. RCauth.eu Online CA) can be

connected to more than one Community AAI proxies
Service '

* e-Infra services are connected to a single e-infra SP proxy
service gateway, e.g. B2ACCESS, Check-in, Identity Hub,
etc

e.g. RCauth
Online CA

=

GEANT
Service

https://aarc-project.eu/wp-
content/uploads/2019/05/AARC2-DJRA1.4_v2-FINAL.pdf
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The evolved role for policy and best practices for the AARC Community AARC

Policy Guidelines for the Proxy and Infrastructure
Consultancy role for communities & infrastructures

* work items address policy aspects of the architecture & implementation, e.g.,
AARC-G041 Assurance derived from social media
AARC-G048 Secure Operation of Attribute Authorities ...

* address ‘pilots’ from the AARC communities, or Infrastructures, e.g.
AARC-G040 Policy Recommendations for the LS AAl (application to R&S and CoCo)
AARC-1044 Implementers Guide to the WISE Baseline Acceptable Use Policy

You see the policy work ‘homed’ in your favourite forums: WISE, IGTF, REFEDS, FIM4R

jointwork G DQ Cg XSEDE
withpeersin - wics @GI GEANT D

EOSC-hub

(@A RC https://aarc-commun ity.org



Policy Development Kit
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AARC

Get Started with Policies

A moodle course is available to learn more about Policies for the AARC Blueprint Architecture and videos from this course are also available on the AARC playlist an YouTube

GEANTLy,

A PDE promo video is also available to share.

supporting dacuments are avallable below for download.

Download Material

Show 100 ~ | entries

Top Level
Infrastructure Policy

Incident Respanse
Procedure
Membership
Management Palicy
Acceptable
Authenticaticn

Assurance

Risk Azsessment

Dialiew e thie

Infrastructure Management

Infrastructure Management & Secunty
Cantact

Infrastructure Management

Infrastructure Management

Infrastructure Management, Services &
Security Contact

Infractrarbien Mansnesnont & Dok

Al Infrastroctune
Participants [abides by}

Infrastructure Security
Contact, Services
(ahides by)

Research Community
{abides by)

Research Community,
Services (abide by)

Infrastructure
hanagement
{completes)

Dasaarmh Mememnnite

Search: |

This policy template defines the roles of actors in the Research Infrastructune
ancl binds the policy set tagether

This temiplate procedure pravides a step-y-step breakdown af actions to take
follawing a security incident.

This policy template defines how Research Communities shauld manage their
memnbers, including registration and expiration.

This is a placeholder far the Infrastructure o determine rules far the acceptable

assurance profiles of user credentials.

This table can be used as a starting point for identifying whether a full Cata
Protection Impact Assessment is required.

Thi= Aeenenont defines tha shlinsticne an infractnaebors Dockicieoanbs wihan

introduction video — training — 9 reference templates — continued improvement

Gaogle
Doc

Gaogle
Do
Gaogle
Do
Gaogle

Diac:

Gaogle
Diac

el

joint work
with peers in

& o)

wLCcGcG

Workdwide LHC Computing Grid
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Example — the WISE Baseline AUP developed in WISE-SCI AARC

shown only once to user during registration

* information on expected behaviour and restrictions
Wise * can optionally be augmented with
additional community or infrastructure specific clauses
The WISE Baseline Acceptable Use Policy and but numbered clauses should not be changed

Conditions of Use
Version 1.0.1 (draft), 25 Feb 2019

* registration point may be operated directly by research
community or by third party on community's behalf

e-mail: sci@lists.wise-community.or:

© Owned by the authors and made available under license: s://creativecommons.org/licenses/by-nc-sa/

Other Sources / Attribution / Acknowledgements: “EGI Acceptable Use Policy and Conditions of Use", used under
CC BY-NC-SA 4.0.The research leading to these results has received funding from the European Community’s
Horizon2020 Programme under Grant Agreement No. 730941 (AARC2).

Other information shown to user during registration

DRAFT WISE Baseline AUP template v1.0.1

s * Privacy Notice — information about processing & user rights
. » Service Level Agreements — information about what user
feoe ., . . .
WISE can expect from the service in terms of ‘quality’
COMMUNITY

e Terms of Service — optional, with the ‘benefits’ to the user

15
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AARC Blueprint Architecture Implementations AARC

LSC Ei
Scientific
Collaboration

s m) National Institutes of Health
D ARI AH _ EU I _‘ = — o= 2 Turning Discovery Into Health
@ INDIGO - DataCloud
Better Software for Better Sclence
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Deploying a federated AAI? You don’t have to be on your own! AARC

* Communities with existing Community AAI connect to e-Infra Proxies
and access generic e-Infra services via ‘community first’ proxy-cascade

—=~_* They increasingly outsource technical AAI - retaining content control
* using either dedicated or multi-tenant deployments of AAl services operated in EOSC
* Multi-tenant deployments

* aimed at medium-to-small research communities/groups or individual researchers

* community members, groups and authorisationattributes are still managed by
community managers

* Dedicated deployments
 customisation of user-facing elements: IdP discovery, enrolment, membership Ul
e customisation of AAIl behaviour (attribute aggregation rules, service entitlements)

 providers offer option of bespoke AAI Solutions, which
might include individual components from the GEANT eduTEAMS,
EGI Check-in, INDIGO IAM, EUDAT B2ACCESS, and PERUN

18
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Implementation in the generic e-Infrastructures and AAI offerings AARC

EUDAT EGI GEANT INDIGO

B2ACCESS Check-in eduTEAMS IAM
Alignment of user attribute/claim names Sept 2019
Alignment of VO/group membership and role information Sept 2019
Alignment of resource capabilities information July 2019 Jun 2019 Sept 2019
Alignment of affiliation information TBC Sep 2019 Sep 2019 | Sept 2019
Alignment of assurance information TBD TBD TBD TBD
Alignment of privacy statements
Alignment of operational security and
incident response policies
Alignment of Acceptable Use Policies (AUPS) July 2019 Sept 2019

(@A RC https://aarc-community.org "
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AARC In Action — https://aarc-community.org/aarc-in-action/ AARC

e , Digital Research Infrastructure for the Arts and Humanities
LIGO Scientific Collaboration

How DARIAH is deploying the AARC Blueprint Architecture to

How the LSC community used AARC Blueprint Architecture to . . .
improve interoperability.

support federated identities in their AA

LifeWatch ERIC

EISCAT_3D

How LifeWatch used the AARC Blueprint Architecture to find their
How EISCAT_3D use the AARC Blueprint Architecture to replace an solution

outdated AAl.

European Plate Observing System QR ST S

How EPOS implemented a robust Al following AARC’s How CTA is deploying elements of the AARC Blueprint Architecture

to build an AAl for thousands of astronomers.

recommendations

Worldwide LHC Computing Grid ..;d.- y“-‘:—‘ CORBEL

How WLCG is using the AARC B/ueprintArchitecture o backdrop A 4% b \ How.a consortium of e-infrastructures f.s using the A:'?.RC B!gepr!nr
for the discussions as a reference frame for best practices. A P P Architecture to respond to the AAl requirements of biomedical

Research Infrastructures

(@ARC https://aarc-community.org 20



Thank you
Any Questions?

davidg@nikhef.nl

AARC

https://aarc-community.org

© GEANT on behalf of the AARC project.
The work leading to these results has received funding from the European Union’s Horizon 2020 research and innovation programme under Grant Agreement No. 730941 (AARC2).



