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AARC – leverage federated identity to facilitate research collaboration

Identity Federation  
& eduGAIN

Research   
collaborations
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Where did we come from & where should we go …
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Access services based on role(s)

One persistent identifier across 
community’s services 

Easy way to connect to eduGAIN
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Whence we came – collaborative research AAIs predating AARC

ELIXIR reference 
architecture

Mikael Linden et al.

WebFTS ‘FIM4R’ in wLCG
Romain Wartel

communities had either invented 
their own ‘proxy’ model to abstract complexity

or they were composed of many services
each of which had to manage federation complexity

Images: Romain Wartel, CERN; Mikael Linden, CSC; Lukas Hammerle, SWITCH
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Communities / e-infrastructures surveyed in AARC

Identified common challenges
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The AARC Blueprint Architecture to bring everyone together

Allows researchers to use ONE digital 
identity to access MANY services and 
resources available through eduGAIN
and in collaborative r/e-Infrastructures

Defines a model and building blocks to 
address researcher needs
Cross-domain interoperation and services 
based on community and provider criteria 
expressed using common guidelines



Key interoperability mechanism: AARC BPA and the Proxy
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AARC Blueprint Process

https://aarc-project.eu/architecture/

Guidelines and supporting documents

• reference architecture

• conventions and community standards

• best policy practices

• implementation hints

• training for ‘FIM’ communities
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Making the proxy behave: infrastructure and community policy support

aarc-community.org/guidelines
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“Community-first” BPA approach

• Researchers sign in using their institutional (eduGAIN), 
social or community-managed IdP via their Research 
Community AAI 

• Community-specific services are connected to a single 
Community AAI

• Generic services (e.g. RCauth.eu Online CA) can be 
connected to more than one Community AAI proxies

• e-Infra services are connected to a single e-infra SP proxy 
service gateway, e.g. B2ACCESS, Check-in, Identity Hub, 
etc

https://aarc-project.eu/wp-
content/uploads/2019/05/AARC2-DJRA1.4_v2-FINAL.pdf
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Evolution of the Blueprint Architecture

11
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• work items address policy aspects of the architecture & implementation, e.g.,
AARC-G041 Assurance derived from social media
AARC-G048 Secure Operation of Attribute Authorities …

• address ‘pilots’ from the AARC communities, or Infrastructures, e.g.
AARC-G040 Policy Recommendations for the LS AAI (application to R&S and CoCo)
AARC-I044  Implementers Guide to the WISE Baseline Acceptable Use Policy
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The evolved role for policy and best practices for the AARC Community

Policy Guidelines for the Proxy and Infrastructure
Consultancy role for communities & infrastructures

You see the policy work ‘homed’ in your favourite forums: WISE, IGTF, REFEDS, FIM4R

joint work
with peers in
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Policy Development Kit 

https://aarc-community.org/policies/policy-development-kit/

introduction video – training – 9 reference templates – continued improvement

joint work
with peers in
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Example – the WISE Baseline AUP developed in WISE-SCI

• shown only once to user during registration

• information on expected behaviour and restrictions

• can optionally be augmented with 
additional community or infrastructure specific clauses
but numbered clauses should not be changed

• registration point may be operated directly by research 
community or by third party on community's behalf

Other information shown to user during registration
• Privacy Notice – information about processing & user rights
• Service Level Agreements – information about what user 

can expect from the service in terms of ‘quality’
• Terms of Service – optional, with the ‘benefits’ to the user

https://wiki.geant.org/display/WISE/Baseline+Acceptable+Use+Policy+and+Conditions+of+Use
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AARC Blueprint Architecture Implementations

16
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• Communities with existing Community AAI connect to e-Infra Proxies 
and access generic e-Infra services via ‘community first’ proxy-cascade

• They increasingly outsource technical AAI – retaining content control
• using either dedicated or multi-tenant deployments of AAI services operated in EOSC

• Multi-tenant deployments
• aimed at medium-to-small research communities/groups or individual researchers

• community members, groups and authorisationattributes are still managed by 
community managers

• Dedicated deployments
• customisation of user-facing elements: IdP discovery, enrolment, membership UI

• customisation of AAI behaviour (attribute aggregation rules, service entitlements)

• providers offer option of bespoke AAI Solutions, which 
might include individual components from the GÉANT eduTEAMS, 
EGI Check-in, INDIGO IAM, EUDAT B2ACCESS, and PERUN

18

Deploying a federated AAI? You don’t have to be on your own!

for more information, ask Nicolas Liampotis, GRNET and EOSC-Hub AAI, on the AppInt list
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Implementation in the generic e-Infrastructures and AAI offerings

EUDAT

B2ACCESS

EGI

Check-in

GEANT

eduTEAMS

INDIGO

IAM

Alignment of user attribute/claim names ✓ ✓ ✓ Sept 2019

Alignment of VO/group membership and role information ✓ ✓ ✓ Sept 2019

Alignment of resource capabilities information July 2019 Jun 2019 ✓ Sept 2019

Alignment of affiliation information TBC Sep 2019 Sep 2019 Sept 2019

Alignment of assurance information TBD TBD TBD TBD

Alignment of privacy statements ✓ ✓ ✓ ✓
Alignment of operational security and 

incident response policies ✓ ✓ ✓ ✓

Alignment of Acceptable Use Policies (AUPs) July 2019 ✓ ✓ Sept 2019
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AARC In Action – https://aarc-community.org/aarc-in-action/ 
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Thank you
Any Questions?

© GÉANT  on behalf of the AARC project.
The work leading to these results has received funding from the European Union’s Horizon 2020 research and innovation programme under Grant Agreement No. 730941 (AARC2).
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davidg@nikhef.nl


