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Single Event Effects

ETM RG
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P\ TMRG

Single Event Effects
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Single Event Effects |AMMES
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a slow (diffusion) components
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Single Event Effects — example

J\TMRG

1) initial state : A-VDD, B-GND

vDD

SRAM cell
(pass gates missing)
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Single Event Effects — example | ANLE

1) initial state : A-VDD, B-GND
2) charge deposited at drain of M1

vDD

SRAM cell
(pass gates missing)
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Single Event Effects — example

J\TMRG

1) initial state : A-VDD, B-GND

vDD

(VDD=> GND)
@ s ®

SRAM cell
(pass gates missing)
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3) transient current changes
temporary the state of node A



Single Event Effects — example | ANLE

VDD 1) initial state : A-VDD, B-GND
2) charge deposited at drain of M1

3) transient current changes

temporary the state of node A
(VDD-> GND)

4) before the desposited charge
is evacuated, the second
inverter (M3—M4) switches
(node B 6ND—>VDD)

aND

SRAM cell
(pass gates missing)
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Single Event Effects — example | ANLE

VDD 1) initial state : A-VDD, B-GND
2) charge deposited at drain of M1

3) transient current changes

temporary the state of node A
(VDD-> GND)

4) before the desposited charge
is evacuated, the second

inverter (M3—M4) switches
(node B G6ND—>VDD)

5) The change of node B enforces
auE the wrong state at node A —>
the ervor is latched into the
SEAM cell memory cell
(pass gates missing) How much charge is needed to
flip the value?
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Critical charge J\TMRG

vDD SEE can be represented by current
spikes (IA) in SPICE simulation,
(tringular shape is a good starfing

N -~ point)

time [psi

104 200 3o

time [psi

Vout [a,u] current [a,u,]

@

Joo

o 100 200
y
Charge [a.u.]
1 2 3 +

a

SEV prob,

SRAM cell
(pass gates missing)
cern.ch/tmrg
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Critical charge J\TMRG

VDD Amplitude of the current is
increased until the upset
is observed in simulation

time [psi

104 200 3o

time [psi

Vout [a,u] current [a,u,]

@

200 Joo

o 100
y
Charge [a.u.]
1 2 3 +

a

SEV prob,

SRAM cell
(pass gates missing)
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Critical charge J\TMRG

vDD

time [psi

®
&
C)
current [a,u,]

__-*:
108 2800 3o

time [psi

Vout [a,u]

@

Joo

o 100 200
1 L ]
Charge [a.u.]
1 2 3 +

a

SEV prob,

SRAM cell
(pass gates missing)
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Critical charge J\TMRG

vDD

time [psi

®
&
C)
current [a,u,]

104 200 3o

Vout [a,u]

@

time [psi

Charge [a.u.]

SEV prob,

4

SRAM cell
(pass gates missing)
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Critical charge J\TMRG

vDD

Charge [a.u.]

SEV prob,
B o=>»>1
*t

SRAM cell
(pass gates missing)
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Critical charge J\TMRG

8 .
=~ : -Ghﬂ'rﬂﬂ IE.H'J
o
& (f 2 F +
L]
=B
SR
&1
N Charge [a.,u,]
uy
L
0 1 2. 3 A

SRAM cell
(pass gates missing)
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Critical charge PN\TMRG

Ghﬂ‘rﬂﬂ [a,u.]
1 Z 3 4
;
Charge [a.u.]
L Z = 4

vDD

SEV prob,
B o=>1

SEV prob,
B 1=>p

SEV prob,
A 1=>p
1
L5
3]
»4 ¥
:
¥
=
[ S

SRAM cell
(pass gates missing)
cern.ch/tmrg &y
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Critical charge J\TMRG

&g

1 2 3 4

-lﬁt 1

: Charge [a.u.]
1 2. = 4+

a

TI :
Charge [a.u.]
o 1 = d 3 4

Charge [a.u.]

vDD

SEV prob.  gey ppop,
B o=»1

SEU prob,
A 1=>p

L]

B
t

SEV prob
A o0—>1

4

SRAM cell
(pass gates missing)
cern.ch/tmrg &y
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Critical charge J\TMRG

&g

1 2 3 4

-lﬁt 1

: Charge [a.u.]
1 2 3 4

a

TI :
Charge [a.u.]
o 1 = d 3 4

Charge [a.u.]

vDD

SEV prob.  gey ppop,
B o=»1

SEU prob,
A 1=>p

L]

B
t

SEV prob
A o0—>1

4

Charge (a.u.]

SRAM cell
(pass gates missing)

Triple Modular Redundancy Generator
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SEV _and scaling N TMRG

Scaling facts:

— Suppl |
Vol?z;e Critical
energy @
Nﬁ?de (less charge needed

; to change the state)
Capacitance

SEU
2 i P”“ﬁf@a‘l cross section \ @

Imensi (less likely that particle
_ d LAl hits the sensifive area)

Overall effect depends on circuit topology
and radiation environment

26 Triple Modular Redundancy Generator cern.ch/tmrg




SEE mitigation tfechnigues

o

Technology
level

minimizing sensitive
depth (like S0I)
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SEE mitigation technigques

ot

Technology Cell
level

minimizing sensitive
depth (like s01)

ETM RG

level

Increase
the critical charge
by Increasing
the node capacitance

—> larger transistors
(*collection electrode* also getfs bigger)

—> extra capacitance on
metal layers
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SEE _mitigation fechnigues FW\TMRG

SEr

Technology Coll
fovalis
minimizing sensitive Ievel
depth (like 501)/
Increase

the critical charge
by Increasing
the node capacitance

information stored
in multiple nodes
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SEE mitigation technigques

o o,

ETM RG

Tec{hnoi{ogg Coll System
eve | ey level
o e eve
minvimi fﬂg cn T - -
a‘epfi ( ik sgfgll)i/ Fea{uﬂdaw\‘
Increase Tﬂ'ple
the critical charge Modular
by Increasing EHGOC{MQ Reduwdamog
the node capacitance | (TMR)

information stored
in multiple nodes
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Doubled SRAM cell PN\TMRG

* information is stored
in 4 nodes

‘doubled* SRAM cell
(pass gates missing)
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Doubled SRAM cell PN\TMRG

¥ information is stored

Mﬂ in 4 nodes
e RS B
1l
' ®|!
. T
this oamﬁqura’_“@*; d;f;f;fﬂom
‘doubled* srRAM cell ~ offer 2 addmg;aga’re throud
A P eror €3N BV E0 T hodes)

(pass gates missing)  (aV eﬂqe oop 1o 2
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Dual Interlocked Cell (DICE) m

¥ information is stored
in 4 nodes (A,B,C,D)

¥ two stable configurations
('5‘313931) and (11‘:?!1!&)

¥ data can propagate in
two directions:

— low level —> left

— high level => right

¥ no logic value can
propagate for more than
one stage in the same
direction

DICE cell
(pass gates missing)
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Dual Interlocked Cell (DICE) PN\TMRG

¥ information is stored
in 4 nodes (A,B,C,D)
¥ two stable configurations
('5];1;031) and (1xﬁx1fﬂ)
¥ data can propagate in
two directions:
~— low level => left
— high level => right
*¥ no logic value can
propagate for more than
one stage in the same
direction
¥ drawbacks:
— write requires access
to fwo nodes
DICE cell — output glitch during SEU
(pass gates missing) — rvising clock during
recovery time can latch
the wrong value

e T
()Y
9
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Dual Interlocked Cell (DICE)

DICE cell
(pass gates missing)
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Hamming code example

Data:

Message:

o/1 dz d3 c/4
p1 p2| di1 p3|dz| d3|d4
X X X
pz Xl X%
| o e

36
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Hamming code example

ARIS

Data: 0/1 dz o3 c/4
M :lptlpz| di| p3|dz| d3|d4
. ullZ abele — predied2@d4
DZ . (XX X _[X [ pz@dedsed+
Pz | X | X | X X [ pswdz@dzpd+
Data: 1501 0
(fx) Message: 10110 10

37
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Hamming code example

Data: 0/1 dz d3 c/4
Message: |p1|pz|di| p3|dz| d3|d4
Ei X X X
P2V [3cal 3l
pZ | X X |X
Dol 1501 0
(fx) Message: 10110 10
(rx) Messagesit. 01 10 0.0
so = prededzeds = o
s1 = pz@d®dsed+ = 1
s2 = p3ddz®dseds - 1
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Hamming code example

ARIS

Data: 0/1 dz d3 c/4
M : p1|pz| di| p3|dz| d3|d4
. ullZ URA e predBol2 Bl
DZ . (XX X _[X [ pz@dedsed+
PZ | Xx | X [ X X | paddzedspd4
Data; 0T 0
(fx) Message: 10110 10
(rx) Messagesit. 01 10 0.0
so = pededz2®ed+ - o
s1 = p2@deds®d+ = 1
s2 = p3ddz®dseds - 1

2" bits —> n+1 check bits

cern.ch/tmrg
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Triple Modular Redundancy (TMR) AL

¥ TMR Is a fechnigue based on
a majority voter cell
— (2n+1) inputs (usualy 3)
— 1 output equal to at least (n+1) inputs

A L= N o
- =R e oo SiEleT
o | dENeE e
< as SIS e N

fruth table
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Triple Modular Redundancy (TMR) AL

Normaly, the three
blocks give the same output

Qi

Q

=

-y
b
QSR
NY ()
N

%__A-AQ:)Q‘:.‘“’“
SER o T e TR,

J
J
1
J
1
1

ey BEESEE & TR O P

1 1
voter truth table
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Triple Modular Redundancy (TMR)

. C | 2

e i J

- - 0 0 1 0
Y R

1 ’ J J

ik e e

1 it

1. F4 1) e

4 b el

voter truth table
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TMR: how fo triplicate FSM m

clk

SAF X Eiaien X X X )
SB :x stafeo ) { ) ¢ X )|
SC X states X X X X
5. = VX sy X X X X

43 Triple Modular Redundancy Generator cern.ch/tmrg W




TMR: how to triplicate FSM

clk

SA :x stateo ) I8 XS ) { ) {

SB :x <tateo ) { stateo ) { stateo X ) {

SC :x stateo ) { stateo ) { stateo ) { ) {
S = X stae ) { stateo ) { stateo ) { ) {
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TMR: how to triplicate FsSM | ANLE

clk
SA :x stateo XS @ A A
SB :x stateo ) { stateo ) { stateo ) { states X stateo
Y :x stateo ) { stateo ) { stateo ) 8 X__
S T X sfafee X stafeo X i s g
- error at
IOQ:@A‘//rL Tthe output

&

@D
An error in tlip—tlop may never be corrected
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TMR: how to triplicate FSM

stateo

stateo

stateo

Triple Modular Redundancy Generator cern.ch/tmrg



TMR: how fo triplicate FSM

SAFT X X5 X

SB :x stateo ) { stateo ) {

SC :x ctateo ) { stateo ) { stateo
AR | A A

stateo stateo

S € DC DC
> € > >C
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TMR: how fo triplicate FSM

J\TMRG

SA h stateo XS ) { stateo ) { stateo ) { stateo
SB :x stateo ) { stateo ) { stateo ) { stateo X stateo
SC :x stateo ) { stafeo ) { stateo ) Sk X stateo
S T ) { stateo ) { stateo ) { stateo ) { stateos
O—

Robust

. 6, X
€ arch! teoTur

An errvor Is removed from the system after one clock cylce

48
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TMR: how fo triplicate FSM

SA h stateo ) { stateo ) { X X
SB T Yerustaree ) (BT T X A
SC T X _states X stateo. 22X X A
S * stateo ) { s’ eg X A
D Gk SA
| 0 |55
t— logic it Veitia ! ¥G
I &
Lt
@

Single Event Transients (SET) in the voter can results is a short
glitch at the output, but the state should not be atfected

cern.ch/tmrg
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TMR: how to triplicate FsM | AMLE

SA ! stateo ) { stateo A @S A
SB ’ stateo ) { stateo X. e A =
SC x stateo ) { stateo X,____X_____x__
S x stateo ) { stateo . C A g
D ok SA
, 0 dl.sB
D— logic i\ g
D a
., SC
@

This architecture is sensitfive to Single Event Transients (SET)
in combinatorial logic and/or voter occurring close to the clock edge

cern.ch/tmrg
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TMR: how to triplicate FSM (clock skew)

w2 x
clkA
clkB
clkC
SA- R staten X X X X
SB X stateo ) { ) { ) { ) {
SC X stateo ) { X A A
S X~ stateo ) { ) { ) { ) {
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TMR: how fo triplicate FSM (clock skew)m

clkA / \ / e \_1 okl —
t NN SEN__ AN AEE__ WD
ke AR A A A A

SA :x stateo x_____x stateo ) { ) {

SB :X stateo ) { stateo ) { stateo ) { X

SC X stateo ) { stateo ) { stateo X ) {
S _X stateo - X stateo X stateo A A

SET can be latched only in one flip—flop
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TMR: how fo triplicate FSM (clock skew)m

clkA M
kB AENE AN AENA  ANE AW
clkC _/_\_/_\_/_\_/_\_/_\_

SA :x stateo NE e sy stateo ) { stater ) {

SB. T Y Xosntitee X statec X5 A

SC X~ stateo T T A
) Y Faidias - X stateo X stateo )| A

Not fully predictable
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TMR: how to triplicate FSM (full TMR)
s X

clkA
clkB

clkC _
SA- R statép X X X X
SB - & X - stefun X X X X
SC <5 a7 istaleg ¢ A A )

2 v eI

"‘ D p#-(5B
v‘v@ *
0‘3’0 wﬁer I =
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TMR: how to triplicate FSM (full TMR)
s X

clkA
clkB

clkC

SA x stateo x_ B E L _x stateo ) { ) {
SB x stateo ) { stateo ) { stateo ) { ) {

SC A stateo wtep sfatee ) { ) {

Vo iy

= A b S
v‘v@ *
0‘3’0 wﬁer I =
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TMR: how to triplicate FsM (full TMR) | /A LIRS
T A

clkA
clkB

clkC

SA :X stateo ) B BT gt L stateo ) { statee X stfateo
SB x stateo ) { stateo X stateo 4 _x e

SC x stateo ateo stateo X statee X stateo

oy v/@ e
er H&

i (59
0‘3’0 wﬁer :
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TMR: how to triplicate FsM (full TMR) | /A LIRS

n o) X

clkA

cle? A s
clkC |

SA. 1 X sTates NS s states X | sfateo ~ X -1 states
SB - X statee X~ statec. Y stater ¥ X e
SC . K stales ateo stateo X stateo X stateo

/@ u
. logicB mr

—1 Vltimate
0‘3’0 wﬁer \ Z prOTGGﬁOH 7
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TMR

Variants

g pli
Triplicated T;;Z;ffeffsd Full
Registers * TMR
_ _clock skew
Resoures FF X3 X3 X3
(power, area) ’OQF*G )(1 )(1 5 3
voters X1 X1 X 3
clocks X1 X3 X3
+u0ferT +voter delay +voter
SP@SG{ © delay @ tclock skel @ delay
Protection @ @ @

Which one tTo use ?
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TMR Variants — example A

¥ ¢ Bit accumlator @ 100 MHz
¥ 65 nm CMOS technology, 4 track library, typical corner

S W R 4 e
Power taw1 | 20,2 |57,8 (x2.,8)[111.9 (x5,5!)
Slack [ns] é.m : To D 7,63
Area [Am?] : 130 348 (xz'é) 4856 (X3. 7)

%) estimations after synthesis
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TMR Variants — example

J\TMRG

¥ ¢ Bit shift register @ 100 MHz
¥ 65 nm CMOS technology, 4 track library, typical corner

AV St v Ori
__ﬂ _ T = § @ Y e~ T“ Ca |
AT R e ST A Gy
Not Triplicated Full
Triplicated Registers TME
Power [uW) a7 1 28,4.(x2,8) [41.2 L(x4,5.r)
Area [Um?] b4 2 01 (xj,'i) 288 (X4'.5.’)
Slack [ns1] D667 1017 T9 L9
fmax [GHz] I, 03 Te 20 (367'%) 1598 (4‘5%)-

*) estimations atter synthesis




TMR Variants — quidelines | AN

¥ Full TMR is recommended whenever possible

¥ In the case of limited resources (area, power):
— try to use full TMR or triplicated registers
for state machines

¥ Always make sure that all states in the FSM
are defined (default: nextState=reset:)
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How To TMR the circuit ? | ARLE

module inverter TMR(

input DA,
mo_dule inverter( ::EEI gg’
juprfufpfzw)- output ZNA,
j PZN-'D'I Process: oufpuf ZNB,
ASSIGN TN e e apy & Pacic output ZNC);
endmodule 2 )add postfixes (A,B,C) assign ZNA=1DA;

assign ZNB=!DA;
assign ZNC-:1DC;
endmodule
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How To TMR the circuit ? | ARLE

module inverter TMR(

input DA,
module inverter( ::EEI gg’
juprpfu fD’Z N); output ZNA,
: 'Z.N-'D'f Process: output ZNB,
ASSIQU TN o R Gy o paE output ZNC);
ena’moa’ufe z)add posfﬁxes (A,B,C) BSSF-QH ZNA=-1DA.

assign ZNB=IDA;
assign ZNC=1DC;
endmodule

Drawbacks of manual triplication:
— time consuming
— error prone

cern.ch/tmrg
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TMRG

Triple Modular Redundancy Generator

N

CE/RW
\

N
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TMRG : motivation

etis 1O qutomatize

tool S
The purpose of the TMR® gital circults.

the process of triplicating di

Requirements, the tool should:

- be compatible with the ASIC design flows used in the HEP community
(Verilog RTL, Cadence tool chain)

- not over constraint the user's coding style
(the source Verilog must be synthesizable)

- allow to obtain various flavors of TMR (registers only, full triplication, ...)
- assists in the physical implementation stage (synthesis, P&R)
- assists the designer in the verification process (generation of SEE)

- it can be run in batch mode (fully automatic flow)
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Project size: >13000 lines of code
Documentation size: 69 pages (pdf&html)

Active user base: >7 designers

Project started: Jan 2015

Triple Mog
ular Redung
This website dese, cy, Generator

ribes the T,

Process of creap, fiple Modular g,

i 9 di Z edundans

{Dle MOty reciungann, 9 MMune to singie ne), CNETaLor tool

hange s¢

“Open source”, hosted in CERN git repository (700+ commits)

140
120
100
80
60

Activity Index

40
20
0

66

R N Initial | [MNew features

-------------------------------------------------------------------------------

development land new syntax

--------------------------------------------------------------------------------------------------------

.......................................

..........................................................................................................................................................
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Projects using TMRG

e Chips already submitted and tested:

- GBLD10+ — 10 Gbps laser driver

- LDQ10 — Quad array laser driver (4x10 Gbps)
- VLAD — Quad array laser driver (4x10 Gbps)
- DRAD — Digital radiation test chip

- ePLL-CDR — PLL/CDR circuit macro block

 (relatively big) Chips to be submitted in following months

- IpGBT — 10 Gbps transceiver

- MPA — Macro Pixel ASIC for CMS tracker
- SSA — Strip Senor ASIC for CMS tracker
- SALT — Silicon ASIC for LHCb Tracking

67 Triple Modular Redundancy Generator cern.ch/tmrg @)



Before starting ... PN TMRG

The TMRG tool IS NOT a single button solution which will make your
CHIP design safe from single event upsets.

You, as a designer, have to know which parts of your circuits should (have to)
be protected. The TMRG tool will save you the time needed for copy-pasting
your code and will minimize probability that you will forget to change some
postfix in your triplicated variable names. It will also simplify the physical
implementation and verification process by providing some routines.

The TMRG is open source, however, it CAN NOT be made publicly available. The
tool can be considered as dual-use item as it can be used to produce electronic
circuits which are resistant to radiation.

If you find any problem with the tool chain please report it!
Only by having your feedback we will be able to improve the tool chain!
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Digital design flow
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Digital design flow

& Design h «
\Specn‘lcatlonj 1
- ~ Toolset:
Behavioral/RTL Functional
S Description j‘ | Verification « tmrg — triplicates the Verilog
I code and generates
Verilog code > synt_hesis con_strains (for
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user constraints L riplica I(';)mnrgj GeneratictJtp Verification  thg - generates g(?nenc test
. 7 be_nch template (Wlt_h o
DC constraints) (Verilog code I /without TMR.’ SEE Injection,
7 3 y post synthesis, post PNR)
Logic L o plag — generates placement
Synthesis g ificati ¢ plad -~
> J ( g Ver|ﬁ<‘:rat|on directives (for Encounter)
Ve:ulog ”eTStJ B - seeg — generates Single
~ Noise Analysis Event Effects stimulus to be
Placement Stimulus . J used for transient
generatllgn generaELcem simulations
P&R constraints| | SEE stimulus
v
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Place & Route artefact
v
Layout tmrg
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Constraining the design | A e

The TMRG tool:

« lets the designer decide which blocks and signals are to be triplicated by
using TMRG directives (placed in Verilog code):

1// tmrg triplicate netName
2// tmrg do not triplicate netName
3// tmrg default [triplicate|do not triplicate]

e automatizes the “conversion” between triplicated and not triplicated signals:

— if a non triplicated signal is connected to a triplicated signal a passive
fanout is added

— if a triplicated signal is connected to a non triplicated signal a majority
voter is added

Signal source / Signal sink non triplicated triplicated
non triplicated 1 wire connection fanout
majority voter 3 wires connection *)

triplicated

*) see full TMR option later

<)
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TMRG Examplel

Lets consider simple combinatorial module:

1 module comb®l (in,out);

2 1input in;

3 output out; N comb out
4 wire combLogic; | logic |

5 assign combLogic = ~in;

6 assign out = comblLogic; i combOZ

7 endmodule

The module models an inverter, which contains only one input and one output.
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TMRG Examplel: Triplicating everything

1 module comb@2 (in,out); 1 module comb@2TMR(

: - 2 inA,
2 | // tmrq default triplicate TMRG directive N
3 input in; 4 inc,
4 output out; g
5 . bL . 6 outB,
wlre comoLoglc; TMRG 7 outC
6 assign combLogic = ~in; 8);
7 assign out = combLogic; - D L
i t inB;
8 endmodule 19 f"pu %"
11 1nput inC;
12 output outA;
13 output outB;
INA comb outA 14 output outC;
logic 15 wire combLogicA;
16 wire comblLogicB;
. . 17 wire comblLogicC;
n ?Omb out InB ?omb outB 18 assign combLogicA = -~inA;
Oglc Oglc 19 assign combLogicB = -~inB;
20 assign comblLogicC = -~inC;
combOZ 'nc comb outC 21 assign outA = combLogicA;
|0 iC 22 assign outB = comblLogicB;
\ / g 23 assign outC = comblLogicC;
TMRG ' comb02TMR 24 endmodule

74 Triple Modular Redundancy Generator cern.ch/tmrg @)



TMRG Examplel: Logic and output triplication ETM RG

1 module comb®3TMR(

1 module comb®3 (in,out); 2 in
TMRG \ 3 DI.I‘;:A

// tmrg default triplicate

4  outB,
// tmrg do not triplicate in 5  outC

2

3

4 Non triplicated Signa‘ j:.f;re inc;
5 output out; connected to a EEREER
b

7

8

9

triplicated signal

wire comblLogic; 10 input in;

11 output outh;
12 output outB;
13 output outC;
14 wire combLogich;

assign comblLogic = ~in; <=

assign out = combLogic; comb outA

endmodule Iogic

15 wire combLogicB;

16 wire comblLogicC;

17 assign combLogicA = ~inA;

in comb out in comb OUtB 18 assign combLogicB = ~inB;

. 9 . 19 assign comblLogicC = ~inC;
Ioglc Ioglc 20 assign outA = comblLogicA;
21 assign outB = comblLogicB;
Comb03 22 assign outC = comblLogicC;
comb outC 23

\ / | Iogic 24 fanout inFanout |
TMRG 25 .in(in),
26  .outA(inA),
- comb03TMR‘ 27 .outB(inB),
28 .outC(inC)
29 );

fanout for in net 36 endmodule
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TMRG Examplel: Input and logic triplication

1 module comb®4 (in,out); TM RG \ 1 module comb@4TMR(
I

inA,

2 // tmrg default triplicate -
3 // tmrg do not triplicate out 4 inc,
4 inpput in; d
: 6);
5 output out; Triplicated signal 7 wire combLogic:
6 wire comblLogic; connected tQ l 8 input inA;
7 assign combLogic = ~in; non trlpllcated signa 9 input inB;
10 input inC;
8 assign out = comblLogic; ¢ 11 output out;
9 endmodule 12 wire combLogicA;
13 wire combLogicB;
14 wire comblLogicC;
iNA COIT:Ib [ 15 assign combLogicA = -~inA;
|OgIC 16 assign comblogicB = ~inB;
17 assign combLogicC = ~inC;
in COI'I'.Ib out inB COI"I"Ib | majority | |out 18 assign out = combLogic;
logic logic | voter 19
<_:oml;>04 20 majorityVoter comblLogicVoter (
inC comb 21  .inA(comblLogicA),
G Iogic 22 .inB(combLogicB),
TMR ;» comb04TMR 23  .inC(combLogicC},

24  .out(combLogic)
for COmb 25 );

26 endmodule

voter
logic net
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TMRG Examplel: Logic triplication

1 module combB5 (in,out);

// tmrg default do not triplicate

// tmrg triplicate comblLogic

input in;

output out;

assign comblLogic =

comblLogic;

2

3

4

5

6 wire comblLogic;
7

8 assign out =
9

endmodule

in comb
logic

comb05

out

\ﬁ’l\/lRG |

77

Non triplicated signal
connected 10

triplicated signal \

Triplicated signal

connected 10
non triplicated signal .\

comb
logic ‘
comb majority| out
logic voter
comb ‘
logic
combO5TMR |

Triple Modular Redundancy Generator

cern.

1 module comb®5TMR(
2 inm,

3 out

4);

S wire inC;

6 wire inB;

7 wire 1inA;

8 wire comblLogic;
9 input in;

16 output out;

11 wire combLogich;
12 wire combLogicB;

13 wire comblLogicC;

14 assign comblogicA = -~inh;
15 assign comblLogicB = ~1inB;
16 assign comblLogicC = ~inC;
17 assign out = comblLogic;

18

19 majorityVoter comblLogicVoter (
280  .inA{combLogicA),
21 .inB{combLogicB),
22 .inC{combLogicC),
23  .out({combLogic)
24 );

25

26 fanout inFanout |
27  .in{in},

28 .outA(inA),

29 .outB(inB},

38  .outC{inC)

31);

32 endmodule

ch/tmrg @)



TMRG Examplel: Input and output triplication

1 module combB&TMR(

13 input inA;

14 input inB;
endmodule 15 input inC;

16 output outh;

17 output outB;

18 output outC;

19 wire combLogic;

H 20 assign comblLogic = ~in;
inA outA ’ :

21 assign outA = combLogicA;

assign out = combLogic;

1 module comb®@6 (in,out); 2 inA,
2 // tmrg default triplicate j ix’
3 tmrg do not triplicate comblogic ‘ 5 outA,

{f g ) . p g TM RG -\ 6 outs,
4 1input in; 7 outc

o g8);
5 DUtPUt out ' 9 wire comblLogicC;
6 wire comblLogic; 10 wire comblLogicB;
5 . . 11 wire comblLogicA;

7 assign combLogic = ~in; 12 wire in;
8
9

22 assign outB = combLogicB;
23 assign outC = combLogicC;
I 3 24
. . = . 25 majorityVeter inVoter (
in comb out inB majority comb OULB 26 inaiinw,
i i 27  .inB(inB),
Ioglc voter loglc 28 .inC(inC),
29  .out(in)
comb06 _ 3);
inC outC 1

32 fanout comblLogicFanout (
G 33 .in(comblogic),
T M R ;» 34  .outA({combLogicA),
b I cumbOGTM R 35 .outB{comblLogicB),
= 36 .outC(combLogicC)

37 );
38 endmodule
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TMRG Example: Summary

out

in comb
logic
(the same)

Verilog RTL

inA| | comb | |outA comb OutA
logic logic
inB comb outB i comb outB
logic logic
inC comb outC oI outC
logic .
logic
_comb02TM
B _comb03TMR]
/ inA OutA
— . . - inB| | majority| | comb outB
— (Wlth ConstralntS) | | voter logic
inC outC
comb06TMR
inA comb conjb |
logic [ ] logic
inB| | comb | ™ majority| |out in|]| comb | T majority| [out
logic | voter logic | voter
inC comb | con"_lb ||
logic logic
comb04TMR comb05TMR |

TMRG tool behavior can be controlled by TMRG constrains
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Majority voter, fanout ? PNTMRG

Some definitions:

common/voter.v common/fanout.v
1 module majorityVoter (inA, inB, inC, out, tmrErr}; 1 module fanout (in, outA, outB, outC);
2 parameter WIDTH = 1; 2 parameter WIDTH = 1;
3 dinput [{WIDTH-1):8]1 inA, inB, inC; 3 input [(WIDTH-1):8]1 in;
4 output [(WIDTH-1):8] out: 4 output [(WIDTH-1):8] outh, outB,outC;
5 output tmrerr; 5 assign outA=in;
3] reg tmrErr; 6 assign outB=in;
7 assign out = (inA&inB) | (inA&inC) | (inB&inC); 7 assign outC=in;
8 always @(inA or inB or inC) 8 endmodule
9  begin
18 if (inA!=inB || inA!=inC || inB!=inC)
11 tmrErr = 1;
12 else
13 tmrErr = 8;
14 end

15 endmodule

If needed this definitions are added to the output file,
can also be replaced by user defined modules.
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FSM Example: triplication without voting

1 module fsm@l (in,out,clk);
// tmrg default triplicate

o o0 N O M e W N

el e
w N B e

14

input in;
input clk;
output out;
reg state;

req stateNext;

assign out=state;

always @(posedge clk)

state <= stateNext;

always @(state or in)

flip flop

comb logic

stateNext = in ~ state;

15 endmodule

|- comb

n logic

DQL&

clk

fsmO1|

TMRG

—

We know that this IS

inA

not what we want ...

L

clkA

comb
logic

DQl

inB

clkB

comb
logic

inC

clkC

comb
logic

DQ-l

OutA

outB

outC

1 module Fsm@1THR(

inA,

inB,

inC,

outh,

outB,

outC,

clkA,

9 clkB,

18 clkC

11 )

12 input inA;

13 input inB;

14 input inC;

15 input clkA;

16 input clkB;

17 input clkC;

18 output outh;

19 cutput outB;

208 output outC;

21 reg stateh;

22 reg stateB:

23 reg stateC;

24 reg stateNextA;

25 reg stateNextB;

26 reg stateMextC;

27 assign outh = stated;
28 assign outB = stateB;
29 assign outC = state(;
EL]

31 always @(posedge clkA)
32  stated == stateMextA;
33

34 always @(posedge clkB)
35 stateB <= stateMextB;
36

37 always @(posedge clkC)
38 statel == stateMextC;
39

40 always @(stateA or inA)
41 stateNexthA = inA"stated;
42

43 always @(stateB or inB)
44 stateNextB = inB"stateB;
45

46 always @(stateC or inC)
47  stateNextC = inC"stateC;
43 endmodule

[=—T =L B B R

“TMRGl .

fsmO1TMR |

If an error occurs in one branch, it will propagate along the branch. If there is no repair mechanism, after the first error the effective cross
section is doubled with respect to the non triplicated circuit. In order to eliminate this problem, a voted feedback is needed!
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FSM Example: triplicating only the register E

1 module fsm@3 (in,out,clk);

/

TMRG

2 J/ tmrg default do not triplicate
3 // tmrg triplicate state Triplica‘[e state
4 ipput in;

5 dinput clk;

i output out;

7 reg state;

8 reg stateNext;

9 assign out=state;

18

11 always @(posedge clk)

12 state == stateNext;

13

14 always @(state or in)

15 stateNext = in ~ state;

16

17 endmodule

I— comb

In logic

clk

out In

Majority Voter

added automatically
(conversion from triplicated
to non triplicated signal)

clk

5

comb |e
logic

D Q

majority _l_nut

voter

82
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1 module fsmO3THR(

2 inm,

3  out,

4 clk

5);

B wire stateNextC;

7 wire stateNextB;

8 wire stateNextA;

Ywire clkC;

18 wire clkB;

11 wire clkA;

12 wire state;

13 input in;

14 input clk;

15 cutput out;

16 reg stateh;

17 reg stateB;

18 reg stateC;

19 reg stateNext;

20 assign out = state;
21

22 always @(posedge ClkA)
23 stateA == stateNextA;
24

25 always @(posedge cClkB)
26 stateB <= stateNextB:;
27

23 always @(posedge clkC)
29 stateC == stateNextC;
38

31 always @(state or in)
32 stateNext = in“state;
i3

34 majorityVoter stateVoter |
35 .inA(stated),

36 .inB(stateB),

37 .inC(stateC),

38 .out{state)

39):

48

41 fanout clkFanout [

42 .in{clk),

43 .outAiclkA),

44  outB(clkB),

45  LoutCiclkC)

46 );

47

43 fanout stateMextFanout |
49  .in(stateMext),

58 .outA|stateNextd),
51 .outB(stateNextB).
52  .outC(stateNextC)

53 );

54 endmodule



FSM Example: triplicating the register and clock skew ETM RG

1 module fsm@3 (in,out,clk); 1 module fsm3THR(
( ) - TMRG > i,
2 // tmrg default do not triplicate 3 out,
3 // tmrg triplicate state Triplicate state . 3:;
4 // tmrg triplicate clk Triplicate clk :} clke
5 input in; Bw;re stateNextC;
C 9 wire stateNextB;
6 1nPUt Clk; - 10 wire stateNextA;
7 output out; Majority Voter o
input in;
added automatically "
. i i . 14 input clkB;
I (conversion from triplicated 15 input cUC;
v _ . . . . tput out;
16 assign out=state; to non triplicated signal) 17 reg staten,
11 18 reg stateB;
12 always @(posedge clk) ;: ::3 iiiiﬁm
13 state <= stateNext; 2 assign out = state;
14 23 always @(posedge clka)
. 24 stated == stateNextA;
15 always @(state or in) 25
16 stateNext = in ~ state; 26 always @(posedge clkB)
; _m 27  stateB <- stateNextB;
17 28
C I kA > ™/ 29 always @(posedge clkC)
18 endmodule 30 stateC == stateNextC;
31

32 always @(state or in)
33 stateNext = in“state;
34

I- l . I.. comb Q = majority lout 35 majorityVoter stateVoter (

. 36 .inA(stateA),
Y comb — QJejout i logic | voter 4
In Iogic C i: it:_lut(state}

clk a

fs m 0 3 E 42 fanout stateNextFanout (
- Q 43 .in(stateNext),
C I kC [ 44 .outA(stateNextA),
> 45 .outB(stateNextB),
T M R G fsm 03TM R 46 .outC(stateNextC)
H a7 iE;

48 endmodule
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Introducing full TMR P\ TMRG

To generate full TMR (3 interconnected majority voters) a net
declaration with a specific name (Voted postfix) has to be used:

1 wire netVoted = net;

This syntax ensures that non triplicated Verilog code can be
simulated and/or synthesized.
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Full TMR: Voting triplicated signals

1 module vote®@l1TMR(

1 module vote®l (in,out): I

2 // tmrg default triplicate __— TMRG — =

3 input in: s

4 output out; zl;put inA;

5 | wire inVoted = in; Insert 3 voters o

6 assign out = inVoted; E:u::": E“I’;

7 endmodule E :::::: E:i: invoteda;

16 assign outB = inVotedB;
17 assign outC = inVotedC;
. 18
InA ‘_ 19 majorityVoter inVoterA (
majorlty outA 20 .inA(inA),

21  .inB(inB),

[ 3 Voter 22  .inC(inC),

23 .out(inVotedA)
24 );
25

majorlty OutB ;j maJ:;:’:::’]cer inVoterB (
P voter ;2 .inB(inB),

.inC(incC),
30  .out(inVotedB)

vote(O1l) 30

32

majority o utc 33 majorityVoter inVoterC (

inC s limtine)
WT_M RG > T VDter 36 i:c:mc:
. VotEOITM R z; . .out(inVotedC)

39 endmodule

in out inB
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Full TMR: logic triplication and voting

1 module vote®2 (in,out); RG
input in; TM
output out; _——————————>
wire comblLogic;
- ~inVoted; Insert 3 voters for input signals

wire combLogicVoted = comblogic;

Insert 3 voters for output signals

assign out = combLogicVoted;

endmodule

2

3

4

5 ire inVoted = in:
6 |:ssign combLogic
7

8

9

in comb

out

-

logic
vote0?2

e

—

inA
:_- majority con"lb :: majority| | outA
I voter logic |} voter
inB| ||T] majority| | comb | |11l majority| [outB
Ji voter logic [ voter
| i majority| | comb | |11 majority| | outC
inC voter logic voter
t =t
vote02TMR

Do you want to have voter before and after the logic? Probably not ... but you CAN.
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15 wire comblogicA;

1
i L

B assign comblogich invotedA;

9 azcign comblogicE = -invotedB, E

B assign comblogict = nivortedC

1 assign outh =  comblogicvoteda,

22 assign outB = comblogicWotedB;
23 assign outl = comblogicVotedC;
24

25 majorityVoter inVoterd |

26 .imd(1inA].

27  .inB(1inB].

28 .aeC[1inC].

2% .owt [1nVobecsd)

38

32 majorityVoter comblogicvotera [
33 _ind[comblogica),

34 .:inB(comblogicE),

35  .unC|cosblogicC),

36 owt [comblogcVotedd)
Er H

!

3% majorityVoter comblogicvoters [
48 .ird[comblogicA),

41 .inE[{comblogicB),

42 _inC{comblogicC),

43 _put [coshLogicioteds)
443z

a5

46 majorityVoter inWoters |
47 _amd[inAj,

48 .:inB(inB],

4%  _inCiinC]),

5B ot [1nWotodE )

511z

52

53 majerityVoter isVoterl |
54 -imdkiind&] .

EB majorityVoter comblogicvoterT [
Bl _imd[combloguca),

E2  .inB[combloguicB),

B3 .inC{comblogicC),

B4 _out{comblogicVotedC)

B5 ]z

BE endmodule

<)
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FSM Example: triplication and voting

1 module fsm@2TMR(
2  inA, inB, inC,
3 outA, outB, outC,

// tmrg default triplicate TM RG —— :).cm. clkB, clke

input in; / 6 input inA,inB,inC;

7 input clkA, clkB, clkC;

input C-Lk; 8 output outA,outB,outC;
9 reg stateA,stateB,stateC;

out Pl.lt out H 10 reg stateNextA,stateNextB,stateNextC;
11

reg E‘I:El‘te; 12 assign outA = stated;

13 assign outB = stateB;

reg stateNext; 14 assign outC = stateC;
wire stateNextVoted=stateNext; |nsert 3 voters "

16 always @(posedge clkA)
da551gn outT=s1Tate;

1 module fsmB2 (in,out,clk);

W~ & s W M

17 stateA == stateNextVotedA;
18

19 always @(posedge clkB)

20 stateB == stateNextVotedB;
21

22 always @(posedge clkC)

23 stateC == stateNextVotedC;
24

25 always @(stateA or inA)

26 stateNextA = inA”stateA;
27

28 always @(stateB or inB)

29 stateNextB = inB"stateB;
30

31 always @(stateC or inC)

32 stateNextC = inC stateC;
33

34 majorityVoter stateNextVoterA (
35 .inA(stateNextA),

36 .inB(stateNextB),

37 .inC(stateNextC),

[
[+r]

[
=

always @(posedge clk) ﬂ]p ﬂOp

state == stateNextVoted;

[
Pl

=
L

[
I

always @(state or in) Comb \OQIC

stateNext = in state;

,

[
5]

16
17 endmodule

comb '| majority
logic (LIl voter

—_—

inA
clkA

l 38 .out(stateNextVotedA)

4 f . 39);
L comb |T]T] majority QijoutB .

— IO |C T 41 majorityVoter stateNextVoterB (
I- lOUt H g L amm Voter 42 .inA(stateNextA),

H comb Q InB 43  .inB(stateNextB),
n |OgiC clkB 44 .inC(stateNextC),

45  .out(stateNextVotedB)
clk

fsm0?2

—

QlOUtC j:);

48 majorityVoter stateNextVoterC (
49 .inA(stateNextA),

50 .inB(stateNextB),

51 .inC(stateNextC),

52 .out(stateNextVotedC)

comb | T1* majority
J'Ioglc 1 | voter

53 );

fsmo 2TM R 54 endmodule
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Module instantiations PNTMRG

General concepts related to module instantiation triplication:

« Only named connections are supported for module instantiation!
e All modules must be known at the time of triplication.

« |f a module is not be triplicated internally (e.g. library cell, analog

macro cell) one has to add directive do _not_ touch in the module
body.

e For all other modules (not from library and not having
do not touch constrain):

- triplication is always done inside the module,

- a new (triplicated) module has a TMR postfix appended to the
name,

- 1/0 names may change.
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Triplicating a fixed macro cell

1 module mlogic(T,7N);
// tmrg do_not_touch

input T;
output 7N;

[0 T S WU )

assign ZN=~T1;
6 endmodule
7
8 module inst@l (ip,out);

9 J/ tmrg default triplicate

18 input in;

11 output out;

12 mlogic logic@l(.I(in),.ZN{out}};
13 endmodule

N : out

InA

TMRG

| inst01]

inB

outA

logic

outB

logic

89/136

outC

logic

instO1TMR)
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1 module mlogic(

2 10

3 ZN

4);

5 input I;

6 output Z;

7 assign 7N = -~I;
g endmodule

g module inst@1TMR(

10  inA,
11 inB,
12 inC,
13 outA,
14 outB,
15 outC
16 };

17 input inA;
18 input inB;
19 input inC;
20 output outh;
21 output outB;
22 output outC;

23

24 mlogic logicela |
25 .I(1inA),

26 .ZN{outA)

27 );

28

29 mlogic logic@lB (
38 .1{inB),

31 .ZN{outB)

32 );

33

34 mlogic logic@lC (
35 .1{inC),

36 .ZN{outC)

37 );

38 endmodule

<)
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Not triplicating a fixed macro cell

i 1 module mlogic(
1 module mlogic(I,ZN); 2 1,

2 // tmrg do_not touch 3 ZN
3  input I; / TMRG \ :i:lputl;

4  output ZN; 6 output 1;
7 assign N = -~I;

5 assign ZN=-1; 8 endmodule
9 module inst@2TMR(
10 inA,

7 11  inB,

8 module inst®2 (in,out); ii ;::A

9 // tmrg default triplicate 14 outs,
15 outC

16 // tmrg do_not_triplicate logicel DO not triplicate logicOl instance 16);

11 input in; 17 wire out;
18 wire in;

12 output out; Majority Voter and fanout 10 input ink;

20 input inB;

13 mlogic logic®l(.I(in),.ZN(out)); added aUtOmatica”y 21 imput dnC;
14 endmodule . T 22 output outA;
(conversion between triplicated and s

non triplicated signals) 24 output outC;

25
26 mlogic logicel (
. 27 .1{in),
inA outA 28 .7N{out)
29 );
38
31 majorityVoter inVoter (
32 .inA(inA),

N . —] ' ' 33  .inB(inB),
in logic out inB majority logic _‘_nutB o

_— voter 35 .out(in)

36 );

6 endmodule

37

iﬂStDZ . 38 fanout outFanout (
inC outC 39 inlout),

o
TMRG | St TMR g “.outc(uutc}

44 endmodule
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Triplicating user’s modules

1 module mleogic (I,ZN);

2 // tmrg default triplicate
3 input T;

4  output IN;

5 assign ZN=-T;

6 endmodule

7

8 module inst@3 (in,out);

9 // tmrg default triplicate
16 input in;

11 output out;

12 mlogic logic@l{.I(in),.ZN{out));
13 endmodule

in

logic

out

INA

TMRG

inst03

inB

e

inC

logicTMR

outA

outB

outC

inst03TMR]

When the module being instantiated is a subject of triplication, only connections
are modified and voters and fanouts are added if necessary.
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1 module mlogicTMR(
1A,
IC,

ZNA,

=0T, R S U S |

ZNB,

¥ INC

8);

9 input IA;
10 input IE;
11 input IC;
12 output ZNA;
13 output 7NE;
14 output ZNC;

15 assign ZNA = ~IA;
16 assign 7NE = ~IB;
17 assign ZNC = ~IC;

18 endmodule
19 module inst@3TMR(

20 inA,
21 inB,
22 inC,
23 outA,
24  outB,
25  outcC
26 );

27 input inA;
28 input inB;
29 input inC;
38 output outh;
31 output outB;
32 output outC;

33

34 mlogicTMR logic@l (
35 .IA(inA),

36 .IB(imB),

37 .IC(inC),

38  .ZNA(outa),
39 .7MNE(outB),
40 .ZNC(outC)
41);

42 endmodule

<)
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Triplication brings new features - tmrError | A, pE¥le

« It may be desirable to know if one of the triplicated signals is different from
the other two (whether an single event upset has happened or not)

« The TMRG tool always generates:

1 majorityVoter memVoter |

.inA(memA),

- tmrError output associated with each voter.
For a signal mem the voter can look like:

- Combination (OR) of all error signals \_»

Inside given module
assign tmrErrorC = dff0ltmrErrorC|dffO2tmrErrorC|in3TmrErrorC;

.inB(memB),
.inC(memC),
.out(mem),

.tmrErr(memTmrError)

I

e I = T, IR — S S Ry ]

« To make use of the signal (particular or global) it is enough to make a declaration:

1wire memTmrError=1'b0;

2wire tmrError=1'b0;

This definition will be removed by the TMRG tool and the wire will be connected
directly to the error output of the voter. By declaring tmrError the designer gains
access to the signal and can implement the required functionality. Moreover,
assigning zero value ensures that the non triplicated circuit is not affected and can
be simulated.

« If user does not use the tmrError functionality it will be optimized out by the synthesizer
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tmrError Example

1 module ff(input clk,input in, output out, input load); 1 module ffTMR(

// tmrg default do not triplicate TMR( 5 \ input clk,
// tmrg triplicate mem

input in,

output out,

| wire EEior=1'bo: Definition for tmrError

2

3

4

3 );
6 wire loadInt=load|tmrError;

7

8

9

wire loadIntA, loadIntB,loadIntC;
wire memNextA,memNextB,memNextC;
wire clkA,clkB,clkC;

2
3
4
5 input load
6
7
wire memNext=(load)? in : out; 8
9

assign out=mem;
always @(posedge clk) 18 wire tmrError;

16 if (loadInt) Assigning zero value tq tr_anrror_ o 11 wor memTmrErrors
- mem <= memNext; ensures that the non triplicated circuit is 12 wire men;
17 not affected and can be simulated. 13 reg  memA,memB, memC;
14 wire loadInt = load|tmrError;
15 wire memMext = (load) ? in : out;
16 assign out = mem;
D Q|- Ol@:
E 8 always @( posedge clka )
if (loadIntA)
> 28 memA == memNextA;
21
II'I OUt [ 22 always @( posedge clkB )

H 1 1 23 if (loadIntB)
Ioad D Q L D Q majorlty ..._O_Ut 24 memB <= memNextB;

E E voter | 25
clk 3 clk 3

26 always @( posedge clkC )
27 if (loadIntC)
tmrError

ff 28 memC == memNextC; @
\ 29

30 majorityVoter memVoter (

|Oad 'D—-I— - 31 .J:_nA(memM,
TMRG FTMR ==

34 .out(mem),

35 .tmrErr(memTmrError) @
36 e )
TmrError can be used to implement SEU counter! o - -

® ]
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Other features

Accessing individual signals from a triplicated bus
(e.g. power on reset monitoring)

Generating a triplicated bus from other signals
(e.g. clock gating for production testing)

Generating identical slices of logic (timing critical logic)
(e.g. feedback divider for PLL)

Specify majority voter and fanout cells on per module basis
(e.g. different voter for clock multiplexer)

Integrated with SVN / CLIOSOFT sos version control systems
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How to constrains the design ? ETM RG

Constrains do not have to be places in the source code directly. Constrains can be
 loaded from a configuration file

- The configuration file uses standard INI file format. It is a simple text file with a basic structure
composed of sections, properties, and values. An example file may look like:

[modName ]
default : triplicate
net : triplicate
net : do not triplicate
tmr _error : true

- To load a configuration file, you have to specify its name as a command line argument:

$ tmrg -c config.cfg [other options]
$ tmrg --config config.cfg [other options]

 provided as a command line arguments. This approach is not very effective for constraining the
whole project, but may be really handy in the initial phase. A possible constrains are shown bellow:

$ tmrg -d "default triplicate modName" [other options]

$ tmrg -d "triplicate modName.net" [other options]

$ tmrg -d "do not triplicate modName.net" [other options]
$ tmrg -d "tmr _error true modName" [other options]
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Preserving TMR code during synthesis

Most of the code generated by TMRG tool is redundant
— synthesizer will want to remove it (undesirable behavior!)

The TMRG generates a set of constrains for you which will force Design Compiler not
to discard the redundant logic:

¢ tmrg --generate sdc --sdc _headers comb@6.v

As a result, a file combO@6TMR. sdc will be generated. The file is a SDC file which can
be loaded from the RC.

set sdc_version 1.3

set dont touch /designs/comb06TMR/nets/combLogicA
set dont touch /designs/comb06TMR/nets/combLogicB
set dont touch /designs/comb06TMR/nets/combLogicC
set dont touch /designs/comb06TMR/nets/combLogic
set dont touch /designs/comb@®6TMR/nets/inA

set dont touch /designs/comb06TMR/nets/inB

set dont touch /designs/comb06TMR/nets/inC NS may aﬁeCt

set_dont_touch /designs/comb@6TMR/nets/in COnS“a\n . -Zat'\on
the logic 0pUTY
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RTL Compiler / Genus tips & tricks ETM RG

Problem: how to make sure that the synthesis tool does not remove a specific cell?

Example Verilog code:

[
INVDL instName(.I(myInput), .ZN{(myOutput});
[..]

SDC constrain file:

set dont touch INVD1

* Any of INVD1 instances will not be touched!
RC/Genus script:

set attribute preserve true /path/instName

« Specific instance will be preserved!
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TMRG performance

Small projects/files - the TMRG tool should be usually very fast. As the TMRG does not invoke
a complex runtime environment, the execution time should be well below 1s

 Medium [ large chip (in HEP community):

TMR RTL

Chip Die size[mm~2] RTL Lines Lines TMRG run time [s] Synthesis time [s]
IpGBT 4.5x4.5 36368 55776 173.3 T.B.D.

MPA 12x25 8937 21617 42.1 9000

SSA 11x4.5 3708 9081 20 6945

SALT 4x11 11612 20447 61.6 T.B.D.

*) The RTL lines count and die size are given only to indicate the chip size and complexity level.

. The TMRG tool is suited for triplicating large chips
in one go.

. The triplication time is almost ne_:gli_gible when
compared to the synthesis time.
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Placement Generator

* Majority voters before (or after) flip-flops cause the P&R tool to place
Instances of triplicated flip-flops close together (in order to keep the
routing short).

 Multiple bit upsets can lead to malfunctioning of the triplicated
design:
— one has to ensure that the triplicated instances of the same
element are placed far from each each other.

e The PLAG tool:

— can assign registers (or other type of cells) to a specific Instances
Group. A minimum distance is enforced, while leaving Encounter
freedom to optimize the placement,

— operates on a final netlist.
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# plag --1ib libs/tcbn651lp.v -o tmrPlace.tcl r2g.v

-

tmrPlace.tcl: <

/[..]

addInstToInstGroup tmrGroupA {fsm02TMR/stateA reg}
addInstToInstGroup tmrGroupB {fsm02TMR/stateB reg}
addInstToInstGroup tmrGroupC {fsm02TMR/stateC reg}

[..]

Encounter flow:

[..]

createInstGroup tmrGroupA -region 0 0 10 10

[example layout]

createInstGroup tmrGroupB -region 10 0 20 10

&createInstGroup tmrGroupB -region 20 0 30 10
source tmrPlace.tcl

[..]

Room for
improvement
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Innovus tips & tricks

Similar behaviour can be obtained with the newest version of Innovus
P&N tool using command:

create inst space group groupName

-inst listOfInstances
-spacing <value>

Creates space group for instances with a specific vertical-distance constraint.
-inst listOfInstances - specifies all instances that belong to the

same space group by name.
-spacing verticalDistance - specifies the vertical distance, in

microns, between each specific instance.
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single event effects generator

( Design R .
\Specmcatmn/ }
@ehavioraI/RTD‘ [ Functional ]
\ Description p Verification
[ Verilog code %
v
Testbench Timin
user constraints Triplication : 9
[ ]-’[ > tmrgj [Generatl?bn] [ Verification
g
[DC constralnts] [Verllog code] I
v v ,
Logic \ , Triplication
Synthesis ) ) »| Verification
| Verilog netlist | ' : T ‘
s 3 Paraatuc/Powgr
Placement rStimqus ~NO|Se AnalySl?
generation | | generation 1
pfq \_ ; see

[P&R constraints] SEE stimulus

¥
Floor planning
Place & Route

v
| Layout | il

104 Triple Modular Redundancy Generator cern.ch/tmrg @)



SEE simulation PNTMRG

Once the design is implemented one should verify that the design still
works as intended and that the design in immune to SEE.

How can we inject errors?
e Verilog:

force name=value;
release name;
e System Verilog:

$deposit(name, value);
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Single Event Effects Generator

SEEG tool streamlines the verification process.

An example usage of the tool for the netlist generated for an example fsm02 can look like:
# seeqg --1lib libs/tcbn651lp.v --output see.v r2g.v

The SEEG generates a file (see.v) which contains several verilog tasks, which can toggle nets
(to simulate SET) or toggle flip-flops state (to simulate SEU) or both:

task set_force_net; // - Single Event Transient - - - - - - - - - - - - - -
task set _release net; task set force net;
input wireid;
integer wireid;
begin
case (wireid)
0 : force DUT.stateA reg.0 = ~DUT.stateA _reg.q;
1 : force DUT.stateC_reg.0 = ~DUT.stateC _reg.d;

task set display net;

task set max net;

task seu force net;
task seu release net;
task seu display net;

task seu max net;
- - ' task seu_force net;

input wireid;

task see force net; integer wireid;

task see_release_net; begin

task see display net; case (wireid)

task see max net-: 8 : force DUT.stateA reg.SDN = ~DUT.stateA req.SDN;
- ' 1 : force DUT.stateA reg.CDN = ~DUT.stateA reg.CDN;

The approach has been verified with 65nm-HEP CMOS standard cell library and with custom standard cell
library characterized with Liberate (IpGbtxHsLib).
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Single Event Effects Generator

Example usage of SEEG generated tasks:

 Randomize:

- the delay until next event
- the length of the next event

- Randomize the node (wire) to be
affected (see / seu / set)

« Activate “upset” (force)

« Deactivate upset (release)

This is only a template which may
be used as a starting point.
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module stimulus;

fsmO2TMR DUT(...);

lo-c]

integer SEEEnable=1; // enables SEE generator

integer SEEnextTime; // time until the next SEE event

integer SEEduration; /f duration of the next SEE event

integer SEEwireld; // wire to be affected by the next SEE event

integer SEEmaxWireId; // number of wires in the design which can be affected by SEF event

integer MAX UPSET TIME=18; // 18 ns (change if you are using different timescale)

integer SEEDel=100; // 100 ns (change if you are using different timescale)
integer SEECounter; // number of simulated SEE events
reg SEEActive=0; // high during any SEE event

// get number of wires
ipitial

see max_net (SEEmaxWireId);
“include "fsmB@2TMR_see.v"

always
begin
if (SEEEnable)
begin
// randomize time, duration, and wire of the next SEE
SEEnextTime = SEEDel/2 {$random} % SEEDel;
SEEduration = {$random} % (MAX UPSET TIME-1} + 1; // SEE time is from 1 - MAX UPSET TIME
SEEwireId = {$random} % SEEmaxWireld;

// wait for SEE
#(SEEnextTime) ;

// SEE happens here! Toggle the selected wire.
SEECounter=SEECounter+1;
SEEActive=1;
see_force_net(SEEwireld);
see_display_net(SEEwireId); // probably you want to comment this line ?
#(SEEduration) ;
see_release_net(SEEwireld);
SEEActive=0;

end

else
#10;
end

endmodule
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test bench generator
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Test Bench Generator

TBG generates a generic test bench - ifdef TMR
« RTL description / Netlist e
.y T . wire clkB=clk;
* Non triplicated / triplicated version wire clkc=clk;
(automatic fanout/majority voter insertion for inputs/outputs) [ e o

« SDF timing annotation wire Inemin

wire 1inC=in;
/] voter for out

“ifdef SDF > wire outA;
initial wire outB;
$sdf_annotate("r2g.sdf", DUT, ,"sdf.log", "MAXIMUM"); wire outC;
‘endif wire outtmrErr;
majorityVoterTB outVote
« SET/SEU/SEE generation BRSNS
.inC(outcC),
lde"f SEE 'out(out)’
reg SEEEnable=0; /| enables SEE generator LEmrErr{outtmrErr)
reg SEEActive=0; // high during any SEE event )i
integer SEEnextTime=0; // time until the next SEE event fsmO2TMR DUT (
integer SEEduration=0; // duration of the next SEE event -CLkA(clkA),
integer SEEwireld=60; /| wire to be affected by the next SEE event 'CltB(C1tB)’
integer SEEmaxWireld=0; // number of wires in the design which can be af ‘ikﬁfiﬁk)c)’
integer SEEmaxUpaseTime=1000; // 1 ns (change if you are using different time :inB(inB)’
integer SEEDel=100_000; // 180 ns (change if you are using different tim .inc(inc):
integer SEECounter=0; // number of simulated SEE events .outA(outA),
.0utB(outB),
‘include "see.v" // include tasks generated by seeg .outC(outC)
[..] );
“endif ‘else
fsmd2 DUT (
. .clk(clk),
« simple clock/reset generators -in(in),
.out(out)
)3
# thg topModule.v -o topModule test.v ‘endif
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DEMO
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DEMO PN TMRG

# source tmrg/etc/tmrg.sh

# tmrg --help
Usage: tmrg [options] fileName

Options:
--version show program's version number and exit
-h, --help show this help message and exit
-v, --verbose More verbose output (use: -v, -vv, -vvv..)
--doc Open documentation in web browser

[...]

TMRG toolset:
tmrg - Triple Modular Redundancy Generator
(triplicates verilog netlist)
seeg - Single Event Effects Generator
(helps in the verification of triplicated netlist)
plag - Placement Generator
(helps with placement of triplicated circuit)
tbg - Testbench Generator
(creates template for the testbench)
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# cat counter.v

module counter(
input d,

input clk,

input rst,

output reg [7:0] q
)

1k

o | |
......
;
i ] :
,,,,,,
[
[
-
:

L] [ =
arongo:
5
5 srmen sn
b E,_l
g I|—l I
T 7 :LJ
vrongo-

v v

R gt

[

rungo
L i

always @(posedge clk or posedge rst)

if (rst)
q<=0;
else
q<=q+1;
endmodule

# tmrg counter.v

# 1ls -1

directives — default triplicate

no tmrg
Is it what we want ?7?

' - s!
UNIX-like convention: NO output — no error

counter.v counterTMR.v counterTMR.sdc
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DFF example | Verbose

# tmrg -v counter.v

13 b}
[INFO ] Loading file 'counter.v' 1 EBTt)()ESEB -V
[INFO ] GOlng v
[INFO ] Elaborating counter.v
[INFO ] Module counter (counter.v)
[INFO ] Port mode : ANSI
[INFO ]
[INFO ] Checking the design hierarchy
[INFO ] [counter]
[INFO ]
[INFO 1 Applying constrains
[INFO ] Module counter
[INFO ] | tmrErrOut : False (configGlobal:False)
[INFO ] | net rst : True (configGlobalDefault:True)
[INFO I | net q : True (configGlobalDefault:True)
[INFO ] | net clk40OM : True (configGlobalDefault:True)
[INFO I | net d: True (configGlobalDefault:True)
[INFO ]
[INFO ] Applying constrains by name
[INFO ] Module counter
[INFO ]
[INFO ] Module:counter
[INFO | +HER SRR R R R R R R R R R R R R R R R
[INFO I | Nets | range | tmr
[INFO | +HHH SRR R S R S S S R R S R R R R R S R R S+
[INFO ] | rst | | True |
[INFO ] | [7:0] | True |
[INFO 1 | clk4oM | | True |
[INFO ] | d | I True |
[INFO | e LT T T L L R +
[INFO ] Triplciation starts here ore
[INFO ]
[INFO ] Triplicating file counter.v GO‘ng ever‘\‘ m ”
[INFO ] Generating SDC constraints file ./counterTMR.sdc verbose -VV
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DFF example | Triplication

# cat counterTMR.v
module counterTMR(
input dA,
input B .
input dc. Is this type of
input clk40MA, tripliCaﬂon safe In E
input clk40MB, . )
input clk40MC, this case€:
input rstA,
input rstB,
input rstC,
output reg [7:0] gA,
output reg [7:0] gB,
output reg [7:0] qC
);

always @(posedge clk4OMA or posedge rstA) E{;;E
if (rstA)
gA <= 0;
else '
gA <= qA+1; Ei::}
always @(posedge clk40OMB or posedge rstB)
if (rstB)
gB <= 0;
else

HE
i
ol

s

ﬁm
J”HF

(3
i
]

%E
%ﬂﬁm

gB <= gB+1;
always @(posedge clk40MC or posedge rstC) E{;;E
if (rst()
gC <= 0;
else
qC <= qC+1;
endmodule

(o
i
[

%E
%ﬂﬁm

Al
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DFF example | Place A4

# plag --lib /homedir/skulis/tmrg/trunk/libs/tcbn65lp.v \
dffTMR _rc/r2g.v

use -V for verbose
output

# cat tmrPlace.tcl

addInstToInstGroup tmrGroupA {dffTMR/qA reg}
addInstToInstGroup tmrGroupB {dffTMR/qgB reg}
addInstToInstGroup tmrGroupC {dffTMR/qC reg}

In the encounter flow:

[..]

createInstGroup tmrGroupA -region 0 0 10 10
createInstGroup tmrGroupB -region 10 0 20 10
createInstGroup tmrGroupB -region 20 0 30 10
source tmrPlace.tcl

[..]
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DFF example | Verification A e

# seeg --lib /homedir/skulis/tmrg/trunk/libs/tcbn651lp.v \

r2g.v

# cat see.v

task
in
in
be

en
endt

task
task
task

task
task
task
task

task
task
task
task

set force net;

put wireid;

teger wireid;

gin

case (wireid)

: force DUT.

: force DUT.

: force DUT.

: force DUT.

: force DUT.

: force DUT.

: force DUT.

: force DUT.
8 : force DUT.

endcase

d

ask

NOURRWNREO

set release net;
set display net;
set max net;

seu force net;
seu_release net;
seu display net;
seu max net;

see force net;
see release net;
see display net;
see max_net;

117

SET

gC reg.Q = ~DUT.qC reg.Q;

dVoterA.Fp9999955A.ZN = ~DUT.dVoterA.Fp9999955A.7ZN;
dVoterA.p214748365A.ZN = ~DUT.dVoterA.p214748365A.2ZN;
dVoterC.Fp9999955A.ZN = ~DUT.dVoterC.Fp9999955A. ZN;
dVoterC.p214748365A.ZN = ~DUT.dVoterC.p214748365A.2ZN;
dVoterB.Fp9999955A.ZN = ~DUT.dVoterB.Fp9999955A.2ZN;
dVoterB.p214748365A.ZN = ~DUT.dVoterB.p214748365A.2ZN;
gB reg.qQ ~DUT.qgB reg.Q;

gA reg.Q = ~DUT.qgA reg.Q;

SEU

SEE

Triple Modular Redundancy Generator

use -v for verbose
output
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DFF example | Verification

# thg counter.v -o counter_test.v
# cat counter_test.v

“timescale 1 ps / 1 ps ©®© Waveform 1- SimVision
[ . ] File Edit Wiew Explore Format Simulation ‘Windows Help cadence
module counter test; WeE ¢+ REREAEEH| w700 0 ¥ Di x| BEE -
_ ‘ Search Names: | Signal v | =t 4 “ Search Times: | Value || ‘%‘%w L
//rigpuz{ggtpUt section ‘F Timed v/ = [1,951,531 »|[ps | ¥~ I S, e - o - . %%QE% o I o I
; . 4 . ® & aseline™
wire [7 ) G] q; :h ﬁCursor-gase:ineY=1D,951,531ps
reg rst; ] et o RN\ oooom
o o % sopopoops N |1.000,000ps

// Device Under Test section
“ifdef TMR

[...]

counterTMR DUT (
.CLkA(clkA),
.clkB(clkB),
.clkC(clkC),
.qB(qB), o a4
.qC(qC),
.rstA(rstA), o
. rStB( rStB) , + TR qB[F0]
.rstC(rstC)

)i 0F gqC[Fo]

“else

counter DUT (
.clk(clk),
" q ( q) ’
.rst(rst)

);

“endif

+iTT;| qlF:0]

@l
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DEMO Summary

Conclusions:

- TMRG tool chain is easy to use

- TMRG flow can be fully automatized

- TMRG tool should be used with caution
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Current Limitations

» The TMRG supports only a subset of the Verilog language
(sophisticated constructions may lead to incorrect results).

* The tool is not able to handle all possible coding styles:

- Concatenation of triplicated and not triplicated variables on
the left hand side of an assignment

- unnamed connections for the module instantiation
« System Verilog syntax is not supported

 Parser error messages are not very verbose

e Some constants are hard-coded in the source code
(like A,B,C postfixes for triplicated signals names)

* Higher order replication (5, 7, 9, ...) Is not supported
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Still maturing but a very useful tool!

1 [T

2 localparam k=8;

3 wor dataTmrError;

4wire [k-1:0] data [ 2*k-1 : 8 1 ;
5 wor selTmrError;

6 wire [2:0] sel;

7 reg [2:8] sela;

8 reg [2:0] selB;

9 reg [2:0] selc;

10 reg [k-1:0] dataA [ 2*k-1 : 8 1 ;
11 reg [k-1:0] dataB [ 2*k-1 : 8 1 ;
12 reg [k-1:@] dataC [ 2*k-1 : 8 ] ;
12 wire [k-1:0] dataMux = datalsel] ;

1[...1 14
el 'I_nca'l_param k=8; 15 majorityVoter #(.WIDTH(3)) selVoter (
3 // tmrg do _not triplicate dataMux 16 LSS

o - 17 .inB(selB),
4 reg [2:0] sel; 18 .inC(selC),
5 reg [k-1:0]1 data [2*k-1:8]; 19 .out(sel},
6 wire [k-1:08] dataMux = datalsell; 20 ]'t'"rE”(sem“rErm”

21 3

7I...1 25

23 genvar gen_dataVoter;

24 generate

25 for(gen dataVoter = ((8=2*k-1) ? 2*k-1 : @);gen dataVoter=((0=2*k-1) ? © : 2¥k-1);gen _dataVoter = gen dataVoter+1)
26 begin : gen_dataVoter_ fanout

27

TMRG 28 majorityVoter #(.WIDTH(((k-1)=(8)) 7 ((k-1)-(@)+1) : ((B)-(k-1)+1))} dataVoter (
’ 29 .inA({dataAlgen_dataVoter] },
30 .inB(dataBlgen_datavoter] },

31 .inCl(dataC[gen dataVoter] },
32 .out({datalgen_datavVeter] },
33 .tmrérr{dataTmrError}

34 ):

35 end

36 endgenerate

370[...1
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Summary

Single Event Effects mitigation techniques:

 Technology level (minimizing sensitivity depth)

* Cell level (increasing critical charge, information stored on
multiple nodes)

« System level.

- Encoding (Hamming, Reed — Solomon, ...)
- Triple Modular Redundancy

e Registers only

e Registers and clocks

 Full triplication
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Summary

« TMRG tool chain assists user along the design process of
electronics resistant to Single Event Effects

- It is compatible with the typical ASIC design flows used in the HEP community
- It does not over constraint the user's coding style

- It allows to obtain various flavors of TMR (registers only, full triplication, ...)

- It assists in the physical implementation stage (synthesis, P&R)

- It assists in the verification process (generation of SEE)

- It can be run in batch mode (fully automatic flow)

* To get started check the documentation at : cern.ch/tmrg

 Development still continues, your feedback is essential!
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TMRG

Thank you very much for your attention!

questions ?
suggestions ?
remarks ?

requests ?

Please visit : cern.ch/tmrg
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Further reading

Single event effects in static and dynamic registers in a 0.25 pym CMOS technology
E Faccio; K. Kloukinas; A. Marchioro; T. Calin; J. Cosculluela; M. Nicolaidis; R. Velazco
IEEE Transactions on Nuclear Science, Year: 1999, Volume: 46, Issue: 6

An SEU-Robust Configurable Logic Block for the Implementation of a Radiation-Tolerant FPGA
S. Bonacini; F. Faccio; K. Kloukinas; A. Marchioro
IEEE Transactions on Nuclear Science, Year: 2006, Volume: 53, Issue: 6

Computational method to estimate Single Event Upset rates in an accelerator environment
M Huhtinen and F Faccio
NIMA, Year: 2000, Volume:450, Issue:1

Characterization of a commercial 65 nm CMOS technology for SLHC applications
S Bonacini, P Valerio, R Avramidou, R Ballabriga, F Faccio, K Kloukinas and A Marchioro
Journal of Instrumentation, Volume 7, January 2012

Single-event upset sensitivity of latches in a 90nm dual and triple well CMOS technology
L Pierobon, S Bonacini, F Faccio and A Marchioro
Journal of Instrumentation, Volume 6, December 2011

Design and characterization of an SEU-robust register in 130nm CMOS for application in HEP ASICs
S Bonaci
Journal of Instrumentation, Volume 5, November 2010
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Backup slides
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Single Event Effects

Single-event effect (SEE) is a phenomena triggered by a charged
particle passing through an electronic device. Traversing particle ionizes
the matter producing electron-holes pairs. The amount of charge being
generated depends on particle type, particle energy, incident angle,
material. The charge can be then collected by a drain/source diffusion
and can modify its voltage, changing its logical value (from zero to one
or vice versa).

Traditionally we distinguish two types of upsets:

« Single-event transient (SET) is a phenomena in which an error
happens in a combinatorial logic. It appears as a short glitch on a
net. The proper value is restored within short time (~ns). Importance
of SET increases with increasing clock frequency when the duration
of SET becomes comparable with a clock period.

e Single-event upsets (SEU) are errors induced in memory cells (like
flip-flop). In contradiction to SET, the value of the memory cell does
not recover after SEU.
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Tripple Module Redundancy

There have been several technigues proposed in order to protect the
circuit against events caused by the ionizing particles. Virtually all
techniques relay on a data redundancy. It is assumed, that if the bit of
information is stored in several places (nodes) the information can be
properly reconstructed even if some of these places (nodes) get
disturbed. There are some circuit technigues, based on hardening
standard cells while the other techniques address the problem at the
system level, by utilizing error-correcting coding (ECC), temporal
redundancy, or Tripple Module Redundancy.

Tripple Module Redundancy (TMR) concept was originally developed by
Von Neumann, with the main purpose of enhancing reliability of electronic
circuits. This concept was later applied in microelectronics for protection
against ionizing particles.

e of TMRG tool is to qutomatize process

rpos - N
The purp of triplicating digital CirCults.
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Accessing individual signals from a triplicated bus ETM RG

In some very spetial cases you may want to access signals after the 1 S o
triplication individually. Imagine that you are designing a reset circuit. ‘.
You want to have a - R
 Power-on reset (POR) block =
« and an external reset signal. N
As you do not want that SET in POR block resets your chip, you may -
decide to triplicate the block. For practical reasons, you still want to o
keep only one external reset pin. - [

17 output rstB;
18 output rstC;
19 wire porRstA;

1 module powerOnReset(z); 20 wire porRstB;

2 // tmrg do not touch 21 wire porRstC;
. 22 assign rstA = !rstnA|porRstA;
3 ou-tPUt Z; 23 assign rstB = !rstnB|porRstB;
4 endmodule 24 assign rstC = !rstnC|porRstC;
25
3 26 powerOnReset porA (
6 module resetBlock®l (rstn,rst); 27) -z{porRstA)
28 );
7 // tmrg default triplicate 29
8 // tmrg do not triplicate rstn TMRG 30
- - 31 .z(porRstB)
9 input rstn; 32 );
10  output rst; 3
34 powerOnReset porC (
11 wire porRst; 35 .z(porRstC)
12 assign rst=!rstn | porRst; ;g“
13 powerOnReset por(.z(porRst)); 38 fanout rstnFanout (
39 .in(rstn),
14 endmodule 40 .outA(rstnA),

41  .outB(rstnB),
42 .outC(rstnC)
43 );

There is not magic so far. 44 endodue
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Accessing individual signals from a triplicated bus ETM RG

1 module powerOnReset(

If you decided that you would like to able to check during normal 2 2

3);

operation what is the status of the POR output, the straight forward -

way of doing that would be: G st esesloc T

1 module powerOnReset(z); 13 porstatusC
14 );

2 // tmrg do_not_touch 15 wire rstnC;
16 wire rstnB;

3 Dl.l'tpl.lt Z; 17 wire rstnA;

18 input rstn;
4 endmodule 19 output rsté;

5 20 output rstB;

TM RG 21 output rstC;
6 module resetBlock (rstn,rst,porStatus); 22 output porStatusA;
. : 23 output porStatusB;
7 // tmrg do _not triplicate rstn 24 output porStatusC;

. . 25 wire porRsth;

8 input rstn; 26 wire porRstB;

9 Dl..l'tpl.lt rst: 27 wiru? porRstC;
28 assign porStatusA = porRsté;

10 output porStatus; 29 assign porStatusB = porRstB;
30 assign porStatusC = porRstC;

11 wire porRst; 31 assign rstA = !rstnA|porRstA;
. 32 assign rstB = !rstnB|porRstR;

12 assign porStatus=porRst; 33 assign rstC = !rstnl|porfstC;

13 assign rst=!rstn | porRst; ;:pmmnngset pord |

14 powerOnReset por(.z(porRst)); ;g]l.zfﬂurﬁstﬂ]

15 endmodule 8
39 powerOnReset porB |
48 .z(porRstB)
41);
42

You may see that ‘porStatus” signal got triplicated which is of course N

44 .z(porRstC)

what we want. Lets think if this is what you really want. If you connect 5);

46

it to some kind of digital bus, most likely you will have some voting on = I
49 ,outA(rstnA),

the way, so you will not have an information about individual signals. o outhirstod),

51 .outC{rstnC)
52 ):
53 endmedule
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How to constrain the design ? ETM RG

A brief summary of all constrains, ways of specifying it, and priorities is shown in Table below.

directive in code (lowest configuration file command line argument
priority) (medium priority) (highest priority)
module modName(..): [modName] -
// tmrg default triplicate default : triplicate -d "default triplicate modName"
// tmrg triplicate net net : triplicate -d "triplicate modName.net"
// tmrg do not triplicate net net : do not triplicate -d "do not triplicate modName.net"
// tmrg tmr error true tmr error : true -d "tmr error true modName"
// tmrg tmr error exclude net tmr error _exclude : net -d "tmr _error_exclude modName.net"
// tmrg slicing slicing : net -d "slicing modName"
// tmrg majority voter cell name majority voter cell : name -d "majority voter cell name modName"
// tmrg fanout cell name fanout cell : name -d "fanout cell name modName"
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How to constrains the design (debugging) ? ETM RG

As there are several ways of specifying constrains and one constrain can
be overwritten by another, there is mechanism which can ensure the
designer that all his intentions are interpreted properly.

Lets consider the comb06 module from the above example. Lets write a
configuration files comb06.cnf:

[combO6 ]

default : do not triplicate
in : triplicate

out : do not triplicate
combLogic : triplicate

tmr _error : true

When you run TMRG with additional options and constrains as shown below:

$ tmrg -vv \
-w "default triplicate comb@&" \
-w "tmr_error false comb06" \
-w "triplicate comb@6.combLogic" \
-c comb@6.cnf \
comb06.v
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How to constrains the design (debugging) ?

The detailed log of what is being done can

be generated (-V option)

The table at the end of the listing
summarizes all discovered signals and

applied constrains.

Step by step process of applying constrains

[..1

[DEBUG ] Loading master config file from /home/skulis/work/tmrg/trunk/bin/.. /etc/tmrg.cfg

[DEBUG 1 Loading user config file from fhome/skulis/.tmrg.cfg

[DEBUG 1 Loading command line specified config file from comb®6&.cnf

[..]

[INFO
[INFO
[INFO
[..1]

[INFO
[INFO
[INFO

[INFO

can be used to understand at which point

something went wrong:

« Used configuration files
e Command line constrains

[INFO

« Constrains evaluation for given nets
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[INFO

[..1]

[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[INFO
[..1]

Triple Modular Redundancy Generator

1 Command line constrain 'directive default' feor module 'comb®&' (value:True)

1 Command line constrain 'directive tmr _error' for module 'comb@6' (value:False)

1 Command line constrain 'directive triplicate' for net 'combLogic' in module 'comb@6'

1 Applying constrains
1 Module combBdé&
1 | tmrErrOut : False (configGlobal:False

-> configModule:True

-> cmdModule:False)
True (configGlobalDefault:True

-> srcModuleDefault:True

1 | net combLogic :

-» configModuleDefault:False
->» cmdModuleDefault:True
-=> src:False
-=> config:True
-> cmd:True)
1 | net in : True (configGlobalDefault:True

-> srcModuleDefault:True

-» configModuleDefault:False

->» cmdModuleDefault:True

-= config:True)

False (configGlebalDefault:True
-> srcModuleDefault:True

1 | net out :

-> configModuleDefault:False
-> cmdModuleDefault:True

-> config:False)

1 Module:combB6

1 | combLogic

1] in
1 | out
[ t=================================================

A= =
i
1
!
I
i
!
!
!
I
i
i
i
!
L= =
i
!
I
i
!
!
I
!
+
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Accessing individual signals from a triplicated bus ETM RG

In order to solve the problem, you have to “code” some triplication manually. If you > B
declare a wire with a special name and with a special assignment (like bellow) you .

gain access to the signal after triplication: < [ R
i
. ) 9 rstB,

Luire mpWire; <R
12 porStatusB,
13 porStatusC
14 );
15 wire rstnC;
16 wire rstnB;
17 wire rstnA;
18 input rstn;
19 output rsté;
This convention ensures that you can still simulate and synthesize you original 2 oot ratts
design. TMRG will convert this declarations during elaboration process to the desired 2. () s,
ones. Lets see how we can use this in our resetBlock example. Sk
o E—
28 assign porStatusA = {porRstC,porRstB,porRstA};
2 // tmrg do not touch 29 assign porStatusB = {porRstC,porfstB,porfstA};
3 output z; 30 assign porStatusC = {porRstC,porRstB,porRstA};

31 assign rstA = !rstnfA|porRstA;

2 wire myWireA=myWire;
3 wire myWireB=myWire;
4 wire myWireC=myWire;

1 module powerOnReset(z);

4 endmodule 32 assign rstB = !rstnB|porfRstB;

5 33 assign rstC = !rstnC|porRst(;
34

. . 35 powerOnReset porA

7 // tmrg do not triplicate rstn 36 .z({porRstA)

8 input rstn; TMRG -
38

9 output rst; 39 powerOnReset porB (

10 output [2:0] porStatus; VeCtOrl' 48 .z{porAstB)

11 wire porRst; 41

6 module resetBlock (rstn,rst,porStatus);

42

12  wire porRstA=porRst; 43 powerOnReset porC (
13 wire porRstB=porRst; 44 .z{porRstC)
14 wire porRstC=porRst; :2“
15 assign porStatus={porRstC,porRstB,porRstA}; 47 fanout rstnFanout |
16 assign rst=!rstn | porRst; 48  .in{rstn),
43 .outAl(rstnA),

17 powerOnReset por(.z(porRst)); 58 .outB(rstnB),
18 endmodule 51 .outCirstnC)

. . . . 52 );

As you can see, we ended up with triplicated bus (9 signals!). 53 endnodute
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Accessing individual signals from a triplicated bus ETM RG

In the previous example it was shown how to fanout a signal in order to 1 module clockGatingTMR(

access sub-signals in a triplicated signal. Now let us consider opposite 2 clkIna,
situation, how to generate triplicated signal from arbitrary combination of 3 clkIng,
other signals. 4 clkinc,
5 clkOutA,
; ] 6 clkOutB,
To make example easier to understand, lets take real-life problem: we M —
want to make a clock gating circuit. A simple implementation with only one a  clkGateA,
gating signal may look like: o  clkGateB,
18 clkGateC

11 );
) 12 input clkInA;
1 module clockGating (clkIn,clkOut,clkGate); :
13 input clkInB;
14 input clkInC;

input clkIn; TMRG 15 output clkOutA;

2 // tmrg default triplicate
3
tput clkoOut;
* I —— 16 output clkOutB;
5
6
7

input clkGate;

17 output clkOutC;
assign clkOut=clkIn&clkGate; .

18 input clkGateA;

endmodule .
19 input clkGateB;

20 input clkGateC;

21 assign clkOutA = clkInAfclkGated;
No magic so far. 22 assign clkOutB = clkInB&clkGateB;
23 assign clkOutC = clkInCiaclkGateC;

24 endmodule
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Accessing individual signals from a triplicated bus

TMRG

If we want to be able to gate individual sub-signals in a triplicate clock,
we have to use similar trick as in the resetBlock.

1 module clockGating (clkIn,clkOut,clkGate);

// tmrg default triplicate
input clkIn;

output clkOut;
input [2:8] clkGate;

vector!

wire gateA=clkGate[0];
wire gateB=clkGate[1];
wire gateC=clkGate[2];

[T T = T T = L 1 R O 1

wire gate=gateh;
18 assign clkOut=clkIn&gate;

11 endmodule

136/136
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TMRG

1 module clockGatingTMR(

clkIna,

clkInB,

clkInC,

clkOutA,

cLkOutE,

clkoutcC,

clkGateA,

clkGateB,

18 clkGateC

11 };

12 wire [2:08] clkGate;

13 input clkInA;

14 input clkInB;

15 input clkInC;

16 output clkOutA;

17 output clkOutB;

18 output clkOutC;

19 input [2:8] clkGateA;

2@ input [2:0] clkGateB;

21 input [2:8] clkGateC;

22 wire gateA = clkGatel8];

23 wire gateB clkGate[1];

24 wire gateC = clkGate[2];

25 assign clkOutA = clkInAfgateA;
26 assign clkOutB = clkInB&igateB;
27 assign clkOutC = clkInCigateC;
28

29 majorityVoter #(.WIDTH(3)) clkGateVoter |
30 .inA(clkGateA),

31 .inB(clkGateB),

32 .inC(clkGateC),

33 .out{clkGate)

34 );

35 endmodule

[T+ B = S I = N | I -V T )

cern.ch/tmrg @)



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87
	Slide 88
	Slide 89
	Slide 90
	Slide 91
	Slide 92
	Slide 93
	Slide 94
	Slide 95
	Slide 96
	Slide 97
	Slide 98
	Slide 99
	Slide 100
	Slide 101
	Slide 102
	Slide 103
	Slide 104
	Slide 105
	Slide 106
	Slide 107
	Slide 108
	Slide 109
	Slide 110
	Slide 111
	Slide 112
	Slide 113
	Slide 114
	Slide 115
	Slide 116
	Slide 117
	Slide 118
	Slide 119
	Slide 120
	Slide 121
	Slide 122
	Slide 123
	Slide 124
	Slide 125
	Slide 126
	Slide 127
	Slide 128
	Slide 129
	Slide 130
	Slide 131
	Slide 132
	Slide 133
	Slide 134
	Slide 135
	Slide 136

