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DATA Project management (NN):
Bilan 2016

1) Mise en place de réunions régulieres:
— DATA Executive Board meetings tous les deux mois
— Data global meetings tous les 15-30 jours, meetings spécialisés
2) Coordination de la mise a jour du TDR en Mars 2016
3) Décision fin 2015 de réorganiser la partie logiciel de CTA
(reshuffle)

— Suite a la proposition de méthodologie faite par DATA lors du
Consortium meeting de Kashiwa en mai 2016

— => Plus de 6 réunions “Architecture Workshop” avec le Project
Office pour définir I’Architecture de tout le logiciel CTA et
redistribuer les responsabilités (Actuels DATA/ACTL)

4) Software Development Plan & Standards - Basé sur le travail
d’animation fait par le LAPP il y a deux ans (CB, NN)

5) Support aux outils redmine/SVN/Jenkins largement utilizes
par CTA (CB)
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DATA Management : Perspective
2017

Selon le retour du travail sur I’Architecture prévu fin
janvier 2017:
* réattribution des responsabilités
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IC Infrastructure (NN): Bilan 2016

1) Equipe Authentication & Authorization (NN, DS, Italy,
Polish, Observatoire de Meudon)
— Animation de I'équipe
— Use Case, User Requirements, tableau de comparaison des

deux prototypes actuels: Catania & CYFRONET

2) Implication du LAPP dans les simulations CTA sur la
grille (EF,CB)

3) Projet HSNSciCloud de Cloud privé - public (NN, EF,
LUPM) en cours): Use Case CTA

4) Réponse a l'appel d’offre “Science Data Management
Center” (GL + NN)

5) Proposition de Consortium entre 3 datacenters
CCIN2P3, PIC Barcelona, INFN Bologna (CODAC) dans la
réeponse EOI (Expression Of Interest) du LAPP (GL + NN)
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IC Infrastructure: Perspective 2017

1)
2)
3)

4)
5)

6)

Mise a jour des co(ts IC Infrastructure (NN, EF) - en
cours

Sélection d'un systeme A&A - en lien également avec
le projet ASTERICS

Rédaction d’une premiere version de MoU CODAC en
concertation avec les 3 (4?) datacenters

Gateway: Selon la redistribution des responsabilités

CTADIRAC (LUPM) en constante amélioration - lien
avec le Cloud, amelioration des performances

En attente du call de I’'Observatoire pour la partie
Computing Model.
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Qualité (IM): Bilan 2016

* Mise a jour de la partie plannings du TDR

(mars 2016)

— Jalons Externes
— Plannings DATA Management

=1 ] Reguirement Verification Statements
5 ACTL
S DATA
" S| DATA A-RAMS-0010
 JAMA RVS : B o x w0t
@ DATA A-RAMS-0017
— Mise en adéquation des Requirement e e
[£| DATA A-RAMS-D095

Verification Status de JAMA avec le document o anarsoss

[=| DATA A-RAMS-0410

« DATA Preliminary Design Verification £ DATA A-RANS 0420

[£| DATA A-RAMS-0430

D ocument » |=| DATA A-USER-0075
[£) DATA A-USER-D140

£ DATA B-DATA-0110

£ DATA B-DATA-0120

=) DATA B-DATA-0130

=) DATA B-DATA-0140

=) DATA B-DATA-0150

=) DATA B-DATA-0160
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Bilan 2016

* JAMA Use Cases :

— Création en séances de Use Cases de la partie
Authentication & Authorization

= [ Use Cases

@Tﬂp Level

[Z acTL

= [# DaTa
E| UC-DATA-AZA-100 - Authenticate an already registered CTAD user
E] UC-DATA-ASA-210 - Create a local/guest CTAO account
é] UC-DATA-A&A-110 - Authenticate the same user with different login procedures
é] UC-DATA-AEA-21T - Ask for a new password
E| UC-DATA-AZA-Z20 - Modification of a CTAD account profile
E] UC-DATA-ASA-Z230 - Manage the CTA account duration
é] UC-DATA-ASA-240 - Request to delete an account
é] UC-DATA-ASA-250 - Deactivate or delete an account
E| UC-DATA-ASA-2E0 - Merge two accounts
E| UC-DATA-A&A-310 - Create a group
E| UC-DATA-A&A-320 - Reguest to join a group or resign from it
= UC-DATA-A8A-330 - Manage a group
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Perspectives 2017

* Mise a jour de la partie plannings du TDR
— Jalons Externes
— Plannings DATA Management

* JAMA :
— RVS : mise a jour et corrections

— Use Cases : continuation des UC A&A et des
autres UC

« Rédaction du « Software Development Plan
and Standards » for DATA Management
(divisé en 3 documents).

(—_'/ | LAPP, 13/12/2016 Isabelle MIEVRE



Authentication & Authorization

Authentication Authorization is the
is the process of process of determining

identifying an individual whether an o
using the credentials of authenticated individual
iIs allowed to access a

that individual.
resourceor perform a
task

Role-Based Authorization
When a user or group is added to a role, the user or group automatically inherits
the various security permissions

cta From A. COSTA (Bologna)
(__/ LAPP, 13/12/2016



A&A : use cases

List of existing or identified A & A use cases

Use Case

Authenticate an
already registered
CTAD user

Authorize a user
based on his
institute/laboratony
account

Create a
local/guest CTAO
account

Multiple affiliation
accounts

Description

User executes a login procedure to access his CTAD account environment
using his specific local/guest A&A login/password. (Issue nb:
https/iforge.in2p3 friissues/13965)

User presents either his X509 cerificate or login/password issued by his
organization/institute to access his CTAD account environment in CTAOQ Science
Gateway. Same functionality from a DATA Application not integrated in the
Gateway. (Issue nh: httpsJ/iforge in2p3 frfissues/13968)

User could request a localiguest A&A loginfpassword to access his CTAO
Science Gateway personal environment. A Captcha mechanism and email of
confirmation should be planned for security. This created CTAD account,
created automatically with no CTAO approval, will have limited privileges. (issue
nb: https /fforge.in2p3 friissues/13969)

It must be possible to allow that same user can alternatively use different
authenticated methods and could be recognized by the system as the same
CTAD account owner. (lssue nb: hitps:/forge. in2p3 frissues/13970)

LAPP, 13/12/2016
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Gateway/AEA

Gateway/DATA
Applications/A&A
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DATA-
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000210
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AEA-
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A&A : use cases
List of existing or identified A & A use cases

External/linternal

Use Case Description ID
system
. . . _ Uc-
Authenticate an User executes a login procedure to access his CTAD account environment DATA
already registered | using his specific local/guest A&A login/password. (Issue nb: Gateway/AEA AGA
CTAOD user https/iforge.in2p3 friissues/13965)
000100
Authorize a user User presents either his X509 cerificate or login/password issued by his LIC-
based 5 rgafization/ytitutto ag s TAD Envirogmaat j ateyay/D AT
institutg/latpragpry atefay. 5 Lincicnal @ m f# DAT ction not Yge et ppligatit: 5 -
account Gateway. (Issue nh: httpsJ/iforge in2p3 frfissues/13968) 000120

User could request a localiguest A&A loginfpassword to access his CTAO

Uc-
Create a Science Gateway personal environment. A Captcha mechanism and email of DATA
local/guest CTAO confirmation should be planned for security. This created CTAD account, Gateway/AEA ABA
account created automatically with no CTAO approval, will have limited privileges. (issue 000210
nb: https /fforge.in2p3 friissues/13969)
. . . uc-
) o It must be possible to allow that same user can alternatively use different
Multiple affiliation ] ] Gatewsy/DATA DATA-
authenticated methods and could be recognized by the system as the same o
accounts ; ] ) } Applications/A&4A AEA-
CTAD account owner. (lssue nb: hitps:/forge. in2p3 frissues/13970) 000215
e
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A&A : Compte et Groupe

A CTAO account /s any user account

reqgistered in the A&A system with a unique
"Accountld" (Persistent Iid).

Notion de Groupe

A Group Is understand as a list of Users. The
group Is associated with a list of roles. A
group owner Is able to invite/remove users in
the group. He can also add roles from the
associated list of roles to a specific member.

— EX : auteurs d'une proposition

ta | d’observations
LAPP, 13/12/2016 12



Accounts

Theres is 3 types of account

« CTA member - LDAP

* Federation user — edugain
Local account — CTAO account

CTAO account has minimal right and can be created by anyone

 The A&A system will have the standard option (request lost
password, account creation, etc...)

« Already identified user must be able to request change part of his
CTAO account profile

« Auser can ask to delete his account.

 The A&A administrator can deactivate or delete any account.

 The A&A administrator is able to merge two accounts

My account

(__/ | LAPP, 13/12/2016 13




USER Requirements

https://forge.in2p3.fr/projects/a-a/wiki/A_and_A User Requirements

User Requirements are grouped in the following Classes:
* Authentication capabilities
« Authorization capabilities
* Account Management capabilities
 Group Management by users/group owner
* Interfaces
 Availability
* Performance
e Security
e Portability

(—_'/ | LAPP, 13/12/2016 Isabelle MIEVRE
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https://forge.in2p3.fr/projects/a-a/wiki/A_and_A_User_Requirements

A&A : Prototypes

\ Authentication
1
1 e ]
1~ OpenID Connect : asa | <) aduGAIN
5 i SAML2
% : External
g 1 1dP
_ ASA ol I
= g 1
z ' CTA LDAP o i
- J @ 1
: "l‘, y Provider A
g g ] .
gL Nified identil Y ° i Authorization
¢ management + local accounts creation : 5 |
e bt ://w.un' -idm.eu/ 1 SAML @ SerViCe
na:i- aum.f:; -2!;:::15@2.% : 2 > Identity .
5 ! Provider Provider
= Attribute 1 < '&GI’OU pern
DB Shibboleth
17

Shibboleth+Grouper
Unity (Pologne) (INAF)

Sélection d’'un prototype par le PO
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