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The EGI Federated Cloud is federation of

institutional private Clouds, offering Cloud
Infrastructure as a Service to scientists in
Europe and worldwide.

EGI Federated Cloud is based on:

« Standards and validation: federation is
based on common Open-Standards —
OCCI, CDMI, OVF, GLUE, etc...

 Heterogeneous implementation: no
mandate on the cloud technology, the only

condition is to expose the chosen interfaces
and services.

The EGI FedCloud — Jérdbme Pansanel
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The Environment

The EGI Federated Cloud is providing access to digital
resources on a flexible environment.

» Computing intensive . itori
puting Integrated AAI & monitoring

Cloud experiments SeA-el - Accounting &
« Data intensive : : :
resources experiments e information discovery

« Hosting services * Service registry

* Heterogeneous » EGI Certified and
Standard implementation VM Secure endorsed VMs
based « OCCI, CDMI, GLUE2, « Register your VMs
OVF, etc. Catalogue * Re-use public VMs

* Individual researchers
Target - Larger research
groups communities or
groups

 Set of independent
cloud services

* Uniform interfaces

Single
system
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vy —> Uniform interface to cloud computing and storage
T CDMI resources

EGI Cloud Infrastructure

e m—

Cloud Site Cloud Site Cloud Site
(OpenStack) (OpenNebula) (...)

Cloud Providers

Secure endorsed o : Informatio Service
L] L] t [l
applications nsystem 1 Registry

Monitoring and control of utilisation

Virtual Appliances
Marketplace EGI Core Platform
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Resources

' April 2015

Resources
* 13 NGils provide 22 certified resources
* 4 NGls currently integrating resources
» 5 NGls with interested resource providers
- Worldwide interest & integration |

- Australia® (NeCTAR)

- Africa* (SAGrid)

- South Korea* (KISTI)

- United States™ (NIST, NSF)

Usage — May/Dec 2014
» 244,913 (397,128) VMs certified (un
* 10.6M (12.3M) CPU hours (wall time)
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OCCI standard tools to easily manage VMs:
» Start, Suspend, Stop, Destroy, etc.

« OCCI standard

Simple + rOCCI CLI client
usage . jOCCI — JAVAAPI
* Number of CPU cores
Scale t% « Amount of RAM
your needs » Local Disk

: Configure your VM at
Contextuali startup
sation Install SW at startup

Complex deployment
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Data Management

VM Disk Disk stored in the VM

3 solutions available: Space EDIEHEE)

* VM Disk Space

» Block Storage (OCCI Block - Disk attached to a
standard) Storage running VM (any size)

» Object Storage (CDMI
standara) Object - External storage system

» Access through REST
Storage B\
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« Use as any other block
device from VMs

« Snapshotable

Simple
usage

Hiah Consistent and low-
9 latency performance

Performance SSDs (in some sites)

From GBto TB

Create and attach to VMs
on demand

Scale to your
needs

IPNO — 06/18/2015
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Data Management — Object Storage

Data storage infrastructure for storing and retrieving data from
anywhere at any time

« Simple REST APIs for
APl Access managing and accessing

data
Scalable
* Define ACLs on each
Sharing object, share publicly
your data

« Store as much data as
needed.

« Get accounted only for
the space used.
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Web-based VM image catalogue with automatic deployment on
the EGI Federated Cloud sites

Publish your image

Cloud VM - Re-use images certified
|magte by EGI
AppDB 2P0 2100 - Manage versions
Cloud Marketplace
Publish
image Idmalge qdi Manage your » Sharing
eployed in VM images « Create private images
- cloud sites

Images automatically
deployed on the cloud
sites

» Automatic update

Automatic
deployment on
the cloud sites
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EGI CSIRT

Computer Security Incident

Response Team

EGI VM
Images

User VM
Images

Security

https://wiki.egi.eu/wiki/EGI_CSIRT:Main_Page monitoring
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Endorsed by the EGI
security team

Periodically updated

Guidelines to create
secure images

Each user can ask for an
EGI endorsement

» Continuous monitoring of the
running VMs

» Alarms and immediate actions
in case of security issues



fp'"-".-;'r

 FIRIANCE e ®

GI Tll—l—::

http://www.france-grilles.fr

Information about the available resources and their current status

Cloud Mp [searcn sites/Resource Providers Ja Order By Name | lascending | - || @ =
Top Rated x desr
opRate Filters: |supports: CloudMp O | |with registered: Virtual Images  © | refine your search

Newest

Wost Visited

oty Upsatas 12 matches in 4.0858
i”p:::::::zvempmem CESNET-MetaCloud CETA-GRID - -
R = P = P « List of the certified EGI
Big Data - o
Federated Cloud sites
Infrastructure Apps CYFRONET-CLOUD FzJ IFCA-LCG2
Other = = =
Vidual Organizations 6 occi enabled 1 images | “bocci enabled 6 images rocci enabled 7 images
Sites / Resource Providers
NSAS-FedCloud INFN-CATANIA-NEBULA INFN-CATANIA-STACK
e — _E_ IISAS FedCloud site . ig— INFN-CATANIA-NEBULA . ig— INFN-CATANIA-STACK . Li St Of im ages ava i Ia b I e
e VIV on each site
. 9 + Get IDs to be used with
{71 GLUE 2D omainlD=MIKHEF-ELPROD et S tO € use Wlt
{1 GLUE 2D omainlD=NO-MORGRID-T2 h OCCI I
{1 GLUEZ2D omainlD=0BSPM t er C Ient
{1 GLUE 20 omainl D =pic:
{51 GLUEZ2D omainlD=PK-CIT
{71 GLUE 2D omainl D =praguelcgs
{1 GLUEZ2DomainlD=prague_cesnet_lcg2 . »
£ 51 BLUEZDomanD—PAISMA NP BaF  High level view for final
421 GLUE 2Contact D=general contact PRISMA-INFH-BARI
(11771 GLUE 2ContactiD=security. contact PRISMA-IMFN-BARI users (VA ma rketp Ia Ce)
D GLUE2Contact D =sysadmin. contact. PRISMA-INFH-BARI
-1 GLUE 2Contact D=usersupport. contact PRISHA-IMFM-BARI Ad d 1 f
EI {1 GLUE2GrauplD=cloud i Vance Vlew Or expert

{:l GLUE 25 ervicel D=https: / /prizma-cloud. ba.infr. it 5000/42.0_cloud. compute
2 o GLUE 25 ervicel D=https: / /prisma-swift. ba.infr.it: B080_cloud. starage

+ 71 GLUE 25 ervicel D =network-comtroller_cloud, storage

-1 GLUE 25ervicel D =wn-recas-uniba-1 8.ba.infr.it_cloud. storage

w1 GLUE 2GrouplD=resource

-1 GLUE 2Location| D=location. PRISMAANFN-BAR]

(21 GLUE 2DomainlD=PSHC

users through LDAP
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Data about usage of the FedCloud resources

The following table shows the disiribution of Total number of VM run grouped by SITE and DATE

n

100 716 709 748 675 43 4 3639 1.08%

BIFI 113 18293 18,208 4074 47682 ] 135,271 40.00%

CERN-PROD 13310 185 a7 3085 1 34 2 657%

CESGA 1725 %29 0 1 = 52 3264 097%

CESNET-MetaCloud 1258 1,407 792 a7 0 4 543 151%

CETA-GRID 183 -] 2307 227 454 4 3285 097% L] N Of VM S Created fo r
CYFRONET-CLOUD 456 o 0 235 751 47 1489 0.44% i

[72] 5530 17979 10,385 21185 3,088 a7 58,174 17.20%

GoeGrid 1504 798 751 681 752 48 4535 134% G rou S VO each rou VO Or user
HG-09-Okeanos-Cloud 493 229 241 185 179 0 1327 0.39%

IFCA-LCG2 4426 650 621 539 537 35 6,808 2.01%

ISAS-FedCloud 2970 6014 5357 2766 3435 207 20,749 6.A3% H

| . | - — S E— — and users  Jota times
INFH-CATANIA-HEBULA 663 705 79 672 767 ] 3635 107%

INFH-CATANIA-STACK 115 202 847 697 4 a 2682 019%

INFN-PADOVA-STACK 5482 8652 13,11 11,162 7683 1,075 41,185 13.95% . TO ta I RA M etc
MK-04-FINKICLOUD 284 34 749 68 21 0 229 058% ] .
NCG-NGRID-PT 667 674 712 593 4 £} 3390 1.00%

PRISMA-INFN-BARI 2,460 753 i 208 212 1 4425 131%

SZTAKI 551 572 487 707 31 0 2348 059%

TRFC1-ULAKEIM 157 147 752 707 499 2 229 088%

UPV-GRYCAP 756 574 257 838 00 4 3424 082%

T — sirso = = = = == e N. of VMs

o20% o s mos e osm: .

Total CPU times
Total RAM
» Disk size, etc.

fedcloud.egi.eu - ALL Groups and Roles v
ALLROCs v

| intrastructure [[SENERS

Number of VMs ] Total number of VMs run

Start year: 2014 v Start month: 3 v Endyear: 2015 v End month: 2 v

Refresh

VO (ALL Groups and Roles) Users information
Mar 2014 - Feb 2015

* N. of cores

The following table shows the Usage of the Users ordered by Total number of jobs and the Total Usage of the Other Users. A detailed view can be
obtained by selecting an individual user

0

* RAM

1 I I 7 TR T TN S ST N Y S N NN AR TR T

1 Usert 34,158 76.8% 102855939 54% 0 0.0% 4359851264 645% 0 00% 188977133 15.5% [N 301118 127637.78

2 user2 2040 46% 79340745 42% 0 00% 79340745 12% 0 00%  8039BR T4% 1000 3889252 38892.52 H H

3 Users 1826 4.7% 2154330 0.1% 0 0.0% 2154330 00% 0 00% 0 0.0% 1000 17981 1728 L] IS Slze

4 usera 1,738 26% 326439088 17.1% 0 D.0% 326439062 48% 0 00%  258,438790 23.9% 100.0 28500584 28800584

5 Users 545 1.2% 54,898295  3.4% 0 0.0% 137729785 20% 0 00% sa738070  5.1% [N 119079.44 25271520 .

6 Users 539 12% 126928755 B7% 0 0.0% 146890024 22% 0 0.0% 998313 0.1% 8.4 23548034 27252324

7 User? 403 09% 151702037 B8.0% 0 0.0% 268360390 40% 0 00% 105699879 9.8% 55 37643185  BBS90B.ET L V M I m ag e etC =
8 Users 293 07%  224%54 12% 0 0.0% 22456561 03% 0 00% 22273082 21% 1000 To64348  TE64348 1
9 Users 227 08% 122210868 64% ] 0.0% 167553207 25% 0 00% 95657003 89% 729 53837254 738119.85

10 User 10 193 04%  2852mees 5% 0 00% 164383 17% 0 00% 26203168 22% NN lerai2re e03608.25

# User 1 177 04% 2,859,060 0.2% o 0.0% 2859068 00% 0 00% 2,897,190 03% 100.0 16152.83 16152:93

12 User 12 120 0.3% 8908708 05% (] 0.0% 9296073 0.4% 0 00% 2742557 0.3% NG5S 7423923 T467.28

13 User 13 13_03% 4134288 02% 0 0.0% 4150007 _04% 0 00% 533 _0.0% [NNNNGEE 3658658 3672573
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Use Case Models

The EGI Federated Cloud is able to support different use case models

|| You can combine them!

Compute &
Data
iIntensive

« Heavy computation
« Large Memory

Web Service

Datasets - Store & manage large
Repository datasets

» Hosting web-sites, web
Web services, portal, etc.
Services - Exploit cloud features as

Repository Intensive Computation elasticity

IPNO — 06/18/2015 The EGI FedCloud — Jérdbme Pansanel
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Example: Analysis of RNA-Seq Data

Pipeline for the computational evaluation of RNA-Seq. data

/ Reads // Reference sequences /

ReadAsl::rgen[.::;ation L] Heavy
Report g‘;neration / Gene ainotations / U Sage MOdel com putation
J Aligned reads ! 3 Gene wise * Large Memory
Report read quantification
4 ¥
Cowverage calculation Gene wise gene countings /
v R 2 ¥ Sci g
. cientific - :
/ Coverage files / DESeq2 Visualisation . ; ) . Blo'nformatlcs
Disciplines

v v
—) Visualisation / cGoer:Eaer}:sp;ﬁzs(;(;:a / f Plots "
:
Deployment in VMs with 24 cores,
h the FedCloud 128 GB of RAM
Source: Konrad U. Forstner Block storage up to 3

[Fisi TB
WURZBURG
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Next Steps

The EGI Federated Cloud Task Force continue to work to evolve and improve the Cloud
Infrastructure

OCCI 1.2

.  More PaaS and SaaS
Compute EEEVEE A HI%h Ilevel integrated in the
« Native CMF interfaces 00IS FedCloud

OCCI advanced for
Block Storage

CDMI for OpenStack Network
Native CMF interfaces

» Advanced network
management

Storage

IPNO — 06/18/2015 The EGI FedCloud — Jérdbme Pansanel
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References

EGI Federated Cloud resources

+ Talk: https://www.egi.eu/news-and-media/presentations/#fedcloud

« Wiki site: http://go.egi.eu/fedcloud

» User support: https://wiki.egi.eu/wiki/Federated Cloud_user_support
» User support e-mail: support@egi.eu

* Federated Cloud Communities:
https://wiki.egi.eu/wiki/Federated Cloud Communities

Related Standards:
» OCCI: http://occi-wg.org
« CDMI: http://cdmi.sniacloud.com/
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EGI FedCloud supports 3 middlewares
* OpenStack

* OpenNebula

* Synnefo

Prerequisities & Limitations

* Hardware (minimal hw requirements, ...)

* DNS names, X.509 certificates

* Register in fedcloud VO

* Registration in AppDB to have access to private EGlI VM image
repository

* What operating systems are supported

https://wiki.egi.eu/wiki/MAN10

IPNO — 06/18/2015 The EGI FedCloud — Jérdbme Pansanel



Installation

» Install the Cloud middleware (i.e. OpenStack)
- lcehouse, Juno
- Neutron with per-tenant routers and private networks
- Swift if providing CDMI
 Valid IGTF-trusted host certificates for Keystone / https auth
» Keystone-VOMS plugin
» Configure the supported VOs (voms.json, vomses file, tenant,
networks, accounting, image list)
» OCCI plugin
» Accounting extractor based on cASO
* Information system (BDII provider plugin)
* EGI Image Management (vmcatcher, glancepush)
* Registration of the service in the GOCDB

https://wiki.egi.eu/wiki/MAN10O

IPNO — 06/18/2015 The EGI FedCloud — Jérdbme Pansanel
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Test your Infrastructure

* Verify on Cloudmon your services:

https://cloudmon.egi.eu/nagios
» Check that your site is publishing Cloud information in the BDII
» Check that the supported images are listed in the BDII

» Execute the site manual certification tests:
https://wiki.egi.eu/wiki/HOWTO04 Site Certification Manu
al tests#Check the functionality of the cloud elements

 Ask to join the FedCloud as certify Resource Provider

» Check the accounting portail about your site

https://wiki.egi.eu/wiki/MAN10

IPNO — 06/18/2015 The EGI FedCloud — Jérdbme Pansanel
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