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G Contexte réseau d’EGEE

Enabling Grids for E-sciencE

270 sites de production
T0,T1, T2, T3...
Monitoring existant
Connectivité héterogene
45 pays
GEANT2 + NRENSs
LHCOPN — LHC optical private network
(Internet)

Activité orientée réseau dans EGEE
EGEE-SA2, network support

ENOC: EGEE Network Operation Center
Connectivité et performances de bout en bout
“Monitoring” nécéssaire
Utilisateur du monitoring réseau
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Cy Monitoring réseau

Enabling Grids for E-sciencE

Passif
SNMP, RMON, netflow ...

Probleme d’acces aux données
Intrusif
Politique, performance, analyse

Actif
Iperf, bwclt...

Dérange les sites et les réseaux
Trafic de production
Mesure uniguement ce gu’il reste de disponible...

Trouver le bon compromis
Utile vs lourdeur
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Enabling Grids for E-sciencE

Approche multi-domaines!

perfSONAR (1/3)

Developpée par et pour les réseaux
Forte convergence vers cette solution
Mais a déployer méme dans les sites ?

Tres complexe
Beaucoup de developpeurs
Normalisée
Tres technique
Complete !
En cours d’ameélioration
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pPerfSONAR (2/3)

Outils de % %
visualisation / \\

Rt} Rt} p=iea

Sondes s . R T e

Points de
mesure
Domaine A Domaine B Domaine C
AB: Available bandwith PL: Packet Loss
OWD: One way delay DV: Delay Variation
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perfSONAR (3/3)

Enabling Grids for E-sciencE

PerfsonarlI-v
File Interfaces

s BWCTL Playground  Help:

Interfaces | circuits | BWCTL | Playaround |

pe rfS.N A R -Search by interface IP - Summary
File |
Query & search options Pa':st'e |
Options Search | -
Service addresses S e
Enter one IP address per row or paste a traceroute output | FaREiR e |
Execute query
Populate
T ~Seleck interface
Retrieve 4l Mo, hostMame iFAddress ifiame ifDescription | Capacity, bps | Inbound utiliz,., | Cutbound utili,, | Inbound wtiliz. ., | Qutbound utili..|  Input errors Qukput drops Domain Status
Refresh 1| rtl.cop.dk.ge..,| 62,40.124,45 s0-4/0/0|Link to NORDU. .,| 9953 280 000 A i s iR A A GEANTZ A EI
2|t pra.cz.gea 62,40,103.29 s0-1/3/0|Link ko CESnet..,| 2488 320 000 1A M s TS TS Mia GEANTZ M
Interface details o “
4l rtl.qench.ge...|  62,40,124.25 50-0/3/0] Link (DF+HMCC..,| 2488 320 000 1A M i s s M GEANTZ T
R S{ttl.vie.at.gea.,|  62.40.124.1 9e-7/1/0| Link to ACOne...| 10000 000 000 1A M s TS TS HiA GEANTZ S
Hostnarne rt1.gen.ch.geant G{rtl.par.fr.gea... 62,40,124.77 50-1/1/0| Link (DF+MCC,.,| 2488 320 000 U1 LTS ja [0S 1S M GEANTZ TS
i S 7|l madies.ge...|  62.40.124.53 s0-40/0.0 Mia| 9953 280 000 Ml M s S 73 [T GEANTZ M
A alrtl.mad.es.ge.. | 62.40.103.61 s0-1/3/0.0 &l 2405376 000 HjA NjA oS NiA NE& Hia GEANTZ nial
Inberfate destrip... Link ba Switch (Pr alttl.balee.gea.,| 62.40.125.53 ge-0{3/0lLink to EEnet P...| 1000000 000 s oS M A A [ GEANTZ sz
Capaity 10000000000 = S e it = (Lt 75 i ) ~Page
Resolution MiA 1/586
Key lacalhost localdo. . E ey 2 = = & » a 46 11 A= 4m 14 A5 1a 17 1@ 18 =a =41 == =a =e =m =a =7 =& =8 ao 1'30;' First
44 Prev |
> [ Mext |
[ AR AT e ot TEa e v iy, M ey, o Colmecarei ] Bl Lest
GEANTZ 62.40.124. 21 ge-7/1/0 Link to Switch (Prx ld:x) ( Last 3 days) Time-
3 250 4 :
32! 1.0 Last 15 min
3 000 A
2750 4 ros Last 90 min
25004 [ = Last 3 hours
» 2250 4 o7 S
= 2000 o Last 24 haurs
= F06 S
S 1750 ' @ Last 3 days
& 15004 | F0.5 S : )
= et ask wesk
= 1230+ I N Lo4a -E. S
1.000 4 | | ro3 = Last month
b - Loz ﬁ Last 3 morith
500 4 | | p ast 3 months
250 4 | | r 0. Last year
| | |l Wi L0 | L oo
7 avr. 08 00:00 7 avr. 08 12:00 8 avr. 08 00;00 8 avr. 08 12:00 9 avr. 08 00;00 9 avr. 0B 12:00 10 avr. 0B 00:00 Last 2 years |
Completed, [ ]
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Enabling Grids for E-sciencE

NPM (1/3)

NPM: Network performance monitoring

Activité dans EGEE-I JRA4, EGEE-Il SA1

Utiliser le monitoring existant dans les domaines

Sites et NRENS!
Eviter les surcouches par projet

Homogénéiser
Format, frequence

End Users of Network Data

NOC/GOC |i| Resource-brokering

User Middleware

|

NPM Clients
and Services

NREN using

Acces aux données

Backbone using End-sites using
PerfSONAR e2emonit

Home-grown
Framework

Monitoring Frameworks
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Clients

- Outils de diagnostic
- Alarmes

- Archivage
- Cartographie dynamique
- Statistiques

NPM (2/3)

Perfsonar 1

Sonde 2

0 &

J &




Enabling Grids for E-sciencE

NPM (3/3)

Time Range

Set
1 8tart: H008-04-09 14.04:18 Ci[start ~]:[2008-04-09 14:04 18 ¢ Focus: 2008-04-09 14:04.18
End: b003.04-09 20:04-13 Period: 151 Minutes Tolerance [s]:minus‘g ‘plus|21600 ‘
Max Results
Maximum number of results unbounded
Test Path
Source: Destination:
AFNIC_C12008 = egress (1893.571.179.234 Clermont_C12406 == ingress (193 51.180.25) =
EBesancon_C12406 egress (193.51.180.25) |=
BMNF_C7204
Bordeaux_C12410
Cachan_C12404
Caen_C12406
Caledonie_C3845
Cayenne_C3845
Cergy C7204
Clermont_C 6 = =
Search:
Choose New Source | Add Path Delete Path | Clear All Paths |
Edit Test Paths & Time Range |
Metric Edit
Metric: I Packet Size: ™ Packets: I Packet Gap:
Utilisation = = | byte I == I = byte 'I
Statistic Set
Statistic: Interval:
r Mo Statistics Available ~ Iinutes '|
View As
 Data Table & Time Flot
Submit Query

Mesures de bout en bout!

Jugée trop lourde et complexe = dure a déployer
E2Emonit: Tests reguliers de bande passante...
Uniquement sur quelgues PPS + GEANT2...
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Litilisation [% Utilised]

0.600
0.575
0.550
0.525
0.500
0475
0.450
0425
0.400
0.375
0.350
0.325
0.300
0.275
0.250

Utilisation
Data from Wed Apr 09 14:04:18 BST 2008 to Wed Apr 09 20:04:18 BST 2008

r\mj\ \J\/

15:30 1600 1630 17:00 17:30 1800
W Clermont_C12406 == ingress (193.51.180.25), raw |

14:30 1500 18:30 1900 130  20:00




- LHCOPN (1/3)

Enabling Grids for E-sciencE

Contexte tres particulier
— Réseau dedié
— 12 sites

Solution perfSONAR dans les sites
— Proposeée par DANTE

— Liens 10Gb/s: 3 machines / T0O,T1
= En cours

perfSONAR dans les NREN pour les liens
— Tout le chemin doit étre supervisé

Monitoring BGP par TENOC

— httﬁs://ccenoc.in2ﬁ3.fr/ASPDrawer/



CEEE LHCOPN (2/ )

Enabling Grids for E-sciencE

UK-T1-RAL

-

* Monitoring BGP par 'TENOC
— Abstrait la couche liaison — service disponible




LHCOPN (3/3)

Enabling Grids for E-sciencE

pPerfSONAR pour les liens (L2):

Domain FERMI ESNET
Link
oo N o r" FAR) | agfevevcannnss
Structure =r - - oF = - P |-
Type EndFoint 1D Part.Info ID Fartnfo  Demarc Domain Link Demarc 1D Part Info
FERMI- FERMI-
Local Name FERMI- FERMENSES P ESNET. FERMHNZPZIGTMD- ESNET-  IN2P3-
IGTMD Dartial to ESNET IGTMD-001-  FERMI - 0O01-FERMI-AOFAT  AOFA1  IGTRMD-001-
- - Site-Tail GEANT-Tail
State Oper. - Up Up - Up - Up
State Admin. - Mormal Oper. Normal Oper. - Mormal Oper. - Normal Oper.
. 2008-04-08 2008-04-08 = 2008-04-05
et T1350.02.0.6:00 T1350180 = 200804U8TISO0Z00 - Tiasg96 0
N GEANT2 RENATER IN2P3
mm Ep o vy ) ey ) i | eennaenies - J.r) ff—— _)_I_) atffcicescises | sessssssese (- J‘_) -_-— - _r):_) alffecsisaieiss | sesssssssss - E'
T bR Dt P:_ A Do Dol e DRt ID Part Info Demarc Domain Link Demarc D Part Info 1D Part Info Demarc Domain Link Demarc D Part Info D Part.Info EndPoint
- Bl FP"[J Fw‘ ENE BRSO \ﬁm d_link GNZ-  GEANT2-  parpar IN2P3-  GEANT2- id_linkGN2-  RENATER-PAR- RENATER- RENATERPAR-LYO. RENATER- RENATER-LYO- IN2P3- IN2P3-
e i;{;ﬁmﬁ‘-FERH\HFEPMJHOFM{EJE\JC} MANLAN NY  FERMLAB-1_7vC4 PAR  RENATER FERMI1 PAR 01 LYD FERMI1  RENATER_LYO_FERMI1 IGTMDA
Saelpe. - b b Up - Up B Up Up - Up - Up Up
Sibin - -l Nmdde Normal Oper. - Normal Oper. - Normal Oper. = Normal Oper. - Normal Oper. - Normal Oper. Normal QOper.
Ty - O e W” 2008-04-08 i 2008-04-08 ] 2008-04-08 2008-4-8 ] 2008-4-8 ] 2008-4-8 2008-04-08
A £ T14:52:53 0+0100 T145253.0+0100 T14:52:53.0+0100 T15:53:00 0+0000 T15:53:00.0+0000 T1553000+0000  T1353:02.0-6:00
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G DownCollector (1/3)

Enabling Grids for E-sciencE

Solution “palliative” pour 'TENOC
https://ccenoc.in2p3.fr/DownCollector/

DownCollector
TCP SYN scan sur 1600 nceuds
Agregation des résultats, historique etc
D’un point central

Interét pour les sites:
Différent du monitoring local: point de vue externe (ACL...)

Résultats a disposition
Web, XML, COD dashboard du CIC portal, sensor nagios...
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DownCollector (2/3)

Enabling Grids for E-sciencE

—p Le site n'a pas de
noeud atteint

. —p» Lesiteaun
nosud atteint

Nceud non atteint (TIMEOUT,
UNKNOWN HOST, TEST ERROR)

. Noeud atteint (OK, CLOSED)
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OFF SITE I ON-SITE
- | - -
| Metwork
| headnode
I‘//
NREN % =
| g IO, Farm
|
I
Scheduled downtime
time
\ Troubles
computed
14



DownCollector (3/3)

Hode type Hostname Port Status Date UTC

Q ___--_
© CE 134156103.22 lapp-es0linzpdfr 2119 OK  2008-04-08 14:00:03
 MON  134.158.103.23 lapp-mondL.in2p3 fr 8443 OK  2008-04-08 14:00:06
© PROX  134.158.103.19 lapp-bdii01 inZp3fr 7512 OK  2008-04-08 14:00:08
~ RB 134158.103.18 lapp-rb01inzp3fr 9000 OK  2008-04-08 14:00:08
© SE 134158.103.3 lapp-se0linzpdfr 2611 OK  2008-04-08 14:00:09
| Site-BDII 134.158.103.27 lspp-site01.inZp3.fr 2170 OK  2008-04-08 14:00:11

Latest 20 connectivity troubles raised by DownCaollector for site 'IN2P3-LPC';
{D\?iew latest nodes results)

Enabling Grids for E-sciencE

| Trouble ID |Eurrent 5tatu5| Date started UTC | Date ended UTC |Date updated UTC | Downtime |Lucatiun
[EnoC-TD-36444 | I IEEEHERIN 2105 -04-02 08:52:40/2008-04-02 09:00:27 [2008-04-02 09:00:27| 7 minutes 47 seconds || OM-SITE
[enoc-TD-z5405 | IEEEESHERI z005-01-07 11:15:30/2008-01-07 11:22:48 [2008-01-07 11:22:48 | 7 minutes 18 seconds || OFF-SITE
[Enoc-TD-z4a55 | NERSHEEI 2 007-12-29 18:50:17 [2007-12-29 19:12:18 [2007-12-29 19:12:18 | 22 minutes 1 second || OM-SITE
[Enoc-TD-15565 | ENSHEEI 2007-10-16 09:14:35)2007-10-18 10:12:39[2007-10-18 10:12:39| 58 minutes 4 seconds || ON-SITE
[Enoc-TD-12671 | EREHEEI 2 007-09-21 08:32:14)2007-09-21 11:20:19 [2007-09-21 11:20:18/[2 hours 48 minutes 5 seconds|| ON-SITE
[enoc-TD-10123 | EREHEEI 2007 -09-04 04:52:27 [2007-09-04 05:00:19 [2007-09-04 05:00:12| 7 minutes 52 seconds || OM-SITE
|enoc-To-6191 | IEEEHERI 2007 -05-16 16:06:34/2007-08-16 16:50:32 [2007-08-16 16:50:32| 43 minutes 58 seconds || ON-SITE
| enoc-To-soas | | EEREHERI 2007 -05-08 01:32:43/[2007-08-08 01:36:56 [2007-08-08 01:36:56| 4 minutes 13 seconds || OM-SITE
| Trouble ID | Site |l:urrent 5tatus| Date started UTC | pDate ended UTC | Date updated UTC | Downtime | Location
Enoc-TD-37338 | 2] Q| NIHAM [ERREREREE 200405 12:50:32 | 2008-04-08 13:56:27 [1 hour § minutes 55 seconds | OFF-SITE
[ENOC-TD-37328 EE| RO-02-NIPNE _|ZDDB-D4-DS 11:29:02 |2008-04-08 11:42:40 2008-04-08 11:42:40| 13 minutes 38 seconds || OFF-SITE
Enoc-to-37325 | 2] [ ro-o7-nrene | EEEEHESI 200s-04-08 11:26:48 [2008-04-08 11:42:40 2008-04-08 11:42:40 | 15 minutes 52 seconds | OFF-SITE
Enoc-To-37324 [ 2 [Q  ro-1i-niene | EEEEHESE 20050408 11:26:37 [2008-04-08 11:44:27)2008-04-08 11:44:27 | 17 minutes 50 seconds | OFF-SITE
Enoc-TD-37323 | 2] Q| NCP-LCG2 EEEERER 200405 11:26:26 [2006-04-08 11:58:17)[2008-04-08 11:56:17 | 31 minutes 51 seconds | OFF-SITE
Enoc-To-37320 | 2 [O, [inFn-napoLi-paveLs | EREHERIIN 2005 -04-08 11:20:20 [2005-04-08 11:24:17 [2008-04-08 11:24:17 | 3 minutes 57 seconds | ON-SITE
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Enabling Grids for E-sciencE

« Utiliser le traffic de production (FTS, SRM...)
— Double tranchant: Séparation application/réseau

* Meilleure localisation des incidents
— Site, NRENs, GEANT2 ...




- Réflexions pour EGEE-III

Enabling Grids for E-sciencE

» Solution “light”
— Basée sur perfSONAR PS (perl)

» 1 sonde par site
=~ Looking glass + Iperf

* Monitoring actif uniguement a la demande
— Disponible pour les sites!

+ Intégrée au software grille
— Déploiement & maintenance facilités



CHEE Conclusion

Enabling Grids for E-sciencE

» Monitoring réseau indispensable

* ... a partager avec les sites: politesse

* Trouver un compromis
— Lourdeur vs utilité

« Actuellement peu de monitoring réseau disponible
pour le projet

» Quvert a toutes bonnes idées ©



